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Welcome to Core Impact Training 101. This training is designed to give you an in-depth overview of 
this tool’s powerful pen testing features and provides a wealth of information that can add to your 
skillset.  There is something for everyone in this training, from new security team members just starting 
to implement pen testing, to the battle-hardened cybersecurity veterans that can further enhance 
assessments with advanced techniques, tips, and tricks.

About the Course
•	 Free for Core Impact Customers

•	 40 Lessons

https://www.coresecurity.com/support/training/core-impact 

Access the Core Impact on-demand training videos to learn tips and tricks from the experts and get the most out of the robust 

penetration testing solution.

ENROLL NOW -> Email to keys@fortra.com from a form to get access to the course.

Course Outline
GETTING STARTED

Introduction 

Penetration Testing 

Core Impact 

Checkpoint

LAB ENVIRONMENT SETUP
Introduction 

Virtualbox setup 

Core Impact Virtual Machine setup 

Vulnerable Virtual Machines 

Checkpoint

THE BASICS
Starting Core Impact 

Quick Tour 

Network Information Gathering 

Exploitation and Post-Exploitation 

Maintaining Access and Escalating Privileges 

Cleanup post-penetration test 

Reporting 

Checkpoint

ACTIVE DIRECTORY
Introduction to Active Directory 

Active Directory Domain Reconnaissance 

Active Directory Attack Paths Discovery 

Kerberoast 

AS-REP Roast 

DCSync 

Golden Ticket 

Silver Ticket 

Lateral Movement 

Man-In-The-Middle-Attacks: NTLMrelayx 

Checkpoint

SOCIAL ENGINEERING & CLIENT-SIDE ATTACKS
Information Gathering 

Phishing Campaign Deployment 

Role Playing - You are the target now 

Reporting 

Checkpoint

WEB APPLICATIONS TESTING
Introduction 

Information Gathering 

Attack and Penetration 

Post-Exploitation 

Reporting 

Checkpoint

NEXT STEPS
Further Resources

https://www.coresecurity.com/support/training/core-impact
mailto:keys%40fortra.com?subject=
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About Fortra
Fortra is a cybersecurity company like no other. We’re creating a simpler, stronger future for our 
customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and 

control to organizations around the world. We’re the positive changemakers and your relentless ally to 
provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.Fortra.com
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FAQ
Is there any pre-requisite to enroll in the course?

•	 Owning a Core Impact License

Is Lab access included with the course?

•	 Lab is not included, but the course includes a section on how to build your own and bring your own license for the testing

Is the access to the course perpetual?

•	 You will keep the access to the course as long as you keep your Core Impact subscription.
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