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From phishing scams to ransomware, cyber-attacks are 

growing every day. But something else is growing too – as 

in the number of Red Teams being built by organizations 

just like yours. But is a Red Team right for you? This eBook 

will help you to decipher what a Red Team consists of, how 

it compares to a single penetration tester and the keys to 

building a successful Red Team.

01
How to Build a Red Team
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“a Red Team should be formed with the intention of identifying and assessing vulnerabilities, testing assumptions, 

viewing alternate options for attack and revealing the limitations and risks for that organization.”

02
What is a Red Team?

The SANS definition of a Red Team is “a process designed 

to detect network and system vulnerabilities and test 

security by taking an attacker-like approach to system/

network/data access.” 

Here at Core Security, a HelpSystems Company, we 

believe that a Red Team is the ultimate way to “Think 

like an Attacker.” No matter how you say it, a Red Team 

should be formed with the intention of identifying and 

assessing vulnerabilities, testing assumptions, viewing 

alternate options for attack and revealing the limitations 

and risks for that organization. Some organizations 

will have different teams for these functions in order 

to carry out conceptual challenges, wargaming and to 

even challenge each other to provide the best security 

possible. 

No matter how many teams you decide on building, 

they should all consist of independent thinking by a 

group of structured, creative and critical thinkers to 

assist the end users to make better informed decisions 

or to produce a safer product. Restricting Red Teams 

with artificial constraints like “no phishing” creates a false 

impression of security.
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03
What is the Mission of a Red Team?
The core mission of any Red Team should be to challenge 

aspects of your own security plans and procedures by 

deliberately challenging your security posture. Some of 

the activities may vary in scope or process but the teams 

are typically established in order to:

+ Challenge your organization’s assumptions and 

identify faulty logic or flawed analysis

+ Assess the strength of the evidence base or the quality 

of your information

+ Identify alternative options or outcomes and/or 

explore the consequences of an action or attack plan

+ Test your system, network, applications and more 

through the eyes of an adversary

+ Understand the options for an adversary to break into 

and move throughout your system

In the end, Red Teams are meant to prove that 

the vulnerabilities in your network are not merely 

theoretical but are, or are not, a true risk to your 

organization. The point is to succeed despite the best 

efforts of the defensive security measures. By gauging 

the effort it takes to break through, you can gauge the 

cost to the attacker. 

Remember, with enough time and resources all security 

defenses will fall. Red teaming is not meant to score the 

skill of defenders - but the cost to attackers.
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A Red Team can be made up of as many as two people and can 

scale to over twenty, depending on the task. That’s what is most 

important— make sure that your team is built for the task at 

hand. Find experienced, critical thinkers to form the core of your 

team and continue building it with a diverse mix of skills.

Ideally, your Red Team will have members representing 

administrative and/or management skills across all of your 

technologies. A few years of experience is needed to season 

them for this experience and knowing how to build and 

administer networks is critical so that they know how these 

networks are run and where shortcuts and mistakes are likely. 

Some of the best Red Team members we have seen have come 

from IT admin ranks, have experience in network engineering or 

have been a part of Windows and Unix administrations. Testing 

web apps? We’ve seen the best of these testers come from 

development. The key to building your team will be to make 

sure that you are choosing people who best understand all 

aspects of your technology stack.

04
Who makes up a Red Team?

“ The key to building your team will be to 

make sure that you are choosing people 

who best understand all aspects of your 

technology stack. ”
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05
Red Teams vs. Penetration Testers
A penetration tester is a must-have for any organization. 

This is a designated person who will ethically hack and 

evaluate your environment. With someone in place 

as the point of contact - and as the brains behind the 

security scope necessary - you will find yourself more 

equipped and with less items slipping between the 

cracks. The risk here is that your single pen-tester could 

become too close to the work and not see the potential 

threats as clearly.

While it’s good to have someone in place to handle this, 

it’s growing to be too much for one person to handle 

due to how quickly the number of attacks are increasing 

on top of how much research is required to get in front 

of these attacks. 

Red Teams are one way that you can go about testing 

and monitoring to have full visibility into your security 

posture. This is a group of attackers who test your 

organization’s security— often without the knowledge 

of the rest of the staff and with more tools than 

penetration testing alone.
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06 
Keys to Building a Red Team
When you are ready to start building your team, there are several things to keep in mind in order to make 

this a success. However, here are five key steps in building your team:

Have the Right Conditions 

Red Teamers need an open, 

learning culture with the 

ability to continuously train 

and improve their skill set.

1

Support the Team 

Their contribution is 

valuable and should be 

treated as such.

4

Set Clear Objectives 

Plan red teaming from the 

outset. This will not work as an 

after thought but should be an 

integral part of your security 

posture and, as such, should 

have measurable goals in mind.

2 Get the Right Tools 

As we said, red teaming is about 

more than a penetration test. 

Make sure that you provide 

your team with the right testing, 

vulnerability management and 

further assessment tools.

3

Focus on Key Issues

Red teaming should produce 

quality thinking and advice, not 

qualitative results. If all you want 

are a list of vulnerabilities, you 

need a scanner, not a Red Team.

5
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Remember, your Red Team can start with as few as two 

members and can grow and scale with your organization over 

time. A Red Team should be used alongside your vulnerability 

assessment and penetration testing in order to realize its full 

value. If you would like more information on how you can build 

your Red Team, let one of our security consultants help guide 

you. 

07
Have we convinced  
you to start building?
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