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Interlocking solutions that
protect sensitive data while
keeping users productive.



https://www.fortra.com
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‘ Weaponize

Vulnerability Management

Application Security Testing
Pen Testing Services

Core Impact Pen Testing
Software

Cobalt Strike & Outflank Red
Team Tools

Security Configuration
Management

Deliver
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Brand Protection
Email Security
Managed WAF
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Data Protection

Fortra’'s leading data protection portfolio
delivers interlocking security capabilities
for all cybersecurity maturity levels.

Our modular solutions for data
classification, data loss prevention, and
secure collaboration combine to address
your immediate needs and use cases, as
well as advise your next best steps as your
security program evolves.

Fortra's tools can be SaaS deployed or on-

prem, and we offer managed services to s
extend your team and reduce risk. e
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Understand your data
Data Classification

Prevent sensitive data loss
Data Loss Prevention

Manage your data when
shared externally
Secure Collaboration

>

1,500+

CUSTOMERS

ENDPOINTS

USE CASES



Fortra Data
Classification

Data classification that keeps you
secure, compliant, and in control.

Fortra Data Classification provides essential
classification tools, with a straightforward
experience for you and your users, on what should
e secured and how to handle it. Give your data
context so both people and systems understand
how to use it.

Our tool embeds metadata attributes into emaiil,
documents and files at every stage of the content
lifecycle and can automatically add visual
markings to help organizations meet compliance
and legal requirements.



+ DEPARTMENT
+ DIVISION

+ RETENTION DATE
+ COUNTRY

+ CUSTOM
ADDITIONS

PHI - HIPAA Banking — SEC

Billing data cannot be Il Banking cannot share
shared with IT, nursing, with Brokerage within the
doctors, operations. same organization.

Pll - GDPR Retention Compliance
DLP system uses country of f;j_l Retention reports could be
origin when sharing to block generated to clean data
data originated within EU which may be a liability and

destined for restricted geos. consume paid storage.

Persistent classification
data used to feed
downstream systems
such as DLP and

data governance

Unlike other solutions that offer simpilistic "sensitivity labels,” Fortra Data Classification
enables users to define and utilize a wide range of identifiers, including department,
customer, and country, for precise data categorization. Fortra uses metadata as a

fundamental part of the solution, and the solution, in turn, provides the structure of
how the business should interpret the metadata. While Fortra can label document
sensitivity, it goes beyond this functionality to address the complexities of today's
regulatory environment. By leveraging Fortra Data Classification, organizations can
achieve complete data protection and navigate compliance requirements with
enhanced efficacy and precision.




Fortra DLP
Data Loss Prevention

Fortra DLP gives you immediate visibility into
your organization’s assets and helps provide
a streamlined path to security maturity.

We know data loss prevention can be
complex.. but it doesn't have to be.

Our market-leading DLP is backed by
decades of focus, solving real use cases.
From basic data protection requirements
to today's commmon cloud, hybrid, and
remote work environments, we can help
you protect workflows across your entire
organization.

600 customers worldwide use Digital
Guardian to discover, monitor, log, and
block threats to their data with pre-built
policies that help them avoid gaps and
comply with evolving regulatory changes.

AWS Available in

AWS Marketplace

Know what you need to protect? Have
use cases to meet? Just trying to discover
and better understand your data? Fortra’s
data protection experts will work with you
to customize rules and policies for both
bottom-up and top-down approaches.


https://aws.amazon.com/marketplace/pp/prodview-557vzu5viybem?sr=0-11&ref_=beagle&applicationId=AWSMPContessa

EndpointDLP

Delivers the deepest visibility available

on the market. Our agent captures and
records all system, user, and data events —
on or off the network.

Network DLP

Supports compliance and reduces data
loss risks by monitoring and controlling
the flow of sensitive data via the network,
email or web.



Analytics & Reporting
Cloud (ARC)

Get fast and intuitive visibility to DLP
actions, analytics, workflows, and reporting.

Unlike other “free” DLP tools, Fortra offers
cloud-based analytics for which there are
no unforeseen additional costs, and don’t
require an external tool.

Running on Amazon AWS, ARC correlates
and analyzes system, user, and data
events to provide the visibility and context
you need to identify and remediate threats.
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Managed DLP

Focus on your core business and leave data
protection to our security experts.

Even if your organization has a mature
security team in place, it can still be difficult
to stay on top of all today’s threats.

Let Fortra’s Managed Security Program fill
your security talent gap and leverage our
experience implementing mission critical
data security, incident response, and
compliance programs.

O a Qo
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A user triggered an alert by transmitting a sensitive file through a Generative Al website. Multiple subsequent
events, occurring within similar timeframes, were also logged. This breach violates the organizational data
protection policy, and the incident has been documented as evidence for Human Resources
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Secure Service Edge

Fortra has partnered with Lookout and
their Cloud Security Platform to enhance
the security coverage of our DLP tool
from endpoint to cloud, protecting our
customers’ sensitive data throughout its
lifecycle, at rest, in use, or in motion.

Secure Service Edge integrates:

« Cloud access security broker (CASB)
« Zero trust network access (ZTNA)

- Secure web gateway (SWG)

These natively integrated solutions deliver

complete visibility and control from
endpoint to cloud.

Detect,
Classify &
Protect Data
ina
Multi-Cloud
Environment

Protect
Endpoints
from Internet
Threats

Remote
Access to
Private
Applications




Fortra
Secure Collaboration

Speeds and secures
collaboration on any file type.

Fortra makes it effortless to securely
collaborate with anyone, no matter which
tools they choose to use. We attach powerful
encryption, security, and policy directly to the
data itself, giving you granular control over
your data, no matter where it goes.

Our solution provides zero trust file security,
meaning no person or device should be
granted access to systems, data, or files
unless it is deemed necessary. Users can
confidently collaborate with even highly-
confidential data with the knowledge that
their data can only be accessed by the
parties they have designated.

Our secure collaboration tool allows you
to maintain the seamless user experience
that highly productive users demand,
ensuring easy adoption for end users -
no software installation required, and no
significant workflow changes or training
necessary.

Share something by mistake?
No longer want to allow the recipient
access to that file?
We give you an ‘Undo’ button.




LIMIT ESTABLISH .
What people How long collaborators ah
can do with files. can access assets. PSD
i CAD A
PDF

CONTROL

Who has access to
protected digital assets.

RESTRICT

Sharing of content
with unintended parties.

Your data
really gets around.
We can keep it safe.

Instantly
revoke access
at any time.
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Fortra provides advanced offensive and defensive security solutions

that deliver comprehensive protection across the cyber kill chain.

With complete visibility across the attack chain, access to threat

intelligence spanning the globe, and flexible solution delivery, Fortra

customers can anticipate criminal behavior and strengthen their

defenses in real time. Break the chain at fortra.com. \
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