FORTRA

Offensive Security Trainings

Our hands-on, lab-driven courses are purpose-built in partnership with Zero-Point Security. These offerings enable red teamers

to refine real-world tradecraft, help penetration testers upskill into high-impact offensive techniques, and equip offensive security

operators with the practical capabilities required to execute effective engagements. Whether you're just beginning your journey or

advancing into leadership, our training paths ensure you gain maximum value from industry-leading tools such as Cobalt Strike

and Core Impact.
Red Team Ops Trainings

Red Team Operations Training |

This Red Team Ops | training course, created by Zero-
Point Security, provides you with the knowledge and skills
necessary to excel in performing adversary simulation and

emulation exercises with Cobalt Strike.

e Author: Daniel Duggan
* Level: Practitioner
+ Study time: 20 hours

» Certification: Red Team Operator

Cobalt Strike Certified Operator
Trainingl(cscol)

This module-based tour of the Cobalt Strike framework
covers the entire lifecycle of a red team engagement
through written explanations, graphics, and videos.

e 85 lessons

e Hands-on Labs: The curriculum is reinforced with a
series of interactive labs designed to solidify core
concepts at your own pace, providing a realistic
learning experience.

¢ Format: Self-paced, online

e Certificate of Completion

Red Team Operations Training Il

This Red Team Ops Il training course, created by Zero-

Point Security, provides you with the knowledge and skills

necessary to operate against modern defenses.

.

Author: Daniel Duggan
Level: Registered
Study time: 12 hours

Certification: Red Team Lead

*Tip: Ask to bundle Red Team Ops | and Il for a discount



https://www.fortra.com

BOF Development & Tradecraft

This BOF Development & Tradecraft course, created by Zero-
Point Security, teaches how to write and unit test Beacon
Object Files (BOFs) for use in Cobalt Strike and other C2

frameworks.

e Author: Alex Reid
¢ Level: Registered

e Study time: 5 hours

Penetration Testing Tool Training

Core Impact Certified Operator Training

This training is designed to give you an in-depth overview
of this Core Impact’s powerful pen testing features and
provides a wealth of information that can add to your
skillset. There is something for everyone in this training, from
new security team members just starting to implement pen
testing, to battle-hardened cybersecurity veterans that can
further enhance assessments with advanced techniques,
tips, and tricks.

e 40 Lessons
» Free for Core Impact Customers

e Certificate of Completion

UDRL and Sleepmask Development

This UDRL and Sleepmask Development course, created by
Zero-Point Security, teaches students how to apply low-level
Windows knowledge and offensive tradecraft in the writing
and development of Cobalt Strike's User-Defined Reflective
Loader and Sleepmask components.

¢ Author: Alex Reid
* Level: Certified
» Study time: 9 hours

*Tip: Ask to bundle BOF Development and UDRL/Sleepmask
Development Trainings or a discount
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