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2025 phishing simulation benchmark

Scale, baseline behavior, and reporting context

RECIPIENTS SIMULATIONS LANGUAGES COUNTRIES
13.9M 7,504 41 68+
people received simulations campaigns represented localized templates used geographic coverage

Headline rates

Clicked link ] 5.42%
Completed form _ 1.99%
Opened attachment - 1.05%
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Regional behavior differs by risk type

South America leads exposure metrics; North America leads reporting
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I Clicked link Il Completed form Il Opened attachment [l Reported phishing
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Response rates by ISO language code
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Rates by company size
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Industry rate leaders by metric

Clicked link Completed form

Insurance _ 12.76% Energy/Utilities* _ 6.14%
Broadcasting/Media _ 8.75% Broadcasting/Media _ 5.62%
Gaming _ 8.20% Financial - Credit Union _ 5.49%
Energy/Utilities* _ 7.94% Financial - Other Services _ 4.40%
Reported phishing Opened attachment

Financial - Banks _ 30.98% Insurance _ 12.65%
Defense _ 24.83% Agriculture - 1.84%
Hospitality _ 22.96% Manufacturing - 1.33%
Services _ 17.41% Technology - 1.26%
Legal Services _ 16.50% Energy/Utilities - 1.16%
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S T S
Key Takeaways

2025 Phishing Simulation Benchmark Report

What the benchmark suggests for security awareness priorities

Benchmark results should drive targeted action,
not annual scorekeeping.

The strongest value of the report is not a single global rate; it is the pattern of where
users report, click, complete forms, and open attachments across segments.

— -1 —
@ 2 o

Reporting gap remains Risk varies by Focus beyond clicks
central segment Form completion and
A 10.5% reporting rate is Geography, language, attachment opens are
useful, but most simulated company size, and industry higher-risk behaviors than
phishing still goes each reveal different weak clicks alone.
unreported. points.
N w . A\,
L P j X j
’ X ’ J
Smaller orgs need support Tune strategy with data
Lower reporting rates point to resource and Use benchmark patterns to prioritize targeted
training gaps. awareness, controls, and role-specific coaching.
N /| . J/
e 4 X p
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