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Digital Defense Partner Ecosystem for Managed Services

Adding Value Through Integrations

Optimizing Threat Detection and Remediation Services
through Strategic Partnerships

Digital Defense'’s security partner ecosystem enables Managed Security
Service Providers (MSSP) to improve margins and show greater immediate
value to their clients, all while working with their existing security investments.
The breadth of the Digital Defense partner ecosystem plays a critical role in
sharing necessary vulnerability and threat risk context that enables security
teams to identify, prioritize, and protect their clients' most important assets.
Our integrations work within our flagship Frontline.Cloud platform, expanding
capabilities and offerings to solve evolving security challenges.

Threat Detection and Response | SOC Platforms | SIEM

Digital Defense provides real-time vulnerability and threat assessment of
critical assets, while minimizing performance impact and lowering false
positives. These capabilities are combined with next-generation SIEM
platforms and cutting edge solutions that employ machine learning, artificial
intelligence, and deception technologies to:

« improve overall threat detection
- provide necessary risk context
» better prioritize remediation

+ expedite action against attacks

IAM and Network Access Control

Working with Identity Access Management (IAM) and Network Access Control
(NAC) solutions, Frontline.Cloud identifies vulnerable and infected assets and
limits access that could compromise networks and eventually breach critical
systems. Our multi-layered approach assesses identity,roles, and location in

real-time, providing greater visibility, control, and network protection

KEY INTEGRATION

CAPABILITIES

Threat Detection and Response “SOC”
platforms for improved prioritization,
remediation, and reporting

Identity and Access Management and
Network Access Policy and Control
Security Orchestration, Automation
and Remediation, IT Service
Management and Patching

Endpoint Security and MDM Platforms
Comprehensive Cloud Provider
Support
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Digital Defense’s vast partner ecosystem, deep integrations, and collaborative

relationships provide MSSPs greater real-time visibility into risk, improved threat
detection, and remediation prioritization.

SOAR | ITSM | Patch Management
Streamlining response and remediation based on vulnerable or % paloaltoc lbArcher GRC

infected systems is critical to preventing already compromised NETwoRKS
hosts and active threats from escalating to a successful breach.

. n b |
For timely action, IT and security response must be coordinated Cherwel I Iva n t I

to meet the goals of the organization as well as regulatory

Ll
compliance. Frontline.Cloud works with different systems to help SerV|cenow
security teams prioritize investigations, automate remediation

steps, and harden systems against further attack.

Security Data Exchange | Endpoint |
MDM Security

U MCAfee Digital Defense’s fully multi-tenant, Saas platform is hosted

in the cloud and supports hybrid cloud environments.
Through extensive cloud platform partnerships, integrations,

[ ' I ' 0 ' I ' [ and interoperability testing, we have made it easy to
consolidate different workloads across diverse operating

c I s c o environments. Our scanners can operate on-premise as well
as in all major cloud environments and are available in AWS
Marketplace, Microsoft Azure Marketplace, and Oracle Cloud
Marketplace.

Cloud Platform Support

Through our integration with McAfee ePO, security teams can

execute and consolidate Digital Defense vulnerability and threat aWS s .

scanning with their endpoint policy and management platform. | Microsoft Azure
They can also support additional mobile device and loT information \%wj?

through our integration with Cisco ISE. In addition, Digital Defense

works with both Cisco's Platform Exchange Grid (pxGrid) and 3 Google Cloud ORACLE"

McAfee's Data Exchange Layer (DXL) to share contextual data over
CLOUD

a uniform messaging bus for more effective operations.

For more information visit: www.digitaldefense.com

About Fortra

Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our

F O RT R ATM customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and
control to organizations around the world. We're the positive changemakers and your relentless ally to

provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.



https://www.fortra.com
https://www.fortra.com
https://www.fortra.com

