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1 Identification and Purpose

Frontline provides an Active View of all assets that have been assessed. This document presents the
most current findings across all of the assets that have been included in the scope of this report. The
results in the sections below include high-level remarks about the security issues that were identified
and general recommendations for improving the security posture of Demo Account.

This report on the current Active View was generated to highlight deficiencies in the patch level and
security configuration of assets and to aid Demo Account in managing risk.

The following sections provide a summary of findings that includes the Security GPA for the assets that
are within the scope of this report, and an overview of vulnerabilities at a high level. The next section
contains a detailed report on the assets that were within the scope of the assessment. The last section
contains high-impact recommendations for improving general security posture. An explanation of the
ratings that are used throughout the report are provided in the appendix section.
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2 Overview

This report provides a summary for Demo Account and covers 251 assets. The assets have 79
occurrences of 11 critical-severity vulnerabilities, 547 occurrences of 329 high-severity vulnerabilities,
588 occurrences of 323 medium-severity vulnerabilities, 406 occurrences of 59 low-severity
vulnerabilities, and 3169 occurrences of 637 trivial-severity vulnerabilities.

Overall security posture: C-

Based on existing vulnerabilities, associated asset ratings, and assigned business risk of individual
assets, the overall Security GPA for Demo Account is 1.35 (C-).

Data for this report is sourced from Active View as of . Details
concerning the rating system are provided in the Appendix.

3 Asset Vulnerability Information

The severity attributed to each asset contributes to the overall security posture. The figures provided
are intended to aid in performing a qualitative analysis of Demo Account security posture.

3.1 Comprehensive Asset Rating 3.2 Vulnerability Counts by
Overview Severity
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Figure 3.1: Number and percentage of assets covered by Figure 3.2: Number of vulnerabilities per Severity Rating
this report that have a given asset rating. that exist in the assets covered by this report.
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3.3 Top 5 At Risk Assets

Itis important to understand which of Demo Account's assets are most at risk. Table 3.3 shows the 5
assets which have the highest risk rating.

# Rating Hostname Operating System Vulns

1 BUFF-HEARTBLEED Ubuntu Linux 170
192.168.69.106 server

2 BUFF-HEARTBLEED Ubuntu Linux 165
192.168.68.101 server

3 BUFF-HEARTBLEED Ubuntu Linux 153
192.168.67.55 server

4 WINXP-ORACLE Windows XP 57
192.168.67.62 client

5 ATS-WIN7-ENT64 Windows 7 Enterprise 43
192.168.69.245 client

Table 3.3 The 5 assets with the most severe rating are listed in this table.
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4 Trending Information

Trending provides a quick and easy way to see how well you are doing over time.

4.1 Security GPA Trends
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Figure 4.1: Security GPA trending graphs shows trends over the past year for all assets in this report.

4.2 Vulnerability Severity Trends
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Figure 4.2: Vulnerability severity trending shows trends over the past year for all vulnerabilities in this report.

4.3 Vulnerability Status Trends
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Figure 4.3: Vulnerability status trending shows trends over the past year for all vulnerabilities in this report.
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5 Vulnerability Summary

This section covers 1359 unique vulnerabilities. A summary of the unique vulnerability counts and their
associated instance counts are located below followed by a list of each unique vulnerability within the
scope of this report.

Severity Counts Breakdown

Severity Mediurm Low Tiivial

Unique: 11 329 323 59 637

Instances: 79 547 588 406 3169
Vulnerability Title Count

Easily Guessable SSH Credentials (104120) 27 Critical

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 15 Critical

MS17-010: SMB Remote Code Execution Vulnerability (Network Check) 14 Critical

(122051)

MS19-MAY: Microsoft RDP 'BlueKeep' Unauthenticated Remote Code 6 Critical
Execution (Network Check) (128831)

Emerson Avocent Default SSH Credentials (118921) 3 Critical

MS08-067 Microsoft Windows Server Service Stack Overflow (Network 3 Critical
Check) (103802)

MS09-050 Microsoft Windows SMB2 Command Execution 3 Critical
Vulnerabilities (Network Check) (104045)

Unix Server Common Password (100151) 3 Critical

Samba IsknownPipename Remote Code Execution (122062) 2 Critical

Threat Detected: Trojan Variant (126460) 2 Critical

HTTP Easily Guessable Credentials (104433) 1 Critical

Microsoft Windows 7 End of Life (131864) 8

(7
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MS12-020 Remote Desktop Protocol Use-After-Free Vulnerability 7 High
(Network Check) (104735)

OpenSSH 'ssh-agent' Double Free Vulnerability (144213) 7 High

MS15-034: Microsoft IIS HTTP.sys Remote Code Execution (Network 6 High
Check) (117590)

MS22-JUL: Microsoft Windows Security Update (149222) 5 High

Apache HTTP Server 'mod proxy ftp' Uninitialized Memory Usage 4 High
Vulnerability (133605)

| High |

| High |

| High |

| High |

| High |
Apache HTTP Server Security Update 2.4.48 (145498) 4
MS21-DEC: Microsoft Windows Security Update (147272) 4
MS22-APR: Microsoft Windows Security Update (148319) 4
MS22-FEB: Microsoft Windows Security Update (147753) 4
MS22-JAN: Microsoft Windows Security Update (147420) 4
MS22-JUN: Microsoft Windows Security Update (148994) 4
MS22-MAR: Microsoft Windows Security Update (148037) 4
MS22-MAY: Microsoft Windows Security Update (148572) 4
Apache HTTP Server 2.4.53 Security Release (148390) 3
Apache HTTP Server Security Update 2.4.51 (147293) 3
Microsoft Windows Server 2008 End of Life (131869) 3
Microsoft Windows XP End of Life (113789) 3
MS13-098: Vulnerability in Windows Could Allow Remote Code 3
Execution - Registry Entry Not Set (149637)
Apache httpd '2.2.32 2.4.24' Remote Segmentation Fault Vulnerability 2
(290291)

| High |

Apache httpd '2.2.x before 2.2.33 and 2.4.x before 2.4.26' 'mod _mime' 2 High
subcomponent Remote Read Vulnerability (290301)




Apache httpd '2.2.x before 2.2.33' and '2.4.x before 2.4.26' 'mod _ssl'

subcomponent NULL pointer Vulnerability (290295)

Apache HTTP Server 'ap get basic auth pw'Authentication Bypass

(290284)

Apache HTTP Server Internal Data Buffering Denial of Service
Vulnerability (129589)

Apache HTTP Server 'Module Scripts' Privilege Escalation
Vulnerability (128443)

MS14-068: Vulnerability in Kerberos Could Allow Elevation of Privilege

(116972)

MS15-009: Security Update for Internet Explorer (117381)

MS15-010: Vulnerabilities in Windows Kernel-Mode Driver Could Allow

Remote Code Execution (117380)

MS15-018: Cumulative Security Update for Internet Explorer (117479)

MS15-021: Vulnerabilities in Adobe Font Driver Could Allow Remote
Code Execution (117476)

MS15-032: Cumulative Security Update for Internet Explorer (117588)

MS15-043: Cumulative Security Update for Internet Explorer (117738)

MS15-044: Vulnerabilities in Microsoft Font Drivers Could Allow
Remote Code Execution (117737)

MS15-056: Cumulative Security Update for Internet Explorer (117878)

MS15-065: Security Update for Internet Explorer (118050)

MS15-078: Vulnerability in Microsoft Font Driver Could Allow Remote
Code Execution (118096)

MS15-079: Cumulative Security Update for Internet Explorer (118134)

MS15-080: Vulnerabilities in Microsoft Graphics Component Could
Allow Remote Code Execution (118133)

MS15-093: Security Update for Internet Explorer (118245)

MS15-106: Cumulative Security Update for Internet Explorer (118394)
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MS15-124: Cumulative Security Update for Internet Explorer (118670)

MS16-001: Cumulative Security Update for Internet Explorer (118689)

MS16-009: Cumulative Security Update for Internet Explorer (118985)

MS16-012: Security Update for Microsoft Windows PDF Library to
Address Remote Code Execution (118984)

MS16-023: Cumulative Security Update for Internet Explorer (119094)

MS16-028: Security Update for Microsoft Windows PDF Library to
Address Remote Code Execution (119089)

MS16-037: Cumulative Security Update for Internet Explorer (119278)

MS16-039: Security Update for Microsoft Graphics Component

(119276)

MS16-040: Security Update for Microsoft XML Core Services (119275)

MS16-063: Cumulative Security Update for Internet Explorer (119505)

MS16-087: Security Update for Windows Print Spooler Components

(119630)

MS16-095: Cumulative Security Update for Internet Explorer (119722)

MS16-104: Cumulative Security Update for Internet Explorer (120918)

MS16-116: Security Update in OLE Automation for VBScript Scripting
Engine (120906)

MS16-118: Cumulative Security Update for Internet Explorer (121027)

MS16-130: Security Update for Microsoft Windows (121132)

MS16-132: Security Update for Microsoft Graphics Component

(121130)

MS16-144: Cumulative Security Update for Internet Explorer (121327)

MS16-146: Security Update for Microsoft Graphics Component

(121325)

MS16-147: Security Update for Microsoft Uniscribe (121324)
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MS17-006: Cumulative Security Update for Internet Explorer (121910) 2 High

MS17-010: Security Update for Microsoft Windows SMB Server 2 High
(121906)

MS17-013: Security Update for Microsoft Graphics Component 2 High
(121903)

MS17-APR: Microsoft Internet Explorer Security Update (122044) 2 High

MS17-APR: Microsoft .NET Security Update (122049) 2 High

MS17-APR: Microsoft Windows Security Update (122045) 2 High

MS17-AUG: Microsoft Windows Security Update (122397) 2 High

MS17-DEC: Microsoft Internet Explorer Security Update (123543) 2 High

MS17-DEC: Microsoft Windows Security Update (123544) 2 High

MS17-JUL: Microsoft Internet Explorer Security Update (122295) 2 High

MS17-JUL: Microsoft Windows Security Update (122296) 2 High

MS17-JUN: Microsoft Windows Security Update (122281) 2 High

MS17-MAY: Microsoft Internet Explorer Security Update (122153) 2 High

MS17-MAY: Microsoft Windows Security Update (122154) 2 High

MS17-NOV: Microsoft Internet Explorer Security Update (122791) 2 High

MS17-OCT: Microsoft Internet Explorer Security Update (122637) 2 High

MS17-OCT: Microsoft Windows Security Update (122638) 2 High

MS17-SEP: Microsoft Internet Explorer Security Update (122554) 2 High

MS17-SEP: Microsoft Windows Security Update (122555) 2 High

MS18-APR: Microsoft Internet Explorer Security Update (123954) 2 High

MS18-APR: Microsoft Windows Security Update (123955) 2 High

MS18-AUG: Microsoft Internet Explorer Security Update (125931) 2 High




MS18-AUG: Microsoft Windows Security Update (125932)

MS18-DEC: Microsoft Internet Explorer Security Update (127240)

MS18-DEC: Microsoft Windows Security Update (127241)

MS18-FEB: Microsoft Internet Explorer Security Update (123787)

MS18-FEB: Microsoft Windows Security Update (123788)

MS18-JAN: Microsoft Internet Explorer Security Update (MELTDOWN)

(123602)

MS18-JUL: Microsoft Internet Explorer Security Update (125653)

MS18-JUL: Microsoft Windows Security Update (125654)

MS18-JUN: Microsoft Internet Explorer Security Update (125543)

MS18-JUN: Microsoft Windows Security Update (125544)

MS18-MAR: Microsoft Internet Explorer Security Update (123855)

MS18-MAR: Microsoft Windows Security Update (123856)

MS18-MAY: Microsoft Internet Explorer Security Update (124365)

MS18-MAY: Microsoft Windows Security Update (124366)

MS18-NOV: Microsoft Windows Security Update (126949)

MS18-OCT: Microsoft Internet Explorer Security Update (126601)

MS18-OCT: Microsoft Windows Security Update (126602)

MS18-SEP: Microsoft Internet Explorer Security Update (126400)

MS18-SEP: Microsoft Windows Security Update (126401)

MS19-APR: Microsoft Internet Explorer Security Update (128575)

MS19-APR: Microsoft Windows Security Update (128576)

MS19-AUG: Microsoft Internet Explorer Security Update (129475)
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MS19-SEP: Microsoft Internet Explorer Security Update (129632) 2 High

MS19-AUG: Microsoft Windows Security Update (129476) 2
MS19-DEC: Microsoft Internet Explorer Security Update (131866) 2
MS19-DEC: Microsoft Windows Security Update (131867) 2
MS19-FEB: Microsoft Internet Explorer Security Update (128001) 2
MS19-FEB: Microsoft Windows Security Update (127998) 2
MS19-JAN: Microsoft Windows Security Update (127739) 2
MS19-JUL: Microsoft Internet Explorer Security Update (129102) 2
MS19-JUL: Microsoft Windows Security Update (129103) 2
MS19-JUN: Microsoft Internet Explorer Security Update (128961) 2
MS19-JUN: Microsoft Windows Security Update (128962) 2
MS19-MAR: Microsoft Internet Explorer Security Update (128289) 2
MS19-MAR: Microsoft Windows Security Update (128290) 2
MS19-MAY: Microsoft Internet Explorer Security Update (128794) 2
MS19-MAY: Microsoft Windows Security Update (ZombieLoad) 2
(128795)
MS19-NOV: Microsoft Internet Explorer Security Update (131730) 2
MS19-NOV: Microsoft Windows Security Update (131731) 2
MS19-OCT: Microsoft Internet Explorer Security Update (129805) 2
MS19-OCT: Microsoft Windows Security Update (129806) 2
MS19-SEP: Microsoft Internet Explorer Out-of-Band Security Update 2
(129724)

| High |

| High |

MS19-SEP: Microsoft Windows Security Update (129633) 2 High




MS20-APR:

Microsoft Internet Explorer Security Update (133730)

MS20-APR:

Microsoft Windows Security Update (133731)

MS20-AUG:

Microsoft Internet Explorer Security Update (138006)

MS20-AUG:

Microsoft Windows Security Update (138007)

MS20-DEC:

Microsoft Windows Security Update (143512)

MS20-FEB:

Microsoft Internet Explorer Security Update (132515)

MS20-FEB:

Microsoft Windows Security Update (132516)

MS20-JAN:

Microsoft Internet Explorer Security Update (132229)

MS20-JAN:

Microsoft Windows Security Update (132230)

MS20-JUL:

Microsoft Internet Explorer Security Update (137511)

MS20-JUL:

Microsoft Windows Security Update (137512)

MS20-JUN:

Microsoft Internet Explorer Security Update (137199)

MS20-JUN:

Microsoft Windows Security Update (137200)

MS20-MAR:

Microsoft Internet Explorer Security Update (132714)

MS20-MAR:

Microsoft Windows Security Update (132715)

MS20-MAY:

Microsoft Internet Explorer Security Update (133999)

MS20-MAY:

Microsoft Windows Security Update (134000)

MS20-NOV:

Microsoft Internet Explorer Security Update (143188)

MS20-NOV:

Microsoft Windows Security Update (143189)

MS20-OCT:

Microsoft Windows Security Update (142682)

MS20-SEP:

Microsoft Internet Explorer Security Update (138218)

MS20-SEP:

Microsoft Windows Security Update (138219)
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MS21-APR: Microsoft Windows Security Update (144750)

MS21-AUG: Microsoft Internet Explorer Security Update (146092)

MS21-AUG: Microsoft Windows Security Update (146090)

MS21-FEB: Microsoft Windows Security Update (144007)

MS21-JAN: Microsoft Windows Security Update (143778)

MS21-JUL: Microsoft Windows Out-of-Band Security Update (145515)

MS21-JUL: Microsoft Windows Security Update (145614)

MS21-JUN: Microsoft Windows Security Update (145281)

MS21-MAR: Microsoft Internet Explorer Security Update (144193)

MS21-MAR: Microsoft Windows Security Update (144194)

MS21-MAY: Microsoft Internet Explorer Security Update (144993)

MS21-MAY: Microsoft Windows Security Update (144994)

MS21-NOV: Microsoft Windows Security Update (146938)

MS21-OCT: Microsoft Internet Explorer Security Update (146692)

MS21-OCT: Microsoft Windows Security Update (146693)

MS21-SEP: Microsoft Internet Explorer Security Update (146369)

MS21-SEP: Microsoft Windows Security Update (146370)

MS22-JUN: Microsoft SQL Server Security Update (148996)

MS22-MAR: Microsoft Internet Explorer Security Update (148036)

OpenSSH Security Bypass Vulnerability (126647)

OpenSSH 'session.c' Local Security Bypass Vulnerability (126635)

OpenSSH 'ssh-agent.c' Untrusted Search Path Vulnerability (283439)
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OpenSSH 'ssh/kex.c' Denial of Service Vulnerability (126638)

Windows 10 End of Life (125528)

Windows EFSRPC NTLM Relay Vulnerability (PetitPotam) (146093)

Apache Chunked Encoding Buffer Overflow (101470)

Apache Tomcat "Ghostcat" AJP Local File Inclusion and RCE (132639)

Apache Win32 Directory Traversal (101929)

Easily Guessable MySQL Credentials (104829)

Easily Guessable Telnet Credentials (111915)

Fileinfo 'file check mem' Arbitrary Code Execution (277148)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 100.0.1185.29 (148268)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 100.0.1185.36 (148266)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 100.0.1185.44 (148439)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 101.0.1210.32 (148544)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 101.0.1210.47 (148761)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 102.0.1245.30 (148969)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 102.0.1245.39 (148968)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 102.0.1245.41 (148970)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 103.0.1264.37 (149068)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less
Than 103.0.1264.44 (149202)
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Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 103.0.1264.49 (149201)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 92.0.902.78 (146249)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 93.0.961.38 (146375)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 93.0.961.44 (146376)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 93.0.961.47 (146377)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 93.0.961.52 (146565)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 94.0.992.31 (146566)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 94.0.992.38 (146671)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 94.0.992.47 (146670)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 95.0.1020.30 (146797)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 95.0.1020.40 (146924)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 96.0.1054.29 (147105)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 96.0.1054.57 (147257)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 97.0.1072.55 (147417)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 97.0.1072.69 (147752)

Microsoft Edge (Chromium):

Multiple Vulnerabilities in Versions Less

Than 98.0.1108.43 (147751)
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Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less 1 High
Than 98.0.1108.50 (148025)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less 1 High
Than 98.0.1108.55 (148026)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less 1 High
Than 99.0.1150.30 (148024)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less 1 High
Than 99.0.1150.46 (148265)

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions Less 1 High
Than 99.0.1150.55 (148267)

Microsoft Windows Server 2008 R2 End of Life (131870) 1 High
MS19-JUL: Microsoft SQL Server Security Update (129105) 1 High
MS20-FEB: Microsoft SQL Server Security Update (132519) 1 High
MS20-NOQV: Microsoft Windows Security Update - Registry Entry Not 1 High
Set (143527)

OpenSSH 'kbdint _next device' Function Denial of Service (273895) 1 High
OpenSSH X11 Forwarding Access Bypass (276485) 1 High
PHP bcmath.c 'bcpowmod' Modified Data Structure Denial of Service 1 High
(277158)

PHP bcmath.c 'bcpowmod' Negative Integer Denial of Service 1 High
(277157)

PHP before 5.5.36, 5.6.x before 5.6.22, and 7.x before 7.0.7 1 High
'get_icu value internal' Function Denial of Service (280827)

PHP before 5.5.36 and 5.6.x before 5.6.22 'file.c' Denial of Service 1 High
(280830)

PHP before 5.5.36 and 5.6.x before 5.6.22 1 High
'php escape html entities ex' Function Denial of Service (280829)

PHP before 5.5.36 and 5.6.x before 5.6.22 'php html entities' 1 High
Function Denial of Service (280828)

PHP CGI Component Command Execution Vulnerability (269957) 1 High
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PHP 'curl file.c' CURLFile Implementation Denial of Service (283441) 1 High

PHP 'dynamicGetbuf' Denial of Service Vulnerability (127020) 1 High

PHP 'enchant broker request dict' Function Arbitrary Code 1 High
Execution (271564)

PHP 'escapeshellarg' Function Remote Command Execution 1 High
Vulnerability (278617)

PHP exif.c 'exif process IFD in JPEG' Denial of Service (277163) 1
PHP exif.c 'exif process IFD TAG' Denial of Service (277162) 1
PHP exif.c 'exif process TIFF in JPEG' Denial of Service (277164) 1
PHP 'exif process IFD in MAKERNOTE' Denial of Service (277646) 1
PHP 'exif process IFD in TIFF' Uninitialized Read Vulnerability 1
(128707)

PHP 'ext/phar/phar object.c' Zero-length Uncompress Denial of 1
Service (277155)

PHP 'ext/soap/soap.c' Type Confusion Vulnerability (272810) 1
PHP 'ext/spl/spl array.c' Use-after-free Remote Code Execution 1
(275416)

PHP ext/standard/http fopen wrapper.c 1
'php _stream url wrap http ex' Stack-based Buffer Under-read

(901430)

PHP File Extension Restriction Bypass (272803) 1
PHP Fileinfo Component 'apprentice load' Denial of Service Flaw 1
(269855)

PHP Fileinfo Component Crafted ELF File Denial of Service (271569) 1
PHP 'ftp genlist' Function Heap Buffer Overflow (272817) 1
PHP 'ftp_genlist' Function LIST Command Buffer Overflow (273431) 1
PHP gd.c 'imagegammacorrect' Input Validation Denial of Service 1

Vulnerability (281188)




PHP gd.c 'imagetruecolortopalette' Input Validation Denial of Service

Vulnerability (282235)

PHP 'ed webp.c' Denial of Service Vulnerability (127034)

PHP grapheme.c 'grapheme_stripos' Denial of Service (277160)

PHP grapheme string.c 'sraphme_strpos' Denial of Service (277161)

PHP Heap-Based Buffer Over-Read Vulnerability (127909)

PHP IMAP PHP Extension 'phar fix filepath' Function Buffer Overflow
Vulnerability (275412)

PHP 'incomplete class.c' Type Confusion Denial of Service (273414)

PHP Invalid Memory Access Vulnerability (127908)

PHP 'locale accept from http' Denial of Service (277459)

PHP 'locale _methods.c' Argument Overflow Denial of Service

(283453)

PHP mbfilter.c 'mbfl strcut' Integer Overflows Denial of Service

(277154)

PHP mcrypt.c Multiple Integer Overflow Vulnerabilities (280834)

PHP Multiple Heap-Based Buffer Over-Read Vulnerabilities (127911)

PHP Multiple Type Confusion Denial of Service Vulnerabilities

(273413)

PHP OPcache Extension ' zend shared memdup' Function Denial of
Service Flaw (271046)

PHP Pathname Sanitization Remote Arbitrary File Access Vulnerability

(273410)

PHP 'pcntl exec' Implementation File Extension Restriction Bypass

(272809)

PHP phar.c 'phar _parse pharfile' Denial of Service (284034)

PHP Phar Extension 'phar_analyze path'Arbitrary Code Execution

(277153)
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PHP phar object.c 'phar convert to other' Denial of Service 1 High
(275411)

PHP 'phar parse metadata' Function Denial of Service (272818) 1 High
PHP "phar rename archive" Function Denial of Service Flaw 1 High
(271566)

PHP 'phar set inode' Function Stack Buffer Overflow (272067) 1 High
PHP 'php date.c' Multiple Use-After-Free Arbitrary Code Execution 1 High
Flaws (271568)

PHP php http.c 'make http soap request' Remote Code Execution 1 High
(276912)

PHP php mbregex.c' php mb regex ereg replace exec' Double 1 High

Free Vulnerability (280833)

PHP 'php snmp error' Function Format String Arbitrary Code 1 High
Execution (277152)

PHP 'php url parse ex' Denial of Service (277705) 1 High
PHP php zip.c 'getFromIndex’, 'getFromName' Heap Overflow 1 High
(277149)

PHP php zip.c Zip Extension Denial of Service (280836) 1 High

PHP 'process nested data' Function Use-After-Free Flaw (270531) 1 High

PHP 'process nested data' Function Use-After-Free Remote Code 1 High
Execution Flaw (271575)

PHP sanitizing.c 'php filter encode' Integer Overflow Denial of 1 High
Service (279636)

PHP 'sapi/fom/fom/fom unix.c' Privilege Escalation Vulnerability 1 High
(126975)

PHP 'Serializable Interface, SplObjectStorage class, 1 High
SplDoublylinkedList class' Multiple Use-after-free Remote Code
Execution (275414)

PHP 'session.c' Denial of Service (277689) 1 High

PHP Session Deserializer 'php var _unserialize' Remote Code 1
Execution (275415)

(0)¢]
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PHP 'simplestring addn' Denial of Service Vulnerability (127019)

PHP 'snmp.c' Denial of Service (277774)

PHP SoapClient Multiple Type Confusion Denial of Service
Vulnerabilities (273412)

PHP soap.c 'SoapClient _call' Arbitrary Code Execution (275418)

PHP 'soap.c' Type Confusion Denial of Service (273411)

PHP spl array.c SplArray Unserialization Denial of Service (281201)

PHP spl array.c 'SPL Extension' Denial of Service (280835)

PHP SPL 'ArrayObject, SplObjectStorage, SplDoublyLinkedList'
Multiple Use-after-free Remote Code Execution (275413)

PHP SPL Component Type Confusion Vulnerability (265283)

PHP spl directory.c 'SplFileObject::fread' Denial of Service (282146)

PHP spl observer.c SplObjectStorage Unserialize Implementation
Denial of Service (283532)

PHP 'spl ptr heap insert' Function Arbitrary Code Execution
Vulnerability (278838)

PHP string.c 'str pad' Denial of Service (280596)

PHP 'tar.c' Stack Buffer Overflow (276915)

PHP 'uncompressed filesize' Crafted PHAR Archive Denial of Service
Vulnerability (281199)

PHP 'var_unserializer.c' Integer Overflow (268708)

PHP var_unserializer.c Invalid Object Denial of Service Vulnerability

(281186)

PHP var _unserializer.re 'finish_nested data' Buffer Overlow (292863)

PHP var unserializer.re Object Deserialization Denial of Service

(281197)

PHP 'var_unserializer.re' Use-after-free Vulnerability (269724)
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PHP Wakeup Processing Denial of Service (283455)

PHP wddx.c 'php wddx process data' Denial of Service Vulnerability

(281190)

PHP wddx.c 'php wddx process data' Double Free Vulnerability

(280837)

PHP wddx.c 'wddx stack destroy' Denial of Service Vulnerability

(281194)

PHP 'wddx.c' XML Document Denial of Service (283454)

PHP WDDX Extension Use-after-free Vulnerability (276916)

PHP xml.c 'xml parse into struct' Denial of Service (277159)

PHP xml.c 'xml utf8 encode' Integer Overflow Denial of Service

(279482)

PHP Zend Engine 'zend ts hash graceful destroy' Function Denial of
Service Flaw (269858)

PHP 'zend exceptions.c' Type Confusion Remote Code Execution

(273415)

PHP zend string extend in 'Zend/zend string.h' Denial of Service

(288890)

PHP ZIP Extension " zip cdir new" Function Integer Overflow

(271576)

Ruby 'Oniguruma-mod' and PHP fetch token in 'mbstring' Denial of
Service (289398)

Ruby 'Oniguruma-mod' and PHP 'mbstring' Denial of Service (289391)

Ruby 'Oniguruma-mod' and PHP 'mbstring' forward search range
Denial of Service (289394)

Ruby 'Oniguruma-mod' and PHP 'mbstring' parse char class Denial
of Service (289402)

Ruby 'Oniguruma-mod' and PHP unicode unfold key in 'mbstring’
Buffer Overflow (289396)

Samba '4.x before 4.7.3' Remote Code Execution Vulnerability

(297439)
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Samba Remote Code Execution Vulnerability (126509) 1
Samba Security Advisory January 2022 (147947) 1
SNMP Writeable Communities (104067) 1
Unquoted Windows Service Path Vulnerability (117555) 1
VMware Security Advisory: VMSA-2015-0007 (121637) 1
VMware Security Advisory: VMSA-2018-0026 (126662) 1
VMware Security Advisory: VMSA-2019-0012 (129470) 1
VMware Security Advisory: VMSA-2019-0022 (131818) 1
VMware Security Advisory: VMSA-2020-0023 (142849) 1
VMware Security Advisory: VMSA-2020-0026 (143435) 1
VMware Security Advisory: VMSA-2021-0002 (144096) 1
Web Server Directory Traversal (100905) 1
Zend NULL Pointer Denial of Service (278089) 1
MS16-047: Windows SAM and LSAD Downgrade Vulnerability - Badlock 11 Medium

(Network Check) (121756)

OpenSSH Account Enumeration Vulnerability (126640) 9 Medium

MS10-012 Vulnerabilities In SMB Server Allow Remote Code Execution 8 Medium
(Network Check) (104133)

NetBIOS Shares Accessible (100870) 8 Medium
OpenSSH 'auth-gss2.c' User Detection Vulnerability (126832) 4 Medium
OpenSSH Missing Character Man-in-The-Middle Attack Vulnerability 7 Medium
(127849)
OpenSSH 'Observable Discrepancy' Man-in-the-Middle Vulnerability 7 Medium
(137503)

OpenSSH 'scp' Command Evaluation Vulnerability (138013) 7 Medium




OpenSSH scp Server Man-in-The-Middle Attack Vulnerability (127851)

OpenSSH 'stderr' Man-in-The-Middle Attack Vulnerability (127850)

OpenSSH User Enumeration Vulnerability (126863)

OpenSSH Privilege Escalation Vulnerability (146711)

OpenSSH Sensitive Data Exposure Vulnerability (146710)

SMB Writeable Directories (104477)

SNMP Default Communities (100149)

Apache HTTP Server 'httpd' URL Normalization Inconsistency
Vulnerability (128448)

Apache HTTP Server 'mod auth digest' Access Control Bypass
Vulnerability (128444)

Apache HTTP Server 'mod cache socache' Out of Bound Read Denial

of Service Vulnerability (126242)

Apache HTTP Server 'mod proxy' Cross-Site Scripting Vulnerability

(129590)

Apache HTTP Server 'mod rewrite' Redirect Vulnerability (133604)

Apache HTTP Server 'mod session cookie' Expiry Time lgnored
Vulnerability (126276)

Apache HTTP Server Multiple Vulnerabilities (126218)

Apache HTTP Server URL Redirect Vulnerability (129591)

Apache HTTP Server Security Update 2.4.49 (146396)

Java Debugging Port Accessible (104527)

MS09-001 SMB Remote Code Execution (Network Check) (103879)

MS11-020: SMB Transaction Parsing Vulnerability (Network Check)
(104422)

MS17-JUN: Microsoft Internet Explorer Security Update - Registry
Entry Not Set (128597)
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MS17-SEP: Microsoft Internet Explorer Security Update - Registry

Entry Not Set (128598)

SSH Accepts Any Login (104178)

Threat Scan: Unsigned Software Processes (127839)

Threat Scan: Windows Defender Definitions Outdated (126741)

Apache httpd Digest Authorization Denial of Service (291127)

Apache HTTP 'HTTP/2 mod' Denial of Service Vulnerability (137993)

Apache HTTP "RequestHeader unset" Directive Bypass Vulnerability

(126217)

Apache HTTP Server 'ap some auth required' Function Remote
Access Restrictions Bypass Vulnerability (273795)

Apache HTTP Server 'Cache-Digest' Denial of Service Vulnerability

(137995)

Apache HTTP Server 'cache merge headers out' Function Denial of
Service Vulnerability (126230)

Apache HTTP Server Crafted Request Denial of Service Vulnerability

(127001)

Apache HTTP Server 'deflate in filter' Function Denial of Service

(265521)

Apache HTTP Server Digest Authentication Denial of Service (288580)

Apache HTTP Server HTTP/2 Connections Crafted Request Denial of
Service Vulnerability (908009)

Apache HTTP Server HTTP Chunked Request Smuggling Attack
(126232)

Apache HTTP Server HTTP_PROXY Environment Variable Vulnerability

(126237)

Apache HTTP Server 'lua_websocket read' Function Denial of Service
Vulnerability (126231)

Apache HTTP Server 'mod cgid' Module Denial of Service (265538)

Apache HTTP Server 'mod dav' Denial of Service (263007)
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Apache HTTP Server 'mod http2' Memory Corruption Vulnerability

(129588)

Apache HTTP Server 'mod http2' Module Denial of Service
Vulnerability (282886)

Apache HTTP Server 'mod_http2' Read-After-Free (CVE-2019-0196)
(128447)

Apache HTTP Server 'mod http2' Read-After-Free (CVE-2019-10082)

(129592)

Apache HTTP Server ' mod log config' Denial of Service (263002)

Apache HTTP Server 'mod lua' Access Restriction Bypass
Vulnerability (269848)

Apache HTTP Server 'mod proxy' Module Denial of Service (265530)

Apache HTTP Server 'mod status' Module Race Condition (265518)

Apache HTTP Server 'mod userdir' CRLF Injection Vulnerability

(126838)

Apache HTTP Server Padding Oracle Vulnerability (288579)

Apache HTTP Server Response Splitting Vulnerability (288581)

Apache HTTP Server 'SETTINGS' Denial of Service Vulnerability
(126966)

Apache HTTP Server Slow Request Bodies Denial of Service
Vulnerability (126273)

Apache HTTP Server winnt_accept Function Denial of Service

(265505)

Apache 'Optionsbleed' UAF Memory Leak (122625)

jQuery Ajax Cross-Site Scripting Vulnerability (126532)

jQuery Cross-Site Scripting Vulnerability (137374)

jQuery Cross-Site Scripting Vulnerability (144402)

MS14-085: Vulnerability in Microsoft Graphics Component Could
Allow Information Disclosure (117082)
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MS15-001: Vulnerability in Windows Application Compatibility Cache

Could Allow Elevation of Privilege (117227)

MS15-003: Vulnerability in Windows User Profile Service Could Allow
Elevation of Privilege (117225)

MS15-004: Vulnerability in Windows Components Could Allow
Elevation of Privilege (117224)

MS15-005: Vulnerability in Network Location Awareness Service Could
Allow Security Feature Bypass (117223)

MS15-006: Vulnerability in Windows Error Reporting Could Allow
Security Feature Bypass (117222)

MS15-007: Vulnerability in Network Policy Server RADIUS
Implementation Could Cause Denial of Service (117221)

MS15-014: Vulnerability in Group Policy Could Allow Security Feature
Bypass (117376)

MS15-015: Vulnerability in Microsoft Windows Could Allow Elevation
of Privilege (117375)

MS15-016: Vulnerability in Microsoft Graphics Component Could
Allow Information Disclosure (117374)

MS15-023: Vulnerabilities in Kernel-Mode Driver Could Allow Elevation

of Privilege (117474)

MS15-025: Vulnerabilities in Windows Kernel Could Allow Elevation of
Privilege (117472)

MS15-027: Vulnerability in NETLOGON Could Allow Spoofing (117470)

MS15-028: Vulnerability in Windows Task Scheduler Could Allow
Security Feature Bypass (117469)

MS15-029: Vulnerability in Windows Photo Decoder Component Could

Allow Information Disclosure (117468)

MS15-030: Vulnerability in Remote Desktop Protocol Could Allow
Denial of Service (117467)

MS15-031: Vulnerability in Schannel Could Allow Security Feature
Bypass (117466)

MS15-038: Vulnerabilities in Microsoft Windows Could Allow Elevation
of Privilege (117582)
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MS15-041: Vulnerability in .NET Framework Could Allow Information

Disclosure (117579)

MS15-048: Vulnerabilities in .NET Framework Could Allow Elevation of
Privilege (117733)

MS15-050: Vulnerability in Service Control Manager Could Allow
Elevation of Privilege (117731)

MS15-051: Vulnerabilities in Windows Kernel-Mode Drivers Could
Allow Elevation of Privilege (117730)

MS15-052: Vulnerability in Windows Kernel Could Allow Security
Feature Bypass (117729)

MS15-055: Vulnerability in Schannel Could Allow Information
Disclosure (117726)

MS15-060: Vulnerability in Microsoft Common Controls Could Allow
Remote Code Execution (117875)

MS15-061: Vulnerabilities in Windows Kernel-Mode Drivers Could
Allow Elevation of Privilege (117874)

MS15-071: Vulnerability in Netlogon Could Allow Elevation of Privilege

(118044)

MS15-072: Vulnerability in Windows Graphics Component Could Allow

Elevation of Privilege (118043)

MS15-073: Vulnerabilities in Windows Kernel-Mode Driver Could Allow
Elevation of Privilege (118042)

MS15-075: Vulnerabilities in OLE Could Allow Elevation of Privilege
(118040)

MS15-076: Vulnerability in Windows Remote Procedure Call Could
Allow Elevation of Privilege (118039)

MS15-077: Vulnerability in ATM Font Driver Could Allow Elevation of
Privilege (118038)

MS15-082: Vulnerabilities in RDP Could Allow Remote Code Execution
(118131)

MS15-084: Vulnerabilities in XML Core Services Could Allow
Information Disclosure (118129)
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MS15-085: Vulnerability in Mount Manager Could Allow Elevation of

Privilege (118128)

MS15-088: Unsafe Command Line Parameter Passing Could Allow
Information Disclosure (118125)

MS15-092: Vulnerabilities in .NET Framework Could Allow Elevation of
Privilege (118121)

MS15-102: Vulnerabilities in Windows Task Management Could Allow
Elevation of Privilege (118251)

MS15-119: Security Update for Winsock to Address Elevation of
Privilege (118492)

MS15-120: Security Update for IPSec to Address Denial of Service
(118491)

MS15-121: Security Update for Schannel to Address Spoofing (118490)

MS15-122: Security Update for Kerberos to Address Security Feature
Bypass (118489)

MS15-132: Security Update for Microsoft Windows to Address Remote
Code Execution (118662)

MS15-133: Security Update for Windows PGM to Address Elevation of
Privilege (118661)

MS16-007: Security Update for Microsoft Windows to Address Remote
Code Execution (118683)

MS16-008: Security Update for Windows Kernel to Address Elevation
of Privilege (118682)

MS16-014: Security Update for Microsoft Windows to Address Remote
Code Execution (118982)

MS16-018: Security Update for Windows Kernel-Mode Drivers to
Address Elevation of Privilege (118978)

MS16-021: Security Update for NPS RADIUS Server to Address Denial
of Service (118975)

MS16-032: Security Update for Secondary Logon to Address Elevation
of Privile (119085)

MS16-033: Security Update for Windows USB Mass Storage Class
Driver to Address Elevation of Privilege (119084)
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MS16-034: Security Update for Windows Kernel-Mode Drivers to 2 Medium
Address Elevation of Privilege (119083)

MS16-048: Security Update for CSRSS (119268) 2 Medium
MS16-060: Security Update for Windows Kernel (119357) 2 Medium
MS16-061: Security Update for Microsoft RPC (119356) 2 Medium
MS16-065: Security Update for .NET Framework (119353) 2 Medium
MS16-072: Security Update for Group Policy (119500) 2 Medium
MS16-073: Security Update for Windows Kernel-Mode Drivers (119499) 2 Medium
MS16-074: Security Update for Microsoft Graphics Component 2 Medium
(119498)

MS16-075: Security Update for Windows SMB Server (119497) 2 Medium
MS16-076: Security Update for Netlogon (119496) 2 Medium
MS16-077: Security Update for WPAD (119495) 2 Medium
MS16-080: Security Update for Microsoft Windows PDF (119492) 2 Medium
MS16-082: Security Update for Microsoft Windows Search Component 2 Medium
(119490)

MS16-090: Security Update for Windows Kernel-Mode Drivers (119627) 2 Medium
MS16-092: Security Update for Windows Kernel (119625) 2 Medium
MS16-111: Security Update for Windows Kernel (120911) 2 Medium
MS16-112: Security Update for Windows Lock Screen (120910) 2 Medium
MS16-114: Security Update for Windows SMBv1 Server (120908) 2 Medium
MS16-134: Security Update for Common Log File System Driver 2 Medium
(121128)

MS16-135: Security Update for Windows Kernel-Mode Drivers (121127) 2 Medium

MS16-138: Security Update to Microsoft Virtual Hard Drive (121124) 2 Medium
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MS16-149: Security Update for Windows (121322) 2 Medium
MS16-151: Security Update for Kernel-Mode Driver (121320) 2 Medium
MS16-153: Security Update for Common Log File System Driver 2 Medium
(121318)

MS17-016: Security Update for Windows 1S (121900) 2 Medium
MS17-017: Security Update for Windows Kernel (121899) 2 Medium
MS17-018: Security Update for Windows Kernel-Mode Drivers (121898) 2 Medium
MS17-021: Security Update for Windows DirectShow (121895) 2 Medium
MS17-022: Security Update for Microsoft XML Core Services (121894) 2 Medium
MS17-AUG: Microsoft Internet Explorer Security Update (122396) 2 Medium
MS17-JUN: Microsoft Internet Explorer Security Update (122280) 2 Medium
MS17-MAY: Microsoft .NET Security Update (122158) 2 Medium
MS17-NOV: Microsoft Windows Security Update (122792) 2 Medium
MS18-JAN: Microsoft .NET Security Update (123656) 2 Medium
MS18-JAN: Microsoft Windows Security Update (MELTDOWN) 2 Medium
(123603)

MS18-JUL: Microsoft .NET Security Update (125658) 2 Medium
MS18-MAY: Microsoft .NET Security Update (124370) 2 Medium
MS18-NOV: Microsoft Internet Explorer Security Update (126948) 2 Medium
MS19-JAN: Microsoft Internet Explorer Security Update (127738) 2 Medium
MS19-MAY: Microsoft .NET Security Update (128800) 2 Medium
MS21-JAN: Microsoft SQL Server Security Update (143780) 2 Medium
OpenSSH 'before 7.6' 'process open function in sftp-server.c' 2 Medium

subcomponent Does not Properly Prevent Write Operations in
Readonly Mode Vulnerability (296108)




OpenSSH BLOWFISH Hashing User Enumeration (280859)

OpenSSH kex.c and packet.c NULL Pointer Dereference Denial of
Service (299655)

OpenSSH Privilege Escalation Vulnerability (126645)

Threat Scan: Antivirus Software Not Installed (126539)

Threat Scan: Windows Defender Disabled (127063)

Heimdal Man-in-the-Middle Vulnerability (291123)

LDAP Channel Binding Vulnerability (132377)

LDAP Signing Vulnerability (129050)

libxml 'libxml disable entity loader' XXE and XEE Vulnerability
(278493)

MS18-JAN: Microsoft Windows Security Update - Registry Entry Not
Set (128655)

MS18-NOV: Microsoft Windows Security Update - Registry Entry Not

Set (128666)

MS19-MAY: Microsoft Windows Security Update (ZombielLoad) -
Registry Entry Not Set (128823)

MS19-NOV: Microsoft Windows Security Update - Registry Entry Not

Set (131738)

OpenSSH Heap-Based Buffer Overflow Vulnerability (126642)

OpenSSH Information Disclosure Vulnerability (126643)

OpenSSH monitor.c 'mm answer pam free ctx' Use-After-Free
Vulnerability (126919)

OpenSSH Remote Command Injection Vulnerability (126646)

OpenSSH 'ssh packet read poll2' Function Denial of Service

(275984)

OpenSSH 'x11 open helper' Function Access Restriction Bypass

(273896)
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OpenSSL Deprecated Function 'RAND pseudo bytes' (278298)

PHP 5.6.x and 7.x 'gdlmageRotatelnterpolated' Function Denial of
Service (275989)

PHP before 5.5.31, 5.6.x before 5.6.17, and 7.x before 7.0.2 Remote
Denial of Service Vulnerability (280831)

PHP before 5.5.32, 5.6.x before 5.6.18, and 7.x before 7.0.3: Metadata
can be set by an attacker (900437)

PHP 'before 5.6.32, 7.x before 7.0.25, 7.1.x before 7.1.11' Interpreter
Information Leak Vulnerability (296552)

PHP 'Bucket Brigade' Vulnerability (126955)

PHP bz2.c 'bzread' Denial of Service (280832)

PHP 'cdf check stream offset' Function Denial of Service (265280)

PHP cdf.c Integer Overflow Denial of Service (266029)

PHP 'cdf count chain' Function Denial of Service (265272)

PHP 'cdf read property info' Function Denial of Service (265277)

PHP 'cdf read property info'in Fileinfo Component Denial of Service

(264496)

PHP 'cdf unpack summary info'in Fileinfo Component Denial of
Service (264495)

PHP 'data len' Uninitialized Read Vulnerability (128705)

PHP dirstream.c 'phar _make dirstream' Mishandled Zero-size Denial
of Service (277156)

PHP dns.c 'php_parserr' Function Buffer Overflow Denial of Service

(266027)

PHP 'do soap call' Function Type Confusion Vulnerability (272828)

PHP exif.c 'exif convert any to int' Denial of Service (284033)

PHP exif.c 'exif process IFD in TIFF' Information Disclosure (281189)

PHP 'exif.c' Integer Overflow Vulnerability (126957)
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PHP 'exif.c' Out-of-Bounds Read Vulnerability (126960)

PHP 'EXIF' Extension Crafted JPEG Denial of Service (268715)

PHP 'exif process SOFn'Invalid Read Vulnerability (128706)

PHP 'exif process unicode' Function EXIF Data Denial of Service Flaw

(270518)

PHP 'exif process user comment' Denial of Service (277618)

PHP 'ext/iconv/iconv.c' Infinite Loop Vulnerability (126961)

PHP 'ext/ldap/ldap.c' Denial of Service Vulnerability (126962)

PHP 'ext/phar/phar.c' Buffer Over-read Vulnerability (272068)

PHP 'ext/phar/phar object.c' Cross-site Scripting Vulnerability

(126963)

PHP 'ext/spl/spl array.c' Denial of Service Vulnerability (127032)

PHP 'ext/spl/spl dllist.c' Denial of Service Vulnerability (127031)

PHP Fileinfo Component Denial of Service (265273)

PHP 'Fileinfo' Component Denial of Service Vulnerability (127024)

PHP Fileinfo Component Pascal String Denial of Service Flaw (271045)

PHP 'fsockopen' Server-Side Request Forgery Vulnerability (286727)

PHP ' gd2GetHeader' Denial of Service Vulnerability (127021)

PHP 'gd.c' Denial of Service Vulnerability (126992)

PHP 'ed crop.c' Denial of Service Vulnerability (126980)

PHP gd ctx.c Arbitrary File Overwrite Vulnerabilty (266023)

PHP gd gif in.c Crafted GIF Denial of Service (299341)

PHP gd gif in.c 'edlmageCreateFromGifCtx' Information Disclosure

(291957)
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PHP 'edimageCreate' Denial of Service Vulnerability (127022)

PHP 'ed interpolation.c' Denial of Service Vulnerability (127028)

PHP gd interpolation.c 'gdimageScaleTwoPass' Denial of Service

(277173)

PHP 'GetCode ' Function Crafted GIF Image Denial of Service
(271572)

PHP GMP Interfaces Denial of Service (287844)

PHP HTTP_ PROXY Environment Variable Namespace Conflict
(279443)

PHP 'imagefilltoborder' Denial of Service (277172)

PHP JPEG Denial of Service Vulnerability (126958)

PHP 'linkinfo' File Path Disclosure Vulnerability (126959)

PHP "main/php open temporary file.c" Thread Safety Denial of
Service Flaw (278227)

PHP 'make http soap request' Function Denial of Service (276913)

PHP 'mconvert' Function Denial of Service (265276)

PHP 'mcopy' Function Fileinfo Component Denial of Service (273417)

PHP 'mget' Function Fileinfo Component Denial of Service (273416)

PHP 'mod php' Or 'php-fpm' Information Disclosure (285650)

PHP 'move uploaded file' Extension Restrictions Bypass Flaw

(271565)

PHP msgformat format.c 'MessageFormatter::formatMessage' Denial

of Service Vulnerability (281200)

PHP 'multipart buffer headers' Function Algorithmic Complexity
Vulnerability (272827)

PHP Multiple Pathname Sanitization Remote Arbitrary File Access
Vulnerabilities (273408)
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PHP mysqglnd Man in the Middle via Cleartext-downgrade (276914) 1 Medium
PHP mysglnd wireprotocol.c BIT Field Heap Buffer Overflow (281198) 1 Medium
PHP Non-Blocking STDIN Stream Denial of Service Vulnerability 1 Medium
(127023)

PHP "odbc bindcols" Function Denial of Service Flaw (278354) 1 Medium
PHP openssl.c Denial of Service (290992) 1 Medium
PHP parse date.c 'php parse date'Information Disclosure (290999) 1 Medium
PHP PHAR 404 Error Page Reflected Cross-Site Scripting (299348) 1 Medium
PHP phar.c 'phar parse pharfile' Denial of Service (284031) 1 Medium
PHP phar.c 'phar parse pharfile' Denial of Service (290980) 1 Medium
PHP PharData 'extractTo' Directory Traversal (275417) 1 Medium
PHP 'phar _parse _tarfile' Function Denial of Service (272802) 1 Medium
PHP 'php handler' Function Denial of Service (272066) 1 Medium
PHP 'php _imap.c' Denial of Service Vulnerability (126280) 1 Medium
PHP 'php raw url encode' Denial of Service (277151) 1 Medium
PHP 'php stream zip opener' Stack Buffer Overflow (277625) 1 Medium
PHP php variables.c Denial of Service (291000) 1 Medium
PHP PostgreSQL 'build tablename' Function Denial of Service Flaw 1 Medium
(271047)

PHP PostgreSQL Extension 'php pgsgl meta data' Function Denial 1 Medium
of Service (273432)

PHP 'rename()' Sensitive Data Disclosure Vulnerability (128703) 1 Medium
PHP 'sapi_header op' Function Cross-Site Scripting Vulnerability 1 Medium
(280826)

PHP session.c Invalid Session Names Object Injection (281187) 1 Medium
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PHP 'stream resolve include path'Function Pathname Sanitization 1 Medium
Remote Arbitrary File Access Vulnerability (273409)

PHP url.c 'parse url' Restriction Bypass (290996) 1 Medium
PHP util.c 'phar get entry data' Denial of Service (275603) 1 Medium
PHP 'value len' Uninitialized Read Vulnerability (128704) 1 Medium
PHP 'var_unserializer.c' Denial of Service Vulnerability (126256) 1 Medium
PHP var unserializer.c 'object commonl' Denial of Service (284032) 1 Medium
PHP 'virtual file ex'Stack Buffer Overflow (277731) 1 Medium
PHP 'wddx.c' PDORow String Denial of Service (283445) 1 Medium
PHP wddx.c 'php wddx pop element' NULL Pointer Dereference 1 Medium

Denial of Service Vulnerability (281191)

PHP wddx.c 'php _wddx push element' Denial of Service (281202) 1 Medium

PHP wddx.c 'wddx deserialize' NULL Pointer Dereference Denial of 1 Medium
Service Vulnerability (281193)

PHP wddx.c 'wddx deserialize' NULL Pointer Dereference Denial of 1 Medium
Service Vulnerability (281192)

PHP wddx.c XML Deserialization Denial of Service (290987) 1 Medium
PHP WSDL Injection Attack Vulnerability (127026) 1 Medium
PHP 'xmlrpc_decode()' Memory Over-Read Vulnerability (127912) 1 Medium
PHP XMLRPC Extension Denial of Service (268706) 1 Medium
PHP xsltprocessor.c 'xsl_ext function php' Denial of Service During 1 Medium

Initial Error Checking (275419)

PHP xsltprocessor.c 'xsl_ext function php' Denial of Service During 1 Medium
Principal Argcument Loop (275420)

PHP Zend Denial of Service Vulnerability (126972) 1 Medium

PHP zend exceptions.c Crafted Exception Object Denial of Service 1 Medium

(283558)




PHP 'ZipArchive::extractTo' Function Directory Traversal (276911)

PHP zip.c 'phar _parse zipfile' Denial of Service (275604)

Ruby 'Oniguruma-mod' and PHP 'mbstring' forward search range

Denial of Service (289404)

Samba 'before 4.7.3' Possible Remote Sensitive Information Access

Vulnerability (297423)

Samba Confidential Attribute Values Disclosure Vulnerability (126516)

Samba 'DelegationNotAllowed' Vulnerability (131863)

Samba 'dirsync' Denial of Service Vulnerability (131712)

Samba 'DNS' Denial of Service Vulnerability (131862)

Samba Incorrect 'KDC' Implementation Vulnerability (129055)

Samba Input Validation Vulnerability (126518)

Samba 'KDC' Denial of Service Vulnerability (127055)

Samba Kerberos Impersonation Vulnerability (126871)

Samba 'LDAP' Search Denial of Service Vulnerability (126956)

Samba 'LDAP' Server Denial of Service Vulnerability (126834)

Samba Man in the Middle Hijack Vulnerability (126512)

Samba Man in the Middle Vulnerability (126511)

Samba 'ndr_pull dnsp name' Remote Privilege Escalation
Vulnerability (126870)

Samba November 2021 Security Update (146961)

Samba 'PAC' Checksum Denial of Service Vulnerability (126872)

Samba Password Change Vulnerability (126513)

Samba Registry Hive File Creation Vulnerability (128710)
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Samba Server Memory Information Leak over SMB1 (126510) 1 Medium

Samba 'smbXcli base.c' Man-In-The-Middle Client-Signing Protection 1 Medium
Bypass (277364)

Samba Symlink Denial of Service (289653) 1 Medium
Samba Unauthorized File Creation Vulnerability (131710) 1 Medium
Slowloris Resource Depletion And Denial Of Service (104012) 1 Medium
Threat Scan: McAfee VirusScan Enterprise Definitions Outdated 1 Medium
(126543)

Threat Scan: McAfee VirusScan Enterprise Disabled (127060) 1 Medium
VMware Security Advisory: VMSA-2018-0012 (126058) 1 Medium
VMware Security Advisory: VMSA-2018-0016 (127203) 1 Medium
VMware Security Advisory: VMSA-2018-0018 (126661) 1 Medium
VMware Security Advisory: VMSA-2018-0020 (126059) 1 Medium
VMware Security Advisory: VMSA-2019-0006 (129035) 1 Medium
VMware Security Advisory: VMSA-2019-0008 (129335) 1 Medium
VMware Security Advisory: VMSA-2019-0013 (129784) 1 Medium
VMware Security Advisory: VMSA-2019-0020 (131817) 1 Medium
VMware Security Advisory: VMSA-2020-0008 (137342) 1 Medium
VMware Security Advisory: VMSA-2020-0012 (137344) 1 Medium
VMware Security Advisory: VMSA-2020-0015 (137463) 1 Medium
VMware Security Advisory: VMSA-2020-0018 (138134) 1 Medium
VMware Security Advisory: VMSA-2021-0014 (148212) 1 Medium

VMware Security Advisory: VMSA-2022-0001 (148215) 1 Medium
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VMware Security Advisory: VMSA-2022-0004 (148216) 1 Medium
Zend Recursive Method Denial of Service (278791) 1 Medium
Zoom 'Share Screen' Information Disclosure Vulnerability (144747) 1 Medium
SSL Connection: Server Vulnerable to Bar Mitzvah Attack (119343) 59
SMB Security Signatures Not Required (104188) 47 Low
SSL Connection: SSL Version 3 Enabled (128440) 33 Low
PHP End of Life (112906) 18 Low
Web Server Directory Indexing Enabled (101049) 17
ISC BIND End Of Life (123915) 14
Product Has Reached End-of-Life Status (104220) 14
HTTP Host Header Value Reflection (128596) 13
SMB User Enumeration (113348) 12
Anonymous FTP Enabled (101362) 11 Low
Phpinfo.php System Information Disclosure (100403) 11 Low
SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability 11 Low
(117843)

Slowloris Resource Depletion And Denial Of Service (117854) 10
Debian End of Life (134009) 9
Apache Default Start Page (103388) 7
OpenSSH scp Client Access Bypass Vulnerability (127848) 7
Protocol Allows Authentication Over Clear Text (104798) 7 Low
Samba End of Life (117557) 7 Low

Ubuntu End of Life (117365) 7 Low
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Apache Manual Page Information Leak (103390) 6 o

— —
= =

SSL Connection: Server Appears Vulnerable to ChangeCipherSpec 6 o
Injection (115134)

Microsoft Windows Service Pack Outdated (104065) 5 Low
NetBIOS Shares With Everyone/Full-Control Permissions (104589) 5 Low
OpenSSH Security Advisory (148395) 5
SSL Connection: RSA Export Grade Cipher FREAK Vulnerability 5
(117845)

SSL Connection: TLS Diffie-Hellman Export Cipher Downgrade Logjam 5 Low
Vulnerability (117846)

Apache Username Disclosure (101469) 4
SMTP Server EXPN/VRFY (100876) 4
Apache Range Header Denial Of Service (117860) 3
Apache Tomcat End of Life (113012) 3 Low
Insecure Crossdomain.xml Directives (104181) 3 Low

MS09-048 Microsoft Windows TCP/IP Remote Code Execution 3 Low
Vulnerabilities (104048)

OpenSSL AES-NI CBC Padding Oracle Attack (119367) 3 Low
Webserver Expect Header Allows Cross-Site Scripting (104910) 3 Low
Apache HTTP Server mod cluster Improper Input Validation 2 Low

Vulnerability (126238)

OpenSSH Local Information Disclosure Vulnerability (126644) 2
OpensSSL End of Life (123917) 2
WordPress Unsupported Version (128586) 2 Low
FreeBSD End of Life (117558) 1 Low

HTTP XML Injection (104276) 1 Low




Insecure HTMLS5 Cross Origin Request Policy (118119)

MS22-MAY: Microsoft .NET Security Update (148574)

OpenSSH 'sshd' Monitor Component Local Impersonation
Vulnerability (274384)

PHP 'ext/standard/info.c' Sensitive Information Disclosure (127033)

PHP 'edimageColorMatch' Buffer Overflow Vulnerability (127853)

PHP PEAR REST Arbitrary File Write Vulnerability (127016)

PHP 'PHP-FPM' Information Disclosure Vulnerability (126964)

PHP '/tmp/phpglibccheck' File Overwrite Vulnerability (127030)

Quote Of The Day Service (100935)

SSH Protocol 1 Enabled (100561)

VMware Security Advisory: VMSA-2018-0027 (127205)

VMware Security Advisory: VMSA-2019-0005 (128528)

VMware Security Advisory: VMSA-2019-0014 (129785)

VMware Security Advisory: VMSA-2019-0019 (131816)

VMware Security Advisory: VMSA-2020-0011 (137343)

VMware Security Advisory: VMSA-2022-0016 (149533)

VMware Security Advisory: VMSA-2022-0020 (149535)

VNC Weak Password Encryption (101410)

Web Server Uses Unencrypted/Plaintext Form Password Fields

(103980)

TLS Connection: TLS Version 1.0 Enabled (125641)

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers (112276)
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SSL Connection: Sweet32 Vulnerability (121110)




SMB Native LanMan Version (100092)

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

TLS Connection: TLS Version 1.1 Enabled (145426)

Web Server Default Error Page Detected (128223)

SMB Null Session Authentication (101373)

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

Content Security Policy Missing (148043)

Apache Server Header Information Disclosure (123916)

Remote Desktop Protocol Allows Man in the Middle (117858)

RPC Portmap Service (100505)

SSL Certificate: Outdated Version (104020)

IPv6 Enabled (142306)

SSL Certificate: Expired Certificate Date (103615)

Default IIS Webpage Detected (117366)

HTTP TRACE/TRACK Method Enabled (117856)

Link Local Multicast Name Resolution (LLMNR) Enabled (129962)

SSL Connection: TLS Compression Enabled (112280)

Compliance: Configure 'Accounts: Rename administrator account'

(120563)

Compliance: Configure 'Accounts: Rename guest account' (120564)

Compliance: Configure 'Create symbolic links' (120536)

Compliance: Configure 'Interactive logon: Message text for users
attempting to log on' (120581)
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Compliance: Configure 'Interactive logon: Message title for users

attempting to log on' (120582)

Compliance: Configure 'Manage auditing and security log' (120548)

Compliance: Ensure 'Access Credential Manager as a trusted caller' is
setto 'No One' (120525)

Compliance: Ensure 'Account lockout duration' is set to '15 or more
minute(s)' (120522)

Compliance: Ensure 'Account lockout threshold'is set to '10 or fewer
invalid logon attempt(s), but not 0' (120523)

Compliance: Ensure 'Accounts: Administrator account status' is set to

'Disabled' (120559)

Compliance: Ensure 'Accounts: Block Microsoft accounts' is set to
'Users can't add or log on with Microsoft accounts' (120560)

Compliance: Ensure 'Accounts: Guest account status' is set to
'Disabled' (120561)

Compliance: Ensure 'Accounts: Limit local account use of blank
passwords to console logon only' is set to 'Enabled' (120562)

Compliance: Ensure 'Act as part of the operating system' is set to 'No

One' (120526)

Compliance: Ensure 'Adjust memory quotas for a process' is set to
'Administrators, LOCAL SERVICE, NETWORK SERVICE' (120528)

Compliance: Ensure 'Allow Basic authentication'is set to 'Disabled’

(120809)

Compliance: Ensure 'Allow Basic authentication'is set to 'Disabled’

(120806)

Compliance: Ensure 'Allow indexing of encrypted files' is set to
'Disabled' (120790)

Compliance: Ensure 'Allow Microsoft accounts to be optional' is set to

'Enabled' (120749)

Compliance: Ensure 'Allow unencrypted traffic' is set to 'Disabled'

(120807)

Compliance: Ensure 'Allow unencrypted traffic' is set to 'Disabled'

(120810)
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Compliance: Ensure 'Allow user control over installs' is set to

'Disabled' (120800)

Compliance: Ensure 'Always install with elevated privileges' is set to
'Disabled' (120825)

Compliance: Ensure 'Always install with elevated privileges' is set to
'Disabled' (120801)

Compliance: Ensure 'Always prompt for password upon connection'
is set to 'Enabled' (120782)

Compliance: Ensure 'Application: Control Event Log behavior when
the log file reaches its maximum size' is set to 'Disabled' (120763)

Compliance: Ensure 'Application: Specify the maximum log file size
(KB)'is set to 'Enabled: 32,768 or greater' (120764)

Compliance: Ensure 'Apply UAC restrictions to local accounts on
network logons' is set to 'Enabled' (MS only) (120712)

Compliance: Ensure 'Audit Account Lockout' is set to 'Success'

(120667)

Compliance: Ensure 'Audit Application Group Management' is set to
'Success and Failure' (120658)

Compliance: Ensure 'Audit Audit Policy Change' is set to 'Success and

Failure' (120673)

Compliance: Ensure 'Audit Authentication Policy Change'is set to
'Success' (120674)

Compliance: Ensure 'Audit Computer Account Management' is set to
'Success and Failure' (120659)

Compliance: Ensure 'Audit Credential Validation' is set to 'Success
and Failure' (120657)

Compliance: Ensure 'Audit: Force audit policy subcategory settings
(Windows Vista or later) to override audit policy category settings' is
set to 'Enabled' (120565)

Compliance: Ensure 'Audit IPsec Driver' is set to 'Success and Failure'

(120676)

Compliance: Ensure 'Audit Logoff' is set to 'Success' (120668)

~
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Compliance: Ensure 'Audit Logon'is set to 'Success and Failure'

(120669)

Compliance: Ensure 'Audit Other Account Management Events' is set
to 'Success and Failure' (120661)

Compliance: Ensure 'Audit Other Logon/Logoff Events' is set to
'Success and Failure' (120670)

Compliance: Ensure 'Audit Other System Events'is set to 'Success
and Failure' (120677)

Compliance: Ensure 'Audit Process Creation' is set to 'Success'

(120664)

Compliance: Ensure 'Audit Removable Storage' is set to 'Success and

Failure' (120672)

Compliance: Ensure 'Audit Security Group Management' is set to
'Success and Failure' (120662)

Compliance: Ensure 'Audit Security State Change' is set to 'Success'

(120678)

Compliance: Ensure 'Audit Security System Extension' is set to
'Success and Failure' (120679)

Compliance: Ensure 'Audit Sensitive Privilege Use'is set to 'Success
and Failure' (120675)

Compliance: Ensure 'Audit: Shut down system immediately if unable
to log security audits' is set to 'Disabled' (120566)

Compliance: Ensure 'Audit Special Logon'is set to 'Success' (120671)

Compliance: Ensure 'Audit System Integrity' is set to 'Success and
Failure' (120680)

Compliance: Ensure 'Audit User Account Management' is set to
'Success and Failure' (120663)

Compliance: Ensure 'Automatically send memory dumps for OS-
generated error reports' is set to 'Disabled' (120799)

Compliance: Ensure 'Back up files and directories' is set to
'Administrators' (120529)

Compliance: Ensure 'Boot-Start Driver Initialization Policy' is set to
'Enabled: Good, unknown and bad but critical' (120715)
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Compliance: Ensure 'Change the system time'is set to

'Administrators, LOCAL SERVICE' (120530)

Compliance: Ensure 'Change the time zone' is set to 'Administrators,
LOCAL SERVICE' (120531)

Compliance: Ensure 'Configure Automatic Updates' is set to 'Enabled’

(120813)

Compliance: Ensure 'Configure Automatic Updates: Scheduled install
day'is setto '0 - Every day' (120814)

Compliance: Ensure 'Configure Default consent' is set to 'Enabled:
Always ask before sending data' (120798)

Compliance: Ensure 'Configure Offer Remote Assistance' is set to
'Disabled' (120741)

Compliance: Ensure 'Configure registry policy processing: Do not
apply during periodic background processing' is set to 'Enabled:
FALSE' (120716)

Compliance: Ensure 'Configure registry policy processing: Process
even if the Group Policy objects have not changed' is set to 'Enabled:

TRUE' (120717)

Compliance: Ensure 'Configure Solicited Remote Assistance' is set to
'Disabled' (120742)

Compliance: Ensure 'Configure Windows SmartScreen' is set to
'Enabled: Require approval from an administrator before running
downloaded unknown software' (120771)

Compliance: Ensure 'Create a pagefile' is set to 'Administrators'

(120532)

Compliance: Ensure 'Create a token object' is set to 'No One' (120533)

Compliance: Ensure 'Create global objects' is set to 'Administrators,
LOCAL SERVICE, NETWORK SERVICE, SERVICE' (120534)

Compliance: Ensure 'Create permanent shared objects' is set to 'No

One' (120535)

Compliance: Ensure 'Debug programs' is set to 'Administrators'

(120537)

Compliance: Ensure 'Default Action and Mitigation Settings' is set to
'Enabled' (plus subsettings) (120756)
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Compliance: Ensure 'Default Protections for Internet Explorer' is set

to 'Enabled' (120757)

Compliance: Ensure 'Default Protections for Popular Software' is set
to 'Enabled' (120758)

Compliance: Ensure 'Default Protections for Recommended Software'
is set to 'Enabled' (120759)

Compliance: Ensure 'Deny log on as a batch job' to include 'Guests'

(120538)

Compliance: Ensure 'Deny log on as a service' to include 'Guests'

(120539)

Compliance: Ensure 'Deny log on locally' to include 'Guests' (120540)

Compliance: Ensure 'Deny log on through Remote Desktop Services'
to include 'Guests, Local account' (120541)

Compliance: Ensure 'Devices: Allowed to format and eject removable
media' is set to 'Administrators' (120567)

Compliance: Ensure 'Devices: Prevent users from installing printer
drivers' is set to 'Enabled' (120568)

Compliance: Ensure 'Disallow Autoplay for non-volume devices' is set
to 'Enabled' (120750)

Compliance: Ensure 'Disallow Digest authentication'is set to
'Enabled' (120808)

Compliance: Ensure 'Disallow WinRM from storing RunAs credentials'
is set to 'Enabled' (120811)

Compliance: Ensure 'Domain member: Digitally encrypt or sign secure
channel data (always)'is set to 'Enabled' (120572)

Compliance: Ensure 'Domain member: Digitally encrypt secure
channel data (when possible)' is set to 'Enabled' (120573)

Compliance: Ensure 'Domain member: Digitally sign secure channel
data (when possible)'is set to 'Enabled' (120574)

Compliance: Ensure 'Domain member: Disable machine account
password changes' is set to 'Disabled' (120575)

Compliance: Ensure 'Domain member: Maximum machine account
password age' is set to '30 or fewer days, but not 0' (120576)
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Compliance: Ensure 'Domain member: Require strong (Windows 2000

or later) session key' is set to 'Enabled' (120577)

Compliance: Ensure 'Do not allow drive redirection' is set to 'Enabled'

(120779)

Compliance: Ensure 'Do not allow password expiration time longer
than required by policy' is set to 'Enabled' (MS only) (120684)

Compliance: Ensure 'Do not allow passwords to be saved'is set to
'Enabled' (120776)

Compliance: Ensure 'Do not delete temp folders upon exit' is set to
'Disabled' (120787)

Compliance: Ensure 'Do not display network selection Ul' is set to
'Enabled' (120734)

Compliance: Ensure 'Do not display the password reveal button'is set

to 'Enabled' (120753)

Compliance: Ensure 'Do not enumerate connected users on domain-
joined computers'is set to 'Enabled' (120735)

Compliance: Ensure 'Do not preserve zone information in file
attachments' is set to 'Disabled' (120822)

Compliance: Ensure 'Do not use temporary folders per session' is set
to 'Disabled' (120788)

Compliance: Ensure '"EMET 5.5' or higher s installed (120755)

Compliance: Ensure 'Enable Local Admin Password Management' is
set to 'Enabled' (MS only) (120685)

Compliance: Ensure 'Enable RPC Endpoint Mapper Client
Authentication'is set to 'Enabled' (MS only) (120743)

Compliance: Ensure 'Enable screen saver' is set to 'Enabled' (120816)

Compliance: Ensure 'Enforce password history' is set to '24 or more
password(s)' (120516)

Compliance: Ensure '"Enumerate administrator accounts on elevation'

is set to 'Disabled' (120754)

Compliance: Ensure '"Enumerate local users on domain-joined
computers' is set to 'Disabled' (120736)
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Compliance: Ensure 'Force shutdown from a remote system' is set to

'Administrators' (120542)

Compliance: Ensure 'Force specific screen saver: Screen saver
executable name' is set to 'Enabled: scrnsave.scr' (120817)

Compliance: Ensure 'Generate security audits' is set to 'LOCAL
SERVICE, NETWORK SERVICE' (120543)

Compliance: Ensure 'Hardened UNC Paths' is set to 'Enabled, with
"Require Mutual Authentication" and "Require Integrity" set for all
NETLOGON and SYSVOL shares' (120706)

Compliance: Ensure 'Include command line in process creation
events' is set to 'Disabled' (120714)

Compliance: Ensure 'Increase scheduling priority' is set to
'Administrators' (120544)

Compliance: Ensure 'Interactive logon: Do not display last user name'
is set to 'Enabled' (120578)

Compliance: Ensure 'Interactive logon: Do not require
CTRL+ALT+DEL'is set to 'Disabled' (120579)

Compliance: Ensure 'Interactive logon: Machine inactivity limit' is set
to '900 or fewer second(s), but not 0' (120580)

Compliance: Ensure 'Interactive logon: Prompt user to change
password before expiration'is set to 'between 5 and 14 days' (120584)

Compliance: Ensure 'Interactive logon: Require Domain Controller
Authentication to unlock workstation' is set to 'Enabled' (MS only)

(120585)

Compliance: Ensure 'Interactive logon: Smart card removal behavior'
is set to 'Lock Workstation' or higher (120586)

Compliance: Ensure LAPS AdmPwd GPO Extension / CSE is installed
(MS only) (120683)

Compliance: Ensure 'Load and unload device drivers' is set to
'Administrators' (120545)

Compliance: Ensure 'Lock pages in memory' is set to 'No One'

(120546)

Compliance: Ensure '"Maximum password age' is set to '60 or fewer
days, but not 0' (120517)
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Compliance: Ensure 'Microsoft network client: Digitally sign

communications (always)'is set to 'Enabled' (120587)

Compliance: Ensure 'Microsoft network client: Digitally sign
communications (if server agrees)' is set to 'Enabled' (120588)

Compliance: Ensure 'Microsoft network client: Send unencrypted
password to third-party SMB servers' is set to 'Disabled' (120589)

Compliance: Ensure 'Microsoft network server: Amount of idle time
required before suspending session' is set to '15 or fewer minute(s),
but not 0' (120590)

Compliance: Ensure 'Microsoft network server: Digitally sign
communications (always)'is set to 'Enabled' (120591)

Compliance: Ensure 'Microsoft network server: Digitally sign
communications (if client agrees)' is set to 'Enabled' (120592)

Compliance: Ensure 'Microsoft network server: Disconnect clients
when logon hours expire' is set to 'Enabled' (120593)

Compliance: Ensure 'Microsoft network server: Server SPN target
name validation level' is set to 'Accept if provided by client' or higher

(120594)

Compliance: Ensure 'Minimize the number of simultaneous
connections to the Internet or a Windows Domain' is set to 'Enabled’

(120710)

Compliance: Ensure 'Minimum password age'is set to 'l or more
day(s)' (120518)

Compliance: Ensure '"Minimum password length'is set to '14 or more
character(s)' (120519)

Compliance: Ensure 'Modify an object label' is set to 'No One'

(120549)

Compliance: Ensure 'Modify firmware environment values' is set to
'Administrators' (120550)

Compliance: Ensure 'MSS: (AutoAdminLogon) Enable Automatic
Logon (not recommended)' is set to 'Disabled' (120689)

Compliance: Ensure 'MSS: (DisablelPSourceRouting) IP source routing
protection level (protects against packet spoofing)'is set to 'Enabled:
Highest protection, source routing is completely disa... (120691)

Prepared for Demo Account - Confiden

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




Compliance: Ensure 'MSS: (DisablelPSourceRouting IPv6) IP source

routing protection level (protects against packet spoofing)' is set to
'Enabled: Highest protection, source routing is completely... (120690)

Compliance: Ensure 'MSS: (EnableICMPRedirect) Allow ICMP redirects
to override OSPF generated routes' is set to 'Disabled' (120692)

Compliance: Ensure 'MSS: (NoNameReleaseOnDemand) Allow the
computer to ignore NetBIOS name release requests except from WINS

servers' is set to 'Enabled' (120694)

Compliance: Ensure 'MSS: (SafeDllSearchMode) Enable Safe DLL
search mode (recommended)'is set to 'Enabled' (120696)

Compliance: Ensure 'MSS: (ScreenSaverGracePeriod) The time in
seconds before the screen saver grace period expires (0
recommended)' is set to 'Enabled: 5 or fewer seconds' (120697)

Compliance: Ensure 'MSS: (Warninglevel) Percentage threshold for
the security event log at which the system will generate a warning' is
set to 'Enabled: 90% or less' (120700)

Compliance: Ensure 'Network access: Allow anonymous SID/Name
translation'is set to 'Disabled' (120595)

Compliance: Ensure 'Network access: Do not allow anonymous
enumeration of SAM accounts and shares' is set to 'Enabled' (120597)

Compliance: Ensure 'Network access: Do not allow anonymous
enumeration of SAM accounts' is set to 'Enabled' (120596)

Compliance: Ensure 'Network access: Let Everyone permissions apply
to anonymous users' is set to 'Disabled' (120599)

Compliance: Ensure 'Network access: Remotely accessible registry

paths' (120600)

Compliance: Ensure 'Network access: Remotely accessible registry
paths and sub-paths' (120601)

Compliance: Ensure 'Network access: Restrict anonymous access to
Named Pipes and Shares' is set to 'Enabled' (120602)

Compliance: Ensure 'Network access: Shares that can be accessed
anonymously' is set to 'None' (120603)

Compliance: Ensure 'Network access: Sharing and security model for
local accounts'is set to 'Classic - local users authenticate as
themselves' (120604)
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Compliance: Ensure 'Network security: Allow LocalSystem NULL

session fallback'is set to 'Disabled' (120606)

Compliance: Ensure 'Network security: Allow Local System to use
computer identity for NTLM' is set to 'Enabled' (120605)

Compliance: Ensure 'Network Security: Allow PKU2U authentication
requests to this computer to use online identities' is set to 'Disabled’

(120607)

Compliance: Ensure 'Network Security: Configure encryption types
allowed for Kerberos' is set to 'RC4 HMAC MD5,
AES128 HMAC SHA1l, AES256 HMAC SHA1L, Future encryption types'

(120608)

Compliance: Ensure 'Network security: Do not store LAN Manager
hash value on next password change' is set to 'Enabled' (120609)

Compliance: Ensure 'Network security: Force logoff when logon hours

expire' is set to 'Enabled' (120610)

Compliance: Ensure 'Network security: LAN Manager authentication
level' is set to 'Send NTLMv2 response only. Refuse LM & NTLM'

(120611)

Compliance: Ensure 'Network security: LDAP client signing
requirements' is set to 'Negotiate signing' or higher (120612)

Compliance: Ensure 'Network security: Minimum session security for
NTLM SSP based (including secure RPC) clients' is set to 'Require
NTLMv2 session security, Require 128-bit encryption' (120613)

Compliance: Ensure 'Network security: Minimum session security for
NTLM SSP based (including secure RPC) servers'is set to 'Require
NTLMv2 session security, Require 128-bit encryption' (120614)

Compliance: Ensure 'No auto-restart with logged on users for
scheduled automatic updates installations' is set to 'Disabled’

(120815)

Compliance: Ensure 'Notify antivirus programs when opening
attachments' is set to 'Enabled' (120823)

Compliance: Ensure 'Password must meet complexity requirements'
is set to 'Enabled' (120520)

Compliance: Ensure 'Password protect the screen saver' is set to
'Enabled' (120818)

7

Prepared for Demo Account - Confiden

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




Compliance: Ensure 'Password Settings: Password Age (Days)'is set

to 'Enabled: 30 or fewer' (MS only) (120688)

Compliance: Ensure 'Password Settings: Password Complexity' is set
to 'Enabled: Large letters + small letters + numbers + special
characters' (MS only) (120686)

Compliance: Ensure 'Password Settings: Password Length'is set to
'Enabled: 15 or more' (MS only) (120687)

Compliance: Ensure 'Perform volume maintenance tasks' is set to
'Administrators' (120551)

Compliance: Ensure 'Prevent downloading of enclosures' is set to
'Enabled' (120789)

Compliance: Ensure 'Prevent enabling lock screen camera' is set to
'Enabled' (120681)

Compliance: Ensure 'Prevent enabling lock screen slide show' is set to

'Enabled' (120682)

Compliance: Ensure 'Prevent the usage of SkyDrive for file storage' is
set to 'Enabled' (120792)

Compliance: Ensure 'Prevent users from sharing files within their
profile.' is set to 'Enabled' (120824)

Compliance: Ensure 'Profile single process' is set to 'Administrators'

(120552)

Compliance: Ensure 'Profile system performance'is set to
'Administrators, NT SERVICE\WdiServiceHost' (120553)

Compliance: Ensure 'Prohibit installation and configuration of
Network Bridge on your DNS domain network' is set to 'Enabled'

(120704)

Compliance: Ensure 'Replace a process level token'is set to 'LOCAL
SERVICE, NETWORK SERVICE' (120554)

Compliance: Ensure 'Require domain users to elevate when setting a
network's location' is set to 'Enabled' (120705)

Compliance: Ensure 'Require secure RPC communication' is set to
'Enabled' (120783)

Compliance: Ensure 'Reset account lockout counter after' is set to '15
or more minute(s)' (120524)
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Compliance: Ensure 'Restore files and directories' is set to

'Administrators' (120555)

Compliance: Ensure 'Screen saver timeout' is set to 'Enabled: 900
seconds or fewer, but not 0' (120819)

Compliance: Ensure 'Security: Control Event Log behavior when the
log file reaches its maximum size' is set to 'Disabled' (120765)

Compliance: Ensure 'Security: Specify the maximum log file size (KB)'
is set to 'Enabled: 196,608 or greater' (120766)

Compliance: Ensure 'Set client connection encryption level' is set to
'Enabled: High Level' (120784)

Compliance: Ensure 'Set the default behavior for AutoRun' is set to
'Enabled: Do not execute any autorun commands' (120751)

Compliance: Ensure 'Setup: Control Event Log behavior when the log
file reaches its maximum size' is set to 'Disabled' (120767)

Compliance: Ensure 'Setup: Specify the maximum log file size (KB)' is
set to 'Enabled: 32,768 or greater' (120768)

Compliance: Ensure 'Shutdown: Allow system to be shut down
without having to log on' is set to 'Disabled' (120615)

Compliance: Ensure 'Shut down the system' is set to 'Administrators'

(120556)

Compliance: Ensure 'Sign-in last interactive user automatically after a
system-initiated restart' is set to 'Disabled' (120803)

Compliance: Ensure 'Store passwords using reversible encryption'is
set to 'Disabled' (120521)

Compliance: Ensure 'System ASLR' is set to 'Enabled: Application Opt-

In' (120760)

Compliance: Ensure 'System: Control Event Log behavior when the
log file reaches its maximum size' is set to 'Disabled' (120769)

Compliance: Ensure 'System DEP' is set to 'Enabled: Application Opt-

Out' (120761)

Compliance: Ensure 'System objects: Require case insensitivity for
non-Windows subsystems' is set to 'Enabled' (120616)
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Compliance: Ensure 'System objects: Strengthen default permissions

of internal system objects (e.g. Symbolic Links)'is set to 'Enabled'

(120617)

Compliance: Ensure 'System SEHOP' is set to 'Enabled: Application
Opt-Out' (120762)

Compliance: Ensure 'System: Specify the maximum log file size (KB)'
is set to 'Enabled: 32,768 or greater' (120770)

Compliance: Ensure 'Take ownership of files or other objects' is set to

'Administrators' (120558)

Compliance: Ensure 'Turn off app notifications on the lock screen' is
set to 'Enabled' (120737)

Compliance: Ensure 'Turn off Automatic Download and Install of
updates' is set to 'Disabled' (120794)

Compliance: Ensure 'Turn off Autoplay' is set to 'Enabled: All drives'

(120752)

Compliance: Ensure 'Turn off background refresh of Group Policy' is
set to 'Disabled' (120718)

Compliance: Ensure 'Turn off Data Execution Prevention for Explorer'
is set to 'Disabled' (120772)

Compliance: Ensure 'Turn off heap termination on corruption' s set
to 'Disabled' (120773)

Compliance: Ensure 'Turn off shell protocol protected mode' is set to
'Disabled' (120774)

Compliance: Ensure 'Turn off the offer to update to the latest version
of Windows' is set to 'Enabled' (120795)

Compliance: Ensure 'Turn off toast notifications on the lock screen'is
set to 'Enabled' (120820)

Compliance: Ensure 'Turn on convenience PIN sign-in'is set to
'Disabled' (120738)

Compliance: Ensure 'Turn on PowerShell Script Block Logging' is set
to 'Disabled' (120804)

Compliance: Ensure 'Turn on PowerShell Transcription' is set to
'Disabled' (120805)
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Compliance: Ensure 'User Account Control: Admin Approval Mode for 7 Trivial
the Built-in Administrator account' is set to 'Enabled' (120618)

Compliance: Ensure 'User Account Control: Allow UlAccess 7 Trivial
applications to prompt for elevation without using the secure
desktop' is set to 'Disabled' (120619)

Compliance: Ensure 'User Account Control: Behavior of the elevation 7 Trivial
prompt for administrators in Admin Approval Mode' is set to 'Prompt
for consent on the secure desktop' (120620)

Compliance: Ensure 'User Account Control: Behavior of the elevation 4 Trivial
prompt for standard users' is set to 'Automatically deny elevation
requests' (120621)

Compliance: Ensure 'User Account Control: Detect application 7 Trivial
installations and prompt for elevation' is set to 'Enabled' (120622)

Compliance: Ensure 'User Account Control: Only elevate UlAccess 7 Trivial
applications that are installed in secure locations' is set to 'Enabled'

(120623)

Compliance: Ensure 'User Account Control: Run all administrators in 7 Trivial

Admin Approval Mode' is set to 'Enabled' (120624)

Compliance: Ensure 'User Account Control: Switch to the secure 4 Trivial
desktop when prompting for elevation' is set to 'Enabled' (120625)

Compliance: Ensure 'User Account Control: Virtualize file and registry 7 Trivial
write failures to per-user locations' is set to 'Enabled' (120626)

Compliance: Ensure 'WDigest Authentication' is set to 'Disabled’ 7 Trivial

(120713)

Compliance: Ensure 'Windows Firewall: Domain: Firewall state' is set 7 Trivial
to 'On (recommended)' (120627)

Compliance: Ensure 'Windows Firewall: Domain: Inbound 7 Trivial
connections' is set to 'Block (default)' (120628)

Compliance: Ensure 'Windows Firewall: Domain: Logging: Log 7 Trivial
dropped packets'is set to 'Yes' (120635)

Compliance: Ensure 'Windows Firewall: Domain: Logging: Log 7 Trivial
successful connections' is set to 'Yes' (120636)

Compliance: Ensure 'Windows Firewall: Domain: Logging: Name' is 7 Trivial
set to '%SYSTEMROOT%System32logfilesfirewalldomainfw.log'

(120633)




Compliance: Ensure 'Windows Firewall: Domain: Logging: Size limit

(KB)'is set to '16,384 KB or greater' (120634)

Compliance: Ensure 'Windows Firewall: Domain: Outbound
connections'is set to 'Allow (default)' (120629)

Compliance: Ensure 'Windows Firewall: Domain: Settings: Apply local
connection security rules' is set to 'Yes (default)' (120632)

Compliance: Ensure 'Windows Firewall: Domain: Settings: Apply local
firewall rules'is set to 'Yes (default)' (120631)

Compliance: Ensure 'Windows Firewall: Domain: Settings: Display a
notification' is set to 'No' (120630)

Compliance: Ensure 'Windows Firewall: Private: Firewall state' is set
to 'On (recommended)' (120637)

Compliance: Ensure 'Windows Firewall: Private: Inbound connections'

is set to 'Block (default)' (120638)

Compliance: Ensure 'Windows Firewall: Private: Logging: Log dropped

packets' is set to 'Yes' (120645)

Compliance: Ensure 'Windows Firewall: Private: Logging: Log
successful connections' is set to 'Yes' (120646)

Compliance: Ensure 'Windows Firewall: Private: Logging: Name'is set
to '%SYSTEMROOT%System32logfilesfirewallprivatefw.log' (120643)

Compliance: Ensure 'Windows Firewall: Private: Logging: Size limit
(KB)'is set to '16,384 KB or greater' (120644)

Compliance: Ensure 'Windows Firewall: Private: Outbound
connections'is set to 'Allow (default)' (120639)

Compliance: Ensure 'Windows Firewall: Private: Settings: Apply local
connection security rules' is set to 'Yes (default)' (120642)

Compliance: Ensure 'Windows Firewall: Private: Settings: Apply local
firewall rules' is set to 'Yes (default)' (120641)

Compliance: Ensure 'Windows Firewall: Private: Settings: Display a
notification' is set to 'No' (120640)

Compliance: Ensure 'Windows Firewall: Public: Firewall state' is set to
'On (recommended)' (120647)
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Compliance: Ensure 'Windows Firewall: Public: Inbound connections

is set to 'Block (default)' (120648)

Compliance: Ensure 'Windows Firewall: Public: Logging: Log dropped

packets' is set to 'Yes' (120655)

Compliance: Ensure 'Windows Firewall: Public: Logging: Log
successful connections'is set to 'Yes' (120656)

Compliance: Ensure 'Windows Firewall: Public: Logging: Name' is set
to '%SYSTEMROOT%System32logfilesfirewallpublicfw.log' (120653)

Compliance: Ensure 'Windows Firewall: Public: Logging: Size limit
(KB)'is set to '16,384 KB or greater' (120654)

Compliance: Ensure 'Windows Firewall: Public: OQutbound
connections'is set to 'Allow (default)' (120649)

Compliance: Ensure 'Windows Firewall: Public: Settings: Apply local
connection security rules' is set to 'No' (120652)

Compliance: Ensure 'Windows Firewall: Public: Settings: Apply local
firewall rules' is set to 'No' (120651)

Compliance: Ensure 'Windows Firewall: Public: Settings: Display a
notification' is set to 'Yes' (120650)

Microsoft RDP Network Level Authentication Disabled (128925)

SSL Certificate: Chain Contains Weak RSA Keys (104022)

Default Apache Tomcat Webpage Detected (117554)

NTLM Authentication Host Information Disclosure (117943)

SSL Connection: Anonymous (non-authenticated) Key-Agreement
Protocols Permitted (122162)

SSL Connection: Weak Ciphers Enabled (103617)

TDS SQL Database Service (101436)

TLS Connection: TLS Version 1.2 Not Enabled (146258)

Apache ETags Inode Number Disclosure (121914)

CIS Benchmark Profile (116437)
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Kerberos User Enumeration Detected (138135)

NetBIOS Over TCP/IP Enabled (124295)

Apache HTTP Server Denial of Service (902560)

Compliance: Configure 'Access this computer from the network'

(122896)

Compliance: Configure 'Accounts: Rename administrator account'

(122947)

Compliance: Configure 'Accounts: Rename guest account' (122948)

Compliance: Configure 'Allow log on locally' (122901)

Compliance: Configure 'Allow log on through Remote Desktop
Services' (122903)

Compliance: Configure 'Create symbolic links' (122912)

Compliance: Configure 'Deny access to this computer from the
network' (122915)

Compliance: Configure 'Enable computer and user accounts to be
trusted for delegation' (122921)

Compliance: Configure 'Impersonate a client after authentication'

(122925)

Compliance: Configure 'Interactive logon: Message text for users
attempting to log on' (122967)

Compliance: Configure 'Interactive logon: Message title for users
attempting to log on' (122968)

Compliance: Configure '"Manage auditing and security log' (122931)

Compliance: Configure 'Network access: Named Pipes that can be
accessed anonymously' (122988)

Compliance: Configure 'Network access: Remotely accessible registry

paths' (122990)

Compliance: Configure 'Network access: Remotely accessible registry

paths and sub-paths' (122991)
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Compliance: Disable IPv6 (Ensure TCPIP6 Parameter

'DisabledComponents' is set to '0xff (255)') (123114)

Compliance: Ensure 'Access Credential Manager as a trusted caller' is
set to 'No One' (122895)

Compliance: Ensure 'Account lockout duration' is set to '15 or more
minute(s)' (122891)

Compliance: Ensure 'Account lockout threshold' is set to '10 or fewer
invalid logon attempt(s), but not 0' (122892)

Compliance: Ensure 'Accounts: Administrator account status' is set to

'Disabled' (122943)

Compliance: Ensure 'Accounts: Block Microsoft accounts' is set to
'Users can't add or log on with Microsoft accounts' (122944)

Compliance: Ensure 'Accounts: Guest account status' is set to
'Disabled' (122945)

Compliance: Ensure 'Accounts: Limit local account use of blank
passwords to console logon only' is set to 'Enabled' (122946)

Compliance: Ensure 'Act as part of the operating system' is set to 'No

One' (122898)

Compliance: Ensure 'Adjust memory quotas for a process' is set to
'Administrators, LOCAL SERVICE, NETWORK SERVICE' (122900)

Compliance: Ensure 'Allow a Windows app to share application data
between users'is set to 'Disabled' (123168)

Compliance: Ensure 'Allow Basic authentication'is set to 'Disabled'

(123246)

Compliance: Ensure 'Allow Basic authentication'is set to 'Disabled'

(123249)

Compliance: Ensure 'Allow Cortana above lock screen' is set to
'Disabled' (123226)

Compliance: Ensure 'Allow Cortana'is set to 'Disabled' (123225)

Compliance: Ensure 'Allow Extensions' is set to 'Disabled' (123198)

Compliance: Ensure 'Allow indexing of encrypted files' is set to
'Disabled"' (123227)
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Compliance: Ensure 'Allow InPrivate Browsing' is set to 'Disabled'

(123199)

Compliance: Ensure 'Allow Input Personalization' is set to 'Disabled'

(123077)

Compliance: Ensure 'Allow Microsoft accounts to be optional' is set to

'Enabled' (123170)

Compliance: Ensure 'Allow network connectivity during connected-
standby (on battery)' is set to 'Disabled' (123155)

Compliance: Ensure 'Allow network connectivity during connected-
standby (plugged in)'is set to 'Disabled' (123156)

Compliance: Ensure 'Allow remote server management through
WinRM'is set to 'Disabled' (123250)

Compliance: Ensure 'Allow Remote Shell Access' is set to 'Disabled'

(123253)

Compliance: Ensure 'Allow search and Cortana to use location' is set
to 'Disabled' (123228)

Compliance: Ensure 'Allow suggested apps in Windows Ink
Workspace'is set to 'Disabled' (123237)

Compliance: Ensure 'Allow Telemetry'is set to 'Enabled: 0 - Security
[Enterprise Only]' (123181)

Compliance: Ensure 'Allow unencrypted traffic' is set to 'Disabled'

(123251)

Compliance: Ensure 'Allow unencrypted traffic' is set to 'Disabled'

(123247)

Compliance: Ensure 'Allow Use of Camera' is set to 'Disabled'

(123176)

Compliance: Ensure 'Allow user control over installs' is set to
'Disabled' (123240)

Compliance: Ensure 'Allow Windows Ink Workspace' is set to
'Enabled: On, but disallow access above lock' OR 'Disabled' but not
'Enabled: On' (123238)

Compliance: Ensure 'Always install with elevated privileges' is set to
'Disabled' (123241)
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Compliance: Ensure 'Always prompt for password upon connection'

is set to 'Enabled' (123216)

Compliance: Ensure 'Application: Control Event Log behavior when
the log file reaches its maximum size' is set to 'Disabled' (123185)

Compliance: Ensure 'Application: Specify the maximum log file size
(KB)'is set to 'Enabled: 32,768 or greater' (123186)

Compliance: Ensure 'Audit Account Lockout' is set to 'Success and
Failure' (123059)

Compliance: Ensure 'Audit Application Group Management' is set to
'Success and Failure' (123049)

Compliance: Ensure 'Audit Audit Policy Change'is set to 'Success and

Failure' (123066)

Compliance: Ensure 'Audit Authentication Policy Change' is set to
'Success' (123067)

Compliance: Ensure 'Audit Authorization Policy Change'is set to
'Success' (123068)

Compliance: Ensure 'Audit Computer Account Management' is set to
'Success and Failure' (123050)

Compliance: Ensure 'Audit Credential Validation' is set to 'Success
and Failure' (123048)

Compliance: Ensure 'Audit: Force audit policy subcategory settings
(Windows Vista or later) to override audit policy category settings' is
set to 'Enabled' (122949)

Compliance: Ensure 'Audit Group Membership'is set to 'Success'

(123060)

Compliance: Ensure 'Audit IPsec Driver' is set to 'Success and Failure'

(123070)

Compliance: Ensure 'Audit Logoff' is set to 'Success' (123061)

Compliance: Ensure 'Audit Logon'is set to 'Success and Failure'

(123062)

Compliance: Ensure 'Audit Other Account Management Events' is set
to 'Success and Failure' (123052)
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Compliance: Ensure 'Audit Other Logon/Logoff Events' is set to

'Success and Failure' (123063)

Compliance: Ensure 'Audit Other System Events' is set to 'Success
and Failure' (123071)

Compliance: Ensure 'Audit PNP Activity' is set to 'Success' (123055)

Compliance: Ensure 'Audit Process Creation' is set to 'Success'

(123056)

Compliance: Ensure 'Audit Removable Storage' is set to 'Success and
Failure' (123065)

Compliance: Ensure 'Audit Security Group Management' is set to
'Success and Failure' (123053)

Compliance: Ensure 'Audit Security State Change' is set to 'Success'

(123072)

Compliance: Ensure 'Audit Security System Extension' is set to
'Success and Failure' (123073)

Compliance: Ensure 'Audit Sensitive Privilege Use' is set to 'Success
and Failure' (123069)

Compliance: Ensure 'Audit: Shut down system immediately if unable
to log security audits' is set to 'Disabled' (122950)

Compliance: Ensure 'Audit Special Logon' is set to 'Success' (123064)

Compliance: Ensure 'Audit System Integrity' is set to 'Success and
Failure' (123074)

Compliance: Ensure 'Audit User Account Management' is set to
'Success and Failure' (123054)

Compliance: Ensure 'Back up files and directories' is set to
'Administrators' (122905)

Compliance: Ensure 'Block launching Windows Store apps with
Windows Runtime API access from hosted content.' is set to 'Enabled’

(123171)

Compliance: Ensure 'Block user from showing account details on
sign-in'is set to 'Enabled' (123148)

Compliance: Ensure 'Boot-Start Driver Initialization Policy' is set to
'Enabled: Good, unknown and bad but critical' (123126)
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Compliance: Ensure 'Change the system time'is set to

'Administrators, LOCAL SERVICE' (122906)

Compliance: Ensure 'Change the time zone' is set to 'Administrators,
LOCAL SERVICE' (122907)

Compliance: Ensure 'Configuration of wireless settings using
Windows Connect Now' is set to 'Disabled' (123115)

Compliance: Ensure 'Configure Automatic Updates' is set to 'Enabled’

(123259)

Compliance: Ensure 'Configure Automatic Updates: Scheduled install
day'is setto '0 - Every day' (123260)

Compliance: Ensure 'Configure cookies' is set to 'Enabled: Block only
3rd-party cookies' or higher (123200)

Compliance: Ensure 'Configure Offer Remote Assistance' is set to
'Disabled' (123159)

Compliance: Ensure 'Configure Password Manager' is set to 'Disabled'

(123201)

Compliance: Ensure 'Configure Pop-up Blocker' is set to 'Enabled'

(123202)

Compliance: Ensure 'Configure registry policy processing: Do not
apply during periodic background processing' is set to 'Enabled:
FALSE' (123127)

Compliance: Ensure 'Configure registry policy processing: Process
even if the Group Policy objects have not changed' is set to 'Enabled:

TRUE' (123128)

Compliance: Ensure 'Configure search suggestions in Address bar' is
set to 'Disabled' (123203)

Compliance: Ensure 'Configure SmartScreen Filter' is set to 'Enabled’

(123204)

Compliance: Ensure 'Configure Solicited Remote Assistance' is set to
'Disabled' (123160)

Compliance: Ensure 'Configure Watson events' is set to 'Disabled'

(123236)

Compliance: Ensure 'Configure Windows SmartScreen' is set to
'Enabled' (123193)
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Compliance: Ensure 'Continue experiences on this device' is set to

'Disabled' (123129)

Compliance: Ensure 'Create a pagefile' is set to 'Administrators’

(122908)

Compliance: Ensure 'Create a token object' is set to 'No One' (122909)

Compliance: Ensure 'Create global objects' is set to 'Administrators,
LOCAL SERVICE, NETWORK SERVICE, SERVICE' (122910)

Compliance: Ensure 'Create permanent shared objects' is set to 'No

One' (122911)

Compliance: Ensure 'Debug programs' is set to 'Administrators'

(122914)

Compliance: Ensure 'Deny log on as a batch job' to include 'Guests'

(122917)

Compliance: Ensure 'Deny log on as a service' to include 'Guests'

(122918)

Compliance: Ensure 'Deny log on locally' to include 'Guests' (122919)

Compliance: Ensure 'Deny log on through Remote Desktop Services'
to include 'Guests, Local account' (122920)

Compliance: Ensure 'Devices: Allowed to format and eject removable
media' is set to 'Administrators' (122951)

Compliance: Ensure 'Devices: Prevent users from installing printer
drivers' is set to 'Enabled' (122952)

Compliance: Ensure 'Disable all apps from Windows Store' is set to
'Enabled' (123230)

Compliance: Ensure 'Disable pre-release features or settings' is set to
'Disabled' (123182)

Compliance: Ensure 'Disallow Autoplay for non-volume devices' is set
to 'Enabled' (123172)

Compliance: Ensure 'Disallow copying of user input methods to the
system account for sign-in'is set to 'Enabled' (123147)

Compliance: Ensure 'Disallow Digest authentication'is set to
'Enabled' (123248)
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Compliance: Ensure 'Disallow WinRM from storing RunAs credentials'

is set to 'Enabled' (123252)

Compliance: Ensure 'Domain member: Digitally encrypt or sign secure

channel data (always)' is set to 'Enabled' (122956)

Compliance: Ensure 'Domain member: Digitally encrypt secure
channel data (when possible)' is set to 'Enabled' (122957)

Compliance: Ensure 'Domain member: Digitally sign secure channel
data (when possible)'is set to 'Enabled' (122958)

Compliance: Ensure 'Domain member: Disable machine account
password changes'is set to 'Disabled' (122959)

Compliance: Ensure 'Domain member: Maximum machine account
password age' is set to '30 or fewer days, but not 0' (122960)

Compliance: Ensure 'Domain member: Require strong (Windows 2000
or later) session key' is set to 'Enabled' (122962)

Compliance: Ensure 'Do not allow COM port redirection' is set to
'Enabled' (123212)

Compliance: Ensure 'Do not allow drive redirection'is set to 'Enabled'

(123213)

Compliance: Ensure 'Do not allow LPT port redirection’ is set to
'Enabled' (123214)

Compliance: Ensure 'Do not allow passwords to be saved'is set to
'Enabled' (123210)

Compliance: Ensure 'Do not allow supported Plug and Play device
redirection' is set to 'Enabled' (123215)

Compliance: Ensure 'Do not delete temp folders upon exit' is set to
'Disabled' (123222)

Compliance: Ensure 'Do not display network selection Ul' is set to
'Enabled' (123149)

Compliance: Ensure 'Do not display the password reveal button'is set
to 'Enabled' (123179)

Compliance: Ensure 'Do not enumerate connected users on domain-
joined computers'is set to 'Enabled' (123150)
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Compliance: Ensure 'Do not show feedback notifications'is set to

'Enabled' (123183)

Compliance: Ensure 'Do not use temporary folders per session' is set
to 'Disabled' (123223)

Compliance: Ensure 'Enable/Disable PerfTrack' is set to 'Disabled'

(123164)

Compliance: Ensure 'Enable Font Providers' is set to 'Disabled'

(123098)

Compliance: Ensure 'Enable insecure guest logons'is set to 'Disabled'

(123099)

Compliance: Ensure 'Enable Windows NTP Client' is set to 'Enabled’

(123166)

Compliance: Ensure 'Enforce password history' is set to '24 or more
password(s)' (122884)

Compliance: Ensure 'Enumerate administrator accounts on elevation'

is set to 'Disabled' (123180)

Compliance: Ensure '"Enumerate local users on domain-joined
computers'is set to 'Disabled' (123151)

Compliance: Ensure 'Force shutdown from a remote system' is set to
'Administrators' (122923)

Compliance: Ensure 'Generate security audits' is set to 'LOCAL
SERVICE, NETWORK SERVICE' (122924)

Compliance: Ensure 'Hardened UNC Paths' is set to 'Enabled, with
"Require Mutual Authentication" and "Require Integrity" set for all
NETLOGON and SYSVOL shares' (123112)

Compliance: Ensure 'Include command line in process creation
events' is set to 'Disabled' (123125)

Compliance: Ensure 'Increase scheduling priority' is set to
'Administrators' (122927)

Compliance: Ensure 'Interactive logon: Do not display last user name'
is set to 'Enabled' (122963)

Compliance: Ensure 'Interactive logon: Do not require
CTRL+ALT+DEL'is set to 'Disabled' (122964)
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Compliance: Ensure 'Interactive logon: Machine inactivity limit' is set

to '900 or fewer second(s), but not 0' (122965)

Compliance: Ensure 'Interactive logon: Prompt user to change
password before expiration' is set to 'between 5 and 14 days' (122970)

Compliance: Ensure 'Interactive logon: Smart card removal behavior'
is set to 'Lock Workstation' or higher (122973)

Compliance: Ensure 'Join Microsoft MAPS' is set to 'Disabled'

(123234)

Compliance: Ensure 'Let Windows apps *'is set to 'Enabled: Force

Deny' (123169)

Compliance: Ensure 'Load and unload device drivers' is set to
'Administrators' (122928)

Compliance: Ensure 'Lock pages in memory' is set to 'No One'

(122929)

Compliance: Ensure 'Maximum password age' is set to '60 or fewer
days, but not 0' (122885)

Compliance: Ensure 'Microsoft network client: Digitally sign
communications (always)'is set to 'Enabled' (122974)

Compliance: Ensure 'Microsoft network client: Digitally sign
communications (if server agrees)' is set to 'Enabled' (122975)

Compliance: Ensure 'Microsoft network client: Send unencrypted
password to third-party SMB servers' is set to 'Disabled' (122976)

Compliance: Ensure 'Microsoft network server: Amount of idle time
required before suspending session' is set to '15 or fewer minute(s),
but not 0' (122977)

Compliance: Ensure 'Microsoft network server: Digitally sign
communications (always)'is set to 'Enabled' (122979)

Compliance: Ensure 'Microsoft network server: Digitally sign
communications (if client agrees)' is set to 'Enabled' (122980)

Compliance: Ensure 'Microsoft network server: Disconnect clients
when logon hours expire' is set to 'Enabled' (122981)

Compliance: Ensure 'Microsoft Support Diagnostic Tool: Turn on
MSDT interactive communication with support provider' is set to
'Disabled' (123163)
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Compliance: Ensure 'Minimize the number of simultaneous

connections to the Internet or a Windows Domain' is set to 'Enabled'

(123121)

Compliance: Ensure 'Minimum password age'is setto '1 or more
day(s)' (122887)

Compliance: Ensure 'Minimum password length'is set to '14 or more
character(s)' (122888)

Compliance: Ensure 'Modify an object label' is set to 'No One'

(122933)

Compliance: Ensure 'Modify firmware environment values' is set to
'Administrators' (122934)

Compliance: Ensure 'MSS: (AutoAdminLogon) Enable Automatic
Logon (not recommended)' is set to 'Disabled' (123084)

Compliance: Ensure 'MSS: (DisablelPSourceRouting) IP source routing
protection level (protects against packet spoofing)' is set to 'Enabled:
Highest protection, source routing is completely disabled' (123086)

Compliance: Ensure 'MSS: (DisablelPSourceRouting IPv6) IP source
routing protection level (protects against packet spoofing)' is set to
'Enabled: Highest protection, source routing is completely ... (123085)

Compliance: Ensure 'MSS: (EnablelICMPRedirect) Allow ICMP redirects
to override OSPF generated routes' is set to 'Disabled' (123087)

Compliance: Ensure 'MSS: (KeepAliveTime) How often keep-alive
packets are sent in milliseconds' is set to 'Enabled: 300,000 or 5
minutes (recommended)' (123088)

Compliance: Ensure 'MSS: (NoNameReleaseOnDemand) Allow the
computer to ignore NetBIOS name release requests except from WINS
servers' is set to 'Enabled' (123089)

Compliance: Ensure 'MSS: (PerformRouterDiscovery) Allow IRDP to
detect and configure Default Gateway addresses (could lead to DoS)'
is set to 'Disabled' (123090)

Compliance: Ensure 'MSS: (SafeDllSearchMode) Enable Safe DLL
search mode (recommended)'is set to 'Enabled' (123091)

Compliance: Ensure 'MSS: (ScreenSaverGracePeriod) The time in
seconds before the screen saver grace period expires (0
recommended)' is set to 'Enabled: 5 or fewer seconds' (123092)
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Compliance: Ensure 'MSS: (TcpMaxDataRetransmissions) How many

times unacknowledged data is retransmitted’ is set to 'Enabled: 3'

(123094)

Compliance: Ensure 'MSS: (TcpMaxDataRetransmissions IPv6) How
many times unacknowledged data is retransmitted’ is set to
'Enabled: 3' (123093)

Compliance: Ensure 'MSS: (WarningLevel) Percentage threshold for
the security event log at which the system will generate a warning' is
set to 'Enabled: 90% or less' (123095)

Compliance: Ensure 'Network access: Allow anonymous SID/Name
translation'is set to 'Disabled' (122983)

Compliance: Ensure 'Network access: Do not allow storage of
passwords and credentials for network authentication'is set to
'Enabled' (122986)

Compliance: Ensure 'Network access: Let Everyone permissions apply

to anonymous users' is set to 'Disabled' (122987)

Compliance: Ensure 'Network access: Restrict anonymous access to
Named Pipes and Shares' is set to 'Enabled' (122992)

Compliance: Ensure 'Network access: Shares that can be accessed
anonymously' is set to 'None' (122994)

Compliance: Ensure 'Network access: Sharing and security model for
local accounts'is set to 'Classic - local users authenticate as
themselves' (122995)

Compliance: Ensure 'Network security: Allow LocalSystem NULL
session fallback'is set to 'Disabled' (122997)

Compliance: Ensure 'Network security: Allow Local System to use
computer identity for NTLM' is set to 'Enabled' (122996)

Compliance: Ensure 'Network Security: Allow PKU2U authentication
requests to this computer to use online identities' is set to 'Disabled’

(122998)

Compliance: Ensure 'Network security: Configure encryption types
allowed for Kerberos' is set to 'RC4 HMAC MD5,
AES128 HMAC SHA1l, AES256 HMAC SHA1L, Future encryption types'

(122999)

Compliance: Ensure 'Network security: Do not store LAN Manager
hash value on next password change' is set to 'Enabled' (123000)
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Compliance: Ensure 'Network security: Force logoff when logon hours

expire'is set to 'Enabled' (123001)

Compliance: Ensure 'Network security: LAN Manager authentication
level' is set to 'Send NTLMv2 response only. Refuse LM&NTLM'

(123002)

Compliance: Ensure 'Network security: LDAP client signing
requirements' is set to 'Negotiate signing' or higher (123003)

Compliance: Ensure 'Network security: Minimum session security for
NTLM SSP based (including secure RPC) clients'is set to 'Require
NTLMv2 session security, Require 128-bit encryption' (123004)

Compliance: Ensure 'Network security: Minimum session security for
NTLM SSP based (including secure RPC) servers' is set to 'Require
NTLMv2 session security, Require 128-bit encryption' (123005)

Compliance: Ensure 'No auto-restart with logged on users for
scheduled automatic updates installations' is set to 'Disabled’

(123261)

Compliance: Ensure 'Password must meet complexity requirements'
is set to 'Enabled' (122889)

Compliance: Ensure 'Perform volume maintenance tasks' is set to
'Administrators' (122935)

Compliance: Ensure 'Prevent access to the about:flags page in
Microsoft Edge' is set to 'Enabled' (123205)

Compliance: Ensure 'Prevent bypassing SmartScreen prompts for
files' is set to 'Enabled' (123206)

Compliance: Ensure 'Prevent bypassing SmartScreen prompts for
sites' is set to 'Enabled' (123207)

Compliance: Ensure 'Prevent downloading of enclosures' is set to
'Enabled' (123224)

Compliance: Ensure 'Prevent enabling lock screen camera' is set to
'Enabled' (123075)

Compliance: Ensure 'Prevent enabling lock screen slide show' is set to

'Enabled' (123076)

Compliance: Ensure 'Prevent Internet Explorer security prompt for
Windows Installer scripts' is set to 'Disabled' (123242)
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Compliance: Ensure 'Prevent the usage of OneDrive for file storage' is

set to 'Enabled' (123209)

Compliance: Ensure 'Prevent using Localhost IP address for WebRTC'
is set to 'Enabled' (123208)

Compliance: Ensure 'Profile single process' is set to 'Administrators’

(122936)

Compliance: Ensure 'Profile system performance'is set to
'Administrators, NT SERVICE\WdiServiceHost' (122937)

Compliance: Ensure 'Prohibit access of the Windows Connect Now
wizards' is set to 'Enabled' (123120)

Compliance: Ensure 'Prohibit installation and configuration of
Network Bridge on your DNS domain network' is set to 'Enabled’

(123109)

Compliance: Ensure 'Prohibit use of Internet Connection Sharing on
your DNS domain network' is set to 'Enabled' (123110)

Compliance: Ensure 'Replace a process level token' is set to 'LOCAL
SERVICE, NETWORK SERVICE' (122938)

Compliance: Ensure 'Require a password when a computer wakes (on

battery)'is set to 'Enabled' (123157)

Compliance: Ensure 'Require a password when a computer wakes
(plugged in)'is set to 'Enabled' (123158)

Compliance: Ensure 'Require domain users to elevate when setting a
network's location' is set to 'Enabled' (123111)

Compliance: Ensure 'Require pin for pairing' is set to 'Enabled’

(123178)

Compliance: Ensure 'Require secure RPC communication' is set to
'Enabled' (123217)

Compliance: Ensure 'Reset account lockout counter after' is set to '15
or more minute(s)' (122894)

Compliance: Ensure 'Restore files and directories' is set to
'Administrators' (122939)

Compliance: Ensure 'Restrict Remote Desktop Services users to a
single Remote Desktop Services session' is set to 'Enabled' (123211)
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Compliance: Ensure 'Security: Control Event Log behavior when the

log file reaches its maximum size' is set to 'Disabled' (123187)

Compliance: Ensure 'Security: Specify the maximum log file size (KB)'
is set to 'Enabled: 196,608 or greater' (123188)

Compliance: Ensure 'Select when Feature Updates are received' is set
to 'Enabled: Current Branch for Business, 180 days' (123254)

Compliance: Ensure 'Select when Quality Updates are received' is set
to 'Enabled: 0 days' (123257)

Compliance: Ensure 'Set client connection encryption level' is set to
'Enabled: High Level' (123218)

Compliance: Ensure 'Set the default behavior for AutoRun' is set to
'Enabled: Do not execute any autorun commands' (123173)

Compliance: Ensure 'Set time limit for active but idle Remote Desktop

Services sessions' is set to 'Enabled: 15 minutes or less' (123219)

Compliance: Ensure 'Set time limit for disconnected sessions' is set to

'Enabled: 1 minute' (123221)

Compliance: Ensure 'Setup: Control Event Log behavior when the log
file reaches its maximum size'is set to 'Disabled' (123189)

Compliance: Ensure 'Setup: Specify the maximum log file size (KB)' is
set to 'Enabled: 32,768 or greater' (123190)

Compliance: Ensure 'Shutdown: Allow system to be shut down
without having to log on'is set to 'Disabled' (123006)

Compliance: Ensure 'Shut down the system' is set to 'Administrators'

(122940)

Compliance: Ensure 'Sign-in last interactive user automatically after a

system-initiated restart' is set to 'Disabled' (123243)

Compliance: Ensure 'Store passwords using reversible encryption' is
set to 'Disabled' (122890)

Compliance: Ensure 'Support device authentication using certificate'
is set to 'Enabled: Automatic' (123145)

Compliance: Ensure 'System: Control Event Log behavior when the
log file reaches its maximum size' is set to 'Disabled' (123191)
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Compliance: Ensure 'System objects: Require case insensitivity for

non-Windows subsystems' is set to 'Enabled' (123007)

Compliance: Ensure 'System objects: Strengthen default permissions
of internal system objects (e.g. Symbolic Links)"is set to 'Enabled'

(123008)

Compliance: Ensure 'System: Specify the maximum log file size (KB)'
is set to 'Enabled: 32,768 or greater' (123192)

Compliance: Ensure 'Take ownership of files or other objects' is set to
'Administrators' (122942)

Compliance: Ensure 'Toggle user control over Insider builds' is set to
'Disabled' (123184)

Compliance: Ensure 'Turn off access to the Store' is set to 'Enabled’

(123131)

Compliance: Ensure 'Turn off app notifications on the lock screen' is
set to 'Enabled' (123152)

Compliance: Ensure 'Turn off Automatic Download and Install of
updates' is set to 'Disabled' (123231)

Compliance: Ensure 'Turn off Autoplay' is set to 'Enabled: All drives'

(123174)

Compliance: Ensure 'Turn off background refresh of Group Policy' is
set to 'Disabled' (123130)

Compliance: Ensure 'Turn off Data Execution Prevention for Explorer'
is set to 'Disabled' (123194)

Compliance: Ensure 'Turn off downloading of print drivers over HTTP'
is set to 'Enabled' (123132)

Compliance: Ensure 'Turn off handwriting personalization data
sharing' is set to 'Enabled' (123133)

Compliance: Ensure 'Turn off handwriting recognition error reporting

is set to 'Enabled' (123134)

Compliance: Ensure 'Turn off heap termination on corruption' is set
to 'Disabled' (123195)

Compliance: Ensure 'Turn off Internet Connection Wizard if URL
connection is referring to Microsoft.com' is set to 'Enabled' (123135)
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Compliance: Ensure 'Turn off Internet download for Web publishing

and online ordering wizards' is set to 'Enabled' (123136)

Compliance: Ensure 'Turn off KMS Client Online AVS Validation' is set
to 'Enabled' (123229)

Compliance: Ensure 'Turn off location'is set to 'Enabled' (123197)

Compliance: Ensure 'Turn off Microsoft consumer experiences' is set
to 'Enabled' (123177)

Compliance: Ensure 'Turn off Microsoft Peer-to-Peer Networking
Services' is set to 'Enabled' (123108)

Compliance: Ensure 'Turn off printing over HTTP' is set to 'Enabled’

(123137)

Compliance: Ensure 'Turn off Registration if URL connection is
referring to Microsoft.com'is set to 'Enabled' (123138)

Compliance: Ensure 'Turn off Search Companion content file updates'

is set to 'Enabled' (123139)

Compliance: Ensure 'Turn off shell protocol protected mode' is set to
'Disabled' (123196)

Compliance: Ensure 'Turn off the advertising ID' is set to 'Enabled'

(123165)

Compliance: Ensure 'Turn off the offer to update to the latest version
of Windows' is set to 'Enabled' (123232)

Compliance: Ensure 'Turn off the "Order Prints" picture task' is set to
'Enabled' (123140)

Compliance: Ensure 'Turn off the "Publish to Web" task for files and
folders'is set to 'Enabled' (123141)

Compliance: Ensure 'Turn off the Store application' is set to 'Enabled'

(123233)

Compliance: Ensure 'Turn off the Windows Messenger Customer
Experience Improvement Program' is set to 'Enabled' (123142)

Compliance: Ensure 'Turn off Windows Customer Experience
Improvement Program' is set to 'Enabled' (123143)

Compliance: Ensure 'Turn off Windows Error Reporting' is set to
'Enabled' (123144)
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Compliance: Ensure 'Turn on convenience PIN sign-in'is set to

'Disabled' (123153)

Compliance: Ensure 'Turn on Mapper /O (LLTDIO) driver' is set to
'Disabled' (123100)

Compliance: Ensure 'Turn on PowerShell Script Block Logging' is set
to 'Disabled' (123244)

Compliance: Ensure 'Turn on PowerShell Transcription' is set to
'Disabled' (123245)

Compliance: Ensure 'Turn on Responder (RSPNDR) driver' is set to
'Disabled' (123104)

Compliance: Ensure 'Untrusted Font Blocking' is set to 'Enabled:
Block untrusted fonts and log events' (123154)

Compliance: Ensure 'Use enhanced anti-spoofing when available' is
set to 'Enabled' (123175)

Compliance: Ensure 'User Account Control: Admin Approval Mode for
the Built-in Administrator account' is set to 'Enabled' (123009)

Compliance: Ensure 'User Account Control: Allow UlAccess
applications to prompt for elevation without using the secure
desktop' is set to 'Disabled' (123010)

Compliance: Ensure 'User Account Control: Behavior of the elevation
prompt for administrators in Admin Approval Mode' is set to 'Prompt
for consent on the secure desktop' (123011)

Compliance: Ensure 'User Account Control: Behavior of the elevation
prompt for standard users' is set to 'Automatically deny elevation
requests' (123012)

Compliance: Ensure 'User Account Control: Detect application
installations and prompt for elevation' is set to 'Enabled' (123013)

Compliance: Ensure 'User Account Control: Only elevate UlAccess
applications that are installed in secure locations' is set to 'Enabled'

(123014)

Compliance: Ensure 'User Account Control: Run all administrators in
Admin Approval Mode'is set to 'Enabled' (123015)

Compliance: Ensure 'User Account Control: Switch to the secure
desktop when prompting for elevation' is set to 'Enabled' (123016)
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Compliance: Ensure 'User Account Control: Virtualize file and registry

write failures to per-user locations' is set to 'Enabled' (123017)

Compliance: Ensure 'WDigest Authentication' is set to 'Disabled'

(123124)

Compliance: Ensure 'Windows Firewall: Domain: Firewall state' is set
to 'On (recommended)' (123018)

Compliance: Ensure 'Windows Firewall: Domain: Inbound
connections'is set to 'Block (default)' (123019)

Compliance: Ensure 'Windows Firewall: Domain: Logging: Log
dropped packets'is set to 'Yes' (123026)

Compliance: Ensure 'Windows Firewall: Domain: Logging: Log
successful connections' is set to 'Yes' (123027)

Compliance: Ensure 'Windows Firewall: Domain: Logging: Name' is
set to '%SYSTEMROOT%\System32\logfiles\firewall\domainfw.log'

(123024)

Compliance: Ensure 'Windows Firewall: Domain: Logging: Size limit
(KB)'is set to '16,384 KB or greater' (123025)

Compliance: Ensure 'Windows Firewall: Domain: Outbound
connections'is set to 'Allow (default)' (123020)

Compliance: Ensure 'Windows Firewall: Domain: Settings: Apply local
connection security rules' is set to 'Yes (default)' (123023)

Compliance: Ensure 'Windows Firewall: Domain: Settings: Apply local
firewall rules' is set to 'Yes (default)' (123022)

Compliance: Ensure 'Windows Firewall: Domain: Settings: Display a
notification'is set to 'No' (123021)

Compliance: Ensure 'Windows Firewall: Private: Firewall state' is set
to 'On (recommended)' (123028)

Compliance: Ensure 'Windows Firewall: Private: Inbound connections'

is set to 'Block (default)' (123029)

Compliance: Ensure 'Windows Firewall: Private: Logging: Log dropped

packets' is set to 'Yes' (123036)

Compliance: Ensure 'Windows Firewall: Private: Logging: Log
successful connections' is set to 'Yes' (123037)
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Compliance: Ensure 'Windows Firewall: Private: Logging: Name'is set

to '%SYSTEMROOT%\System32\logfiles\firewall\privatefw.log'
(123034)

Compliance: Ensure 'Windows Firewall: Private: Logging: Size limit
(KB)'is set to '16,384 KB or greater' (123035)

Compliance: Ensure 'Windows Firewall: Private: OQutbound
connections'is set to 'Allow (default)' (123030)

Compliance: Ensure 'Windows Firewall: Private: Settings: Apply local
connection security rules' is set to 'Yes (default)' (123033)

Compliance: Ensure 'Windows Firewall: Private: Settings: Apply local
firewall rules'is set to 'Yes (default)' (123032)

Compliance: Ensure 'Windows Firewall: Private: Settings: Display a
notification' is set to 'No' (123031)

Compliance: Ensure 'Windows Firewall: Public: Firewall state' is set to

'On (recommended)' (123038)

Compliance: Ensure 'Windows Firewall: Public: Inbound connections'
is set to 'Block (default)' (123039)

Compliance: Ensure 'Windows Firewall: Public: Logging: Log dropped
packets' is set to 'Yes' (123046)

Compliance: Ensure 'Windows Firewall: Public: Logging: Log
successful connections' is set to 'Yes' (123047)

Compliance: Ensure 'Windows Firewall: Public: Logging: Name' is set
to '%SYSTEMROOT%\System32\logfiles\firewall\publicfw.log'

(123044)

Compliance: Ensure 'Windows Firewall: Public: Logging: Size limit
(KB)'is set to '16,384 KB or greater' (123045)

Compliance: Ensure 'Windows Firewall: Public: OQutbound
connections'is set to 'Allow (default)' (123040)

Compliance: Ensure 'Windows Firewall: Public: Settings: Apply local
connection security rules' is set to 'No' (123043)

Compliance: Ensure 'Windows Firewall: Public: Settings: Apply local
firewall rules' is set to 'No' (123042)

Compliance: Ensure 'Windows Firewall: Public: Settings: Display a
notification' is set to 'Yes' (123041)
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Echo Service (101032)

Chargen Service (101021)

Compliance: Ensure 'Add workstations to domain' is set to
'Administrators' (DC only) (122899)

Compliance: Ensure 'Apply UAC restrictions to local accounts on
network logons' is set to 'Enabled' (MS only) (123123)

Compliance: Ensure 'Audit Directory Service Access' is set to 'Success
and Failure' (DC only) (123057)

Compliance: Ensure 'Audit Directory Service Changes' is set to
'Success and Failure' (DC only) (123058)

Compliance: Ensure 'Audit Distribution Group Management' is set to
'Success and Failure' (DC only) (123051)

Compliance: Ensure 'Domain controller: Allow server operators to
schedule tasks'is set to 'Disabled' (DC only) (122953)

Compliance: Ensure 'Domain controller: LDAP server signing
requirements' is set to 'Require signing' (DC only) (122954)

Compliance: Ensure 'Domain controller: Refuse machine account
password changes'is set to 'Disabled' (DC only) (122955)

Compliance: Ensure 'Do not allow password expiration time longer
than required by policy' is set to 'Enabled' (MS only) (123079)

Compliance: Ensure 'Enable Local Admin Password Management'is
set to 'Enabled' (MS only) (123080)

Compliance: Ensure 'Enable RPC Endpoint Mapper Client
Authentication'is set to 'Enabled' (MS only) (123161)

Compliance: Ensure 'Enable Windows NTP Server' is set to 'Disabled'
(MS only) (123167)

Compliance: Ensure 'Interactive logon: Number of previous logons to

cache (in case domain controller is not available)' is set to '4 or fewer
logon(s)' (MS only) (122969)

Compliance: Ensure 'Interactive logon: Require Domain Controller
Authentication to unlock workstation' is set to 'Enabled' (MS only)

(122972)
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Compliance: Ensure LAPS AdmPwd GPO Extension / CSE is installed

(MS only) (123078)

Compliance: Ensure 'Log on as a batch job' is set to 'Administrators'
(DC Only) (122930)

Compliance: Ensure 'Microsoft network server: Server SPN target
name validation level' is set to 'Accept if provided by client' or higher
(MS only) (122982)

Compliance: Ensure 'Network access: Do not allow anonymous
enumeration of SAM accounts and shares' is set to 'Enabled' (MS

only) (122985)

Compliance: Ensure 'Network access: Do not allow anonymous
enumeration of SAM accounts' is set to 'Enabled' (MS only) (122984)

Compliance: Ensure 'Network access: Restrict clients allowed to make
remote calls to SAM' is set to 'Administrators: Remote Access: Allow'
(MS only) (122993)

Compliance: Ensure 'Password Settings: Password Age (Days)' is set
to 'Enabled: 30 or fewer' (MS only) (123083)

Compliance: Ensure 'Password Settings: Password Complexity' is set
to 'Enabled: Large letters + small letters + numbers + special
characters' (MS only) (123081)

Compliance: Ensure 'Password Settings: Password Length'is set to
'Enabled: 15 or more' (MS only) (123082)

Compliance: Ensure 'Prohibit connection to non-domain networks
when connected to domain authenticated network' is set to 'Enabled'
(MS only) (123122)

Compliance: Ensure 'Restrict Unauthenticated RPC clients' is set to
'Enabled: Authenticated' (MS only) (123162)

Compliance: Ensure 'Synchronize directory service data' is set to 'No
One' (DConly) (122941)

Compliance: Ensure 'Turn off multicast name resolution' is set to
'Enabled' (MS Only) (123097)

Compliance: Set 'NetBIOS node type' to 'P-node' (Ensure NetBT
Parameter 'NodeType'is set to '0x2 (2)") (MS Only) (123096)

Daytime Service Detected (101026)
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Discard Service Detected (100370)

ICMP Timestamp Request (150396)

SMB Domain SID Disclosure (100872)

Web Server Directory Structure Disclosure (104434)
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6 Assets Overview

A detailed summary of findings for each asset is presented in this section. These listings provide an in-
depth view of the issues that were identified on a particular asset.

WIN-ONVCSMTBAUT IR

IP: 10.27.34.43

Asset name: WIN-ONVC5M7BAUT

Operating system: Windows Server 2008 R2 Enterprise
Asset type: Server

Protocol Service
msrpc 135/ tcp
netbios-ns 137 /udp
smb 445 [ tcp
http 47001 / tcp
unknown N/A [ tcp
unknown N/A /icmp
Authenticated Scan Status 0os DB CIs Threatscan

Failure N/A Failure Failure
Vulnerability Title Service(s) Severity
MS17-010: SMB Remote Code Execution Vulnerability (Network 445 [ tcp
Check) (122051) smb

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 250502 00 c0 88 01 44 00 10 00 00 .SMB%......D....
00000000 0000 0000040806000020eb3d.......... =
000000...

Microsoft Windows Server 2008 R2 End of Life (131870) N/A [ tcp

internal | explicit | unauth unknown
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Support has ended for Windows Server 2008 R2. This host should be immediately upgraded.

MS16-047: Windows SAM and LSAD Downgrade Vulnerability - 135/tcp
Badlock (Network Check) (121756) msrpc

internal | explicit | unauth

This asset permits binding to samr pipe using auth level Connect.
Response from asset:

02.

220000c0"...

Responding port: 1030

SMB Security Signatures Not Required (104188) 445 [ tcp

internal | explicit | unauth smb

SMBv1 NTLM signatures are not required
SMBV2 NTLM signatures are not required

SMB Null Session Authentication (101373) 445 [ tcp

internal | recon | unauth smb

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092) 445 [ tcp

internal | recon | unauth smb

LAN Manager: Windows Server 2008 R2 Enterprise 6.1
Domain: WORKGROUP
0OS: Windows Server 2008 R2 Enterprise 7601 Service Pack 1

Medium

Trivial

Trivial

ubuntu.internal.cloudapp.net _

IP:10.27.34.67
Asset name: ubuntu.internal.cloudapp.net
Operating system: Ubuntu Linux
Asset type: Server
Protocol
ssh
http
smb

unknown

unknown

Service
22 /tcp
80 /tcp
139 /tcp

N/A /[ tcp

N/A /icmp




Authenticated Scan Status 0s DB cis
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Failure N/A Failure

Vulnerability Title

Samba IsknownPipename Remote Code Execution (122062)
internal | explicit | unauth

This asset is missing the CVE-2017-7494 patch

Payload: nirv32.so

Share: cherlengue

Physical path: /sambarepo/nirv32.so

Successful Exploitation: Successfully retreived touch file

PHP Multiple Type Confusion Denial of Service Vulnerabilities
(273413)

internal | potential | unauth

5.5.9

Samba Remote Code Execution Vulnerability (126509)

internal | potential | unauth

4.3.11

PHP 'tar.c' Stack Buffer Overflow (276915)

internal | potential | unauth

5.5.9

PHP 'incomplete_class.c' Type Confusion Denial of Service
(273414)

internal | potential | unauth

5.5.9

PHP phar_object.c 'phar_convert_to_other' Denial of Service
(275411)

internal | potential | unauth

559

PHP 'zend_exceptions.c' Type Confusion Remote Code Execution
(273415)

internal | potential | unauth

5.5.9

Service(s)

139 /tcp

smb

80 /tcp
http

139 /tcp

smb

80 /tcp
http

80 /tcp
http

80 /tcp
http

80 /tcp
http

Threatscan

N/A

Severity

High

High

High

High

High

High
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PHP 'escapeshellarg' Function Remote Command Execution 80/ tcp
Vulnerability (278617) http
internal | potential | unauth

5.5.9
PHP 'soap.c' Type Confusion Denial of Service (273411) 80 /tcp
internal | potential | unauth http

5.5.9
PHP SoapClient Multiple Type Confusion Denial of Service 80 /tcp
Vulnerabilities (273412) http

internal | potential | unauth

5.5.9
PHP php_http.c 'make_http_soap_request' Remote Code 80 /tcp
Execution (276912) http

internal | potential | unauth

5.5.9
Apache httpd '2.2.32 2.4.24' Remote Segmentation Fault 80 /tcp
Vulnerability (290291) http
internal | potential | unauth

247
PHP sanitizing.c 'php_filter_encode' Integer Overflow Denial of 80/ tcp
Service (279636) http

internal | potential | unauth

5.5.9
Zend NULL Pointer Denial of Service (278089) 80 /tcp
internal | potential | unauth http

php 5.5.9
PHP WDDX Extension Use-after-free Vulnerability (276916) 80 /tcp
internal | potential | unauth http

5.5.9
PHP xml.c 'xml_utf8_encode' Integer Overflow Denial of Service 80 /tcp
(279482) http

internal | potential | unauth




559

Ruby 'Oniguruma-mod' and PHP unicode_unfold_key in
'mbstring' Buffer Overflow (289396)

internal | potential | unauth

5.5.9

PHP 'spl_ptr_heap_insert' Function Arbitrary Code Execution
Vulnerability (278838)

internal | potential | unauth

5.5.9

PHP 'php_url_parse_ex' Denial of Service (277705)

internal | potential | unauth

5.5.9

PHP string.c 'str_pad' Denial of Service (280596)

internal | potential | unauth

5.5.9

PHP php_zip.c 'getFromindex', 'getFromName' Heap Overflow
(277149)

internal | potential | unauth

559

PHP 'locale_methods.c' Argument Overflow Denial of Service
(283453)

internal | potential | unauth

559

PHP 'ext/phar/phar_object.c' Zero-length Uncompress Denial of
Service (277155)

internal | potential | unauth

5.5.9

OpenSSH 'kbdint_next_device' Function Denial of Service
(273895)

internal | potential | unauth

6.6.1p1
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80 /tcp
http

80/ tcp
http

80 /tcp
http

80/ tcp
http

80/ tcp
http

80/ tcp
http

80 /tcp
http

22 /tcp

ssh

High

High

High

High

High

High

High
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PHP CGI Component Command Execution Vulnerability (269957) 80/ tcp
internal | potential | unauth http

5.5.9
OpenSSH 'ssh/kex.c' Denial of Service Vulnerability (126638) 22 /tcp
internal | potential | unauth ssh

6.6.1p1
OpenSSH 'ssh-agent.c' Untrusted Search Path Vulnerability 22 /tcp
(283439) ssh
internal | potential | unauth

6.6.1p1
PHP wddx.c 'wddx_stack_destroy' Denial of Service Vulnerability 80/ tcp
(281194) http

internal | potential | unauth

5.5.9
PHP ext/standard/http_fopen_wrapper.c 80 /tcp
'php_stream_url_wrap_http_ex' Stack-based Buffer Under-read http
(901430)
internal | potential | unauth

5.5.9
PHP phar.c 'phar_parse_pharfile' Denial of Service (284034) 80 /tcp
internal | potential | unauth http

5.5.9
PHP 'dynamicGetbuf' Denial of Service Vulnerability (127020) 80/ tcp
internal | potential | unauth http

5.5.9
PHP 'process_nested_data' Function Use-After-Free Flaw 80/ tcp
(270531) http

internal | potential | unauth

5.5.9
OpenSSH X11 Forwarding Access Bypass (276485) 22 /tcp
internal | potential | unauth ssh

6.6.1pl
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PHP bcmath.c 'bcpowmod' Negative Integer Denial of Service 80/ tcp
(277157) http

internal | potential | unauth

5.5.9
PHP before 5.5.36 and 5.6.x before 5.6.22 'php_html_entities’ 80 /tcp
Function Denial of Service (280828) http

internal | potential | unauth

5.5.9
PHP Session Deserializer 'php_var_unserialize' Remote Code 80 /tcp
Execution (275415) http

internal | potential | unauth

5.5.9
PHP 'uncompressed_filesize' Crafted PHAR Archive Denial of 80 /tcp
Service Vulnerability (281199) http
internal | potential | unauth

5.5.9
PHP 'ext/spl/spl_array.c' Use-after-free Remote Code Execution 80/ tcp
(275416) http

internal | potential | unauth

5.5.9
PHP exif.c 'exif_process_IFD_TAG' Denial of Service (277162) 80 /tcp
internal | potential | unauth http

5.5.9
Ruby 'Oniguruma-mod' and PHP 'mbstring' Denial of Service 80 /tcp
(289391) http

internal | potential | unauth

5.5.9
Apache HTTP Server Security Update 2.4.51 (147293) 80/ tcp
internal | potential | unauth http

2.4.7
Ruby 'Oniguruma-mod' and PHP 'mbstring' parse_char_class 80 /tcp
Denial of Service (289402) http

internal | potential | unauth
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559

PHP 'simplestring_addn' Denial of Service Vulnerability (127019) 80/ tcp

internal | potential | unauth http

5.5.9
Apache HTTP Server 'ap_get_basic_auth_pw' Authentication 80 /tcp
Bypass (290284) http
internal | potential | unauth

247
PHP 'phar_parse_metadata' Function Denial of Service (272818) 80 /tcp
internal | potential | unauth http

5.5.9
Apache HTTP Server Security Update 2.4.48 (145498) 80/ tcp
internal | potential | unauth http

247
PHP Zend Engine 'zend_ts_hash_graceful_destroy' Function 80/ tcp
Denial of Service Flaw (269858) http

internal | potential | unauth

5.5.9
PHP "pcntl_exec' Implementation File Extension Restriction 80 /tcp
Bypass (272809) http
internal | potential | unauth

5.5.9
PHP Heap-Based Buffer Over-Read Vulnerability (127909) 80 /tcp
internal | potential | unauth http

5.5.9
PHP soap.c 'SoapClient__call' Arbitrary Code Execution (275418) 80/ tcp
internal | potential | unauth http

5.5.9
PHP spl_array.c 'SPL Extension' Denial of Service (280835) 80 /tcp
internal | potential | unauth http

559
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PHP spl_array.c SplArray Unserialization Denial of Service 80 /tcp
(281201) http

internal | potential | unauth

5.5.9
PHP 'phar_set_inode' Function Stack Buffer Overflow (272067) 80 /tcp
internal | potential | unauth http

5.5.9
PHP before 5.5.36 and 5.6.x before 5.6.22 80 /tcp
'php_escape_html_entities_ex' Function Denial of Service http
(280829)
internal | potential | unauth

5.5.9
PHP 'gd_webp.c' Denial of Service Vulnerability (127034) 80/ tcp
internal | potential | unauth http

5.5.9
PHP wddx.c 'php_wddx_process_data' Denial of Service 80 /tcp
Vulnerability (281190) http
internal | potential | unauth

5.5.9
PHP File Extension Restriction Bypass (272803) 80/ tcp
internal | potential | unauth http

5.5.9
PHP 'Serializable Interface, SplObjectStorage class, 80/ tcp

SplDoublyLinkedList class' Multiple Use-after-free Remote Code http
Execution (275414)

internal | potential | unauth

5.5.9
Ruby 'Oniguruma-mod' and PHP fetch_token in 'mbstring' Denial 80 /tcp
of Service (289398) http

internal | potential | unauth

5.5.9
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PHP Phar Extension 'phar_analyze_path' Arbitrary Code 80/ tcp
Execution (277153) http

internal | potential | unauth

5.5.9
PHP IMAP PHP Extension 'phar_fix_filepath' Function Buffer 80 /tcp
Overflow Vulnerability (275412) http
internal | potential | unauth

5.5.9
PHP var_unserializer.re Object Deserialization Denial of Service 80 /tcp
(281197) http

internal | potential | unauth

5.5.9
PHP 'wddx.c' XML Document Denial of Service (283454) 80/ tcp
internal | potential | unauth http

5.5.9
PHP SPL 'ArrayObject, SplObjectStorage, SplDoublyLinkedList' 80 /tcp
Multiple Use-after-free Remote Code Execution (275413) http

internal | potential | unauth

5.5.9
PHP xml.c 'xml_parse_into_struct' Denial of Service (277159) 80/ tcp
internal | potential | unauth http

5.5.9
PHP 'php_snmp_error' Function Format String Arbitrary Code 80/ tcp
Execution (277152) http

internal | potential | unauth

5.5.9
PHP zend_string_extend in 'Zend/zend_string.h' Denial of Service 80/ tcp
(288890) http

internal | potential | unauth

5.5.9

PHP 'ext/soap/soap.c' Type Confusion Vulnerability (272810) 80 /tcp High

internal | potential | unauth http




Prepared for Demo Account - Confiden

559

PHP 'exif_process_IFD_in_TIFF' Uninitialized Read Vulnerability 80 /tcp
(128707) http

internal | potential | unauth

5.5.9
Apache httpd '2.2.x before 2.2.33" and '2.4.x before 2.4.26' 80 /tcp
'mod_ssl' subcomponent NULL pointer Vulnerability (290295) http

internal | potential | unauth

24.7
PHP OPcache Extension '_zend_shared_memdup' Function 80 /tcp
Denial of Service Flaw (271046) http

internal | potential | unauth

5.5.9
PHP Fileinfo Component 'apprentice_load' Denial of Service Flaw 80/ tcp
(269855) http
internal | potential | unauth

5.5.9
PHP 'enchant_broker_request_dict' Function Arbitrary Code 80 /tcp
Execution (271564) http

internal | potential | unauth

5.5.9
PHP 'ftp_genlist' Function LIST Command Buffer Overflow 80 /tcp
(273431) http

internal | potential | unauth

5.5.9
PHP var_unserializer.c Invalid Object Denial of Service 80 /tcp
Vulnerability (281186) http
internal | potential | unauth

5.5.9
PHP Fileinfo Component Crafted ELF File Denial of Service 80/ tcp
(271569) http

internal | potential | unauth

559




Apache HTTP Server 2.4.53 Security Release (148390)

internal | potential | unauth

2.4.7

PHP exif.c 'exif_process_IFD_in_JPEG' Denial of Service (277163)
internal | potential | unauth

559

Fileinfo 'file_check_mem' Arbitrary Code Execution (277148)
internal | potential | unauth

559

PHP "phar_rename_archive" Function Denial of Service Flaw
(271566)

internal | potential | unauth

559

PHP 'php_date.c' Multiple Use-After-Free Arbitrary Code
Execution Flaws (271568)

internal | potential | unauth

5.5.9

PHP exif.c 'exif_process_TIFF_in_JPEG' Denial of Service
(277164)

internal | potential | unauth

5.5.9

PHP wddx.c 'php_wddx_process_data' Double Free Vulnerability
(280837)

internal | potential | unauth

559

PHP Wakeup Processing Denial of Service (283455)
internal | potential | unauth

559

PHP php_mbregex.c'_php_mb_regex_ereg_replace_exec'
Double Free Vulnerability (280833)

internal | potential | unauth

559
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PHP mbfilter.c 'mbfl_strcut' Integer Overflows Denial of Service 80/ tcp
(277154) http

internal | potential | unauth

5.5.9
Ruby 'Oniguruma-mod' and PHP 'mbstring’ 80 /tcp
forward_search_range Denial of Service (289394) http

internal | potential | unauth

5.5.9
PHP 'curl_file.c' CURLFile Implementation Denial of Service 80 /tcp
(283441) http

internal | potential | unauth

5.5.9
PHP spl_directory.c 'SplFileObject::fread' Denial of Service 80/ tcp
(282146) http

internal | potential | unauth

5.5.9
PHP 'exif_process_IFD_in_MAKERNOTE' Denial of Service 80 /tcp
(277646) http

internal | potential | unauth

5.5.9
PHP Invalid Memory Access Vulnerability (127908) 80 /tcp
internal | potential | unauth http

5.5.9
PHP mcrypt.c Multiple Integer Overflow Vulnerabilities (280834) 80 /tcp
internal | potential | unauth http

5.59
PHP 'var_unserializer.c' Integer Overflow (268708) 80 /tcp
internal | potential | unauth http

5.59
PHP 'snmp.c' Denial of Service (277774) 80 /tcp
internal | potential | unauth http

559




PHP gd.c 'imagegammacorrect' Input Validation Denial of Service

Vulnerability (281188)

internal | potential | unauth

559

PHP 'locale_accept_from_http' Denial of Service (277459)

internal | potential | unauth

559

PHP SPL Component Type Confusion Vulnerability (265283)

internal | potential | unauth

559

PHP php_zip.c Zip Extension Denial of Service (280836)

internal | potential | unauth

559

PHP ZIP Extension "_zip_cdir_new" Function Integer Overflow
(271576)

internal | potential | unauth

5.5.9

PHP Multiple Heap-Based Buffer Over-Read Vulnerabilities
(127911)

internal | potential | unauth

5.5.9

Apache httpd '2.2.x before 2.2.33 and 2.4.x before 2.4.26'

'mod_mime' subcomponent Remote Read Vulnerability (290301)

internal | potential | unauth

2.4.7

PHP grapheme.c 'grapheme_stripos' Denial of Service (277160)
internal | potential | unauth

559

PHP before 5.5.36, 5.6.x before 5.6.22, and 7.x before 7.0.7
'get_icu_value_internal' Function Denial of Service (280827)
internal | potential | unauth

559
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PHP gd.c 'imagetruecolortopalette’ Input Validation Denial of 80/ tcp High
Service Vulnerability (282235) http
internal | potential | unauth

5.5.9
PHP 'var_unserializer.re' Use-after-free Vulnerability (269724) 80 /tcp
internal | potential | unauth http

5.5.9
PHP var_unserializer.re 'finish_nested_data' Buffer Overlow 80 /tcp
(292863) http

internal | potential | unauth

5.5.9
PHP Pathname Sanitization Remote Arbitrary File Access 80 /tcp
Vulnerability (273410) http
internal | potential | unauth

5.5.9
PHP 'session.c' Denial of Service (277689) 80/ tcp
internal | potential | unauth http

5.5.9
PHP spl_observer.c SplObjectStorage Unserialize 80 /tcp
Implementation Denial of Service (283532) http

internal | potential | unauth

5.5.9
PHP grapheme_string.c 'graphme_strpos' Denial of Service 80/ tcp
(277161) http

internal | potential | unauth

5.5.9
PHP 'process_nested_data' Function Use-After-Free Remote Code 80/ tcp
Execution Flaw (271575) http

internal | potential | unauth

5.5.9

PHP 'ftp_genlist' Function Heap Buffer Overflow (272817) 80 /tcp High

internal | potential | unauth http
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5.5.9
PHP bcmath.c 'bcpowmod' Modified Data Structure Denial of 80 /tcp -
Service (277158) http

internal | potential | unauth

5.5.9
PHP before 5.5.36 and 5.6.x before 5.6.22 'file.c' Denial of Service 80/ tcp
(280830) http
internal | potential | unauth

5.5.9
Samba '4.x before 4.7.3' Remote Code Execution Vulnerability 139 /tcp
(297439) smb
internal | potential | unauth

43.11
OpenSSH 'session.c' Local Security Bypass Vulnerability (126635) 22/ tcp
internal | potential | unauth ssh

6.6.1p1
PHP 'sapi/fpm/fpm/fpm_unix.c' Privilege Escalation Vulnerability 80 /tcp
(126975) http
internal | potential | unauth

5.5.9
OpenSSH Security Bypass Vulnerability (126647) 22 /tcp
internal | potential | unauth ssh

6.6.1p1
Apache HTTP Server 'mod_proxy_ftp' Uninitialized Memory 80 /tcp
Usage Vulnerability (133605) http
internal | potential | unauth

2.4.7
OpenSSH 'ssh-agent' Double Free Vulnerability (144213) 22 /tcp
internal | potential | unauth ssh

6.6.1p1
Samba Security Advisory January 2022 (147947) 139/ tcp

internal | potential | unauth smb




4.3.11

libxml 'libxml_disable_entity_loader' XXE and XEE Vulnerability

(278493)

internal | potential | unauth

5.5.9

PHP before 5.5.31, 5.6.x before 5.6.17, and 7.x before 7.0.2
Remote Denial of Service Vulnerability (280831)

internal | potential | unauth

5.5.9

PHP phar.c 'phar_parse_pharfile' Denial of Service (290980)

internal | potential | unauth

5.5.9

Samba November 2021 Security Update (146961)

internal | potential | unauth

4.3.11

PHP HTTP_PROXY Environment Variable Namespace Conflict
(279443)

internal | potential | unauth

559

OpenSSH 'scp' Command Evaluation Vulnerability (138013)

internal | potential | unauth

6.6.1p1

PHP php_variables.c Denial of Service (291000)

internal | potential | unauth

559

PHP "odbc_bindcols" Function Denial of Service Flaw (278354)

internal | potential | unauth

559

PHP 'Fileinfo' Component Denial of Service Vulnerability (127024)

internal | potential | unauth

559
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OpenSSL Deprecated Function 'RAND_pseudo_bytes' (278298)

internal | potential | unauth

5.5.9

PHP 'mod_php' Or 'php-fpm' Information Disclosure (285650)

internal | potential | unauth

5.5.9

NetBIOS Shares Accessible (100870)

internal | explicit | unauth

NetBIOS Shares: cherlengue

Apache HTTP Server 'mod_http2' Module Denial of Service
Vulnerability (282886)

internal | potential | unauth

2.4.7

PHP 'var_unserializer.c' Denial of Service Vulnerability (126256)
internal | potential | unauth

559

PHP zend_exceptions.c Crafted Exception Object Denial of
Service (283558)

internal | potential | unauth

5.5.9

Apache HTTP Server Security Update 2.4.49 (146396)

internal | potential | unauth

24.7

Zend Recursive Method Denial of Service (278791)

internal | potential | unauth

php 5.5.9

PHP GMP Interfaces Denial of Service (287844)

internal | potential | unauth

5.5.9

PHP url.c 'parse_url' Restriction Bypass (290996)

internal | potential | unauth
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559

PHP 'linkinfo' File Path Disclosure Vulnerability (126959)

internal | potential | unauth

559

PHP 'fsockopen' Server-Side Request Forgery Vulnerability
(286727)

internal | potential | unauth

5.5.9

PHP 'make_http_soap_request' Function Denial of Service
(276913)

internal | potential | unauth

5.5.9

OpenSSH Privilege Escalation Vulnerability (126645)

internal | potential | unauth

6.6.1p1

OpenSSH monitor.c 'mm_answer_pam_free_ctx' Use-After-Free
Vulnerability (126919)

internal | potential | unauth

6.6.1p1

PHP Non-Blocking STDIN Stream Denial of Service Vulnerability
(127023)

internal | potential | unauth

559

Samba Symlink Denial of Service (289653)

internal | potential | unauth

4.3.11

Heimdal Man-in-the-Middle Vulnerability (291123)

internal | potential | unauth

4.3.11

Samba 'smbXcli_base.c' Man-In-The-Middle Client-Signing
Protection Bypass (277364)

internal | potential | unauth
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samba4.3.11
PHP 'php_handler' Function Denial of Service (272066) 80 /tcp Medium
internal | potential | unauth http

5.5.9
Apache HTTP Server 'mod_status' Module Race Condition 80 /tcp Medium
(265518) http

internal | potential | unauth

24.7
PHP 'EXIF' Extension Crafted JPEG Denial of Service (268715) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP dns.c 'php_parserr' Function Buffer Overflow Denial of 80/ tcp Medium
Service (266027) http

internal | potential | unauth

5.5.9
PHP Zend Denial of Service Vulnerability (126972) 80/ tcp Medium
internal | potential | unauth http

5.5.9
PHP '_gd2GetHeader' Denial of Service Vulnerability (127021) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP 'php_stream_zip_opener' Stack Buffer Overflow (277625) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP mysqlnd_wireprotocol.c BIT Field Heap Buffer Overflow 80 /tcp Medium
(281198) http
internal | potential | unauth

5.5.9
PHP bz2.c 'bzread' Denial of Service (280832) 80/ tcp Medium
internal | potential | unauth http

559




PHP 'exif.c' Out-of-Bounds Read Vulnerability (126960)

internal | potential | unauth

5.5.9

PHP dirstream.c 'phar_make_dirstream' Mishandled Zero-size
Denial of Service (277156)

internal | potential | unauth

559

PHP 'gdimageCreate' Denial of Service Vulnerability (127022)

internal | potential | unauth

559

PHP util.c 'phar_get_entry_data' Denial of Service (275603)

internal | potential | unauth

559

PHP zip.c 'phar_parse_zipfile' Denial of Service (275604)

internal | potential | unauth

559

PHP 'exif_process_unicode' Function EXIF Data Denial of Service
Flaw (270518)

internal | potential | unauth

5.5.9

PHP 'virtual_file_ex' Stack Buffer Overflow (277731)

internal | potential | unauth

5.5.9

Apache HTTP Server Multiple Vulnerabilities (126218)

internal | potential | unauth

24.7

PHP 'gd_interpolation.c' Denial of Service Vulnerability (127028)

internal | potential | unauth

5.5.9
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Samba 'ndr_pull_dnsp_name' Remote Privilege Escalation 139 /tcp Medium
Vulnerability (126870) smb
internal | potential | unauth

43.11
Samba Password Change Vulnerability (126513) 139/ tcp Medium
internal | potential | unauth smb

43.11
Samba Input Validation Vulnerability (126518) 139/ tcp Medium
internal | potential | unauth smb

43.11
Samba 'DelegationNotAllowed' Vulnerability (131863) 139/ tcp Medium
internal | potential | unauth smb

43.11
Apache httpd Digest Authorization Denial of Service (291127) 80 /tcp Medium
internal | potential | unauth http

247
PHP Multiple Pathname Sanitization Remote Arbitrary File Access 80/ tcp Medium
Vulnerabilities (273408) http

internal | potential | unauth

55.9
PHP 5.6.x and 7.x 'gdlmageRotatelnterpolated' Function Denial 80 /tcp Medium
of Service (275989) http

internal | potential | unauth

5.5.9
PHP gd_ctx.c Arbitrary File Overwrite Vulnerabilty (266023) 80/ tcp Medium
internal | potential | unauth http

5.5.9
PHP 'sapi_header_op' Function Cross-Site Scripting Vulnerability 80/ tcp Medium
(280826) http

internal | potential | unauth

5.5.9
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Samba Incorrect 'KDC' Implementation Vulnerability (129055) 139 /tcp Medium
internal | potential | unauth smb

43.11
Apache HTTP Server 'mod_auth_digest' Access Control Bypass 80 /tcp Medium
Vulnerability (128444) http

internal | potential | unauth

2.4.7
PHP "main/php_open_temporary_file.c" Thread Safety Denialof 80/ tcp Medium
Service Flaw (278227) http

internal | potential | unauth

5.5.9
PHP mysqlnd Man in the Middle via Cleartext-downgrade 80 /tcp Medium
(276914) http
internal | potential | unauth

php 5.5.9
PHP 'ext/phar/phar.c' Buffer Over-read Vulnerability (272068) 80/ tcp Medium
internal | potential | unauth http

5.5.9
Samba Man in the Middle Hijack Vulnerability (126512) 139/ tcp Medium
internal | potential | unauth smb

43.11
OpenSSH scp Server Man-in-The-Middle Attack Vulnerability 22 /tcp Medium
(127851) ssh

internal | potential | unauth

6.6.1p1
Samba Man in the Middle Vulnerability (126511) 139/ tcp Medium
internal | potential | unauth smb

43.11
Apache HTTP Server 'mod_rewrite' Redirect Vulnerability 80/ tcp Medium
(133604) http

internal | potential | unauth

2.4.7
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Apache HTTP Server URL Redirect Vulnerability (129591) 80/ tcp Medium
internal | potential | unauth http

24.7
OpenSSH Remote Command Injection Vulnerability (126646) 22 /tcp Medium
internal | potential | unauth ssh

6.6.1p1
Samba Registry Hive File Creation Vulnerability (128710) 139/ tcp Medium
internal | potential | unauth smb

43.11
OpenSSH 'auth-gss2.c' User Detection Vulnerability (126832) 22 /tcp Medium
internal | potential | unauth ssh

6.6.1p1
OpenSSH Sensitive Data Exposure Vulnerability (146710) 22 /tcp Medium
internal | potential | unauth ssh

6.6.1p1
OpenSSH 'ssh_packet_read_poll2' Function Denial of Service 22 /tcp Medium
(275984) ssh

internal | potential | unauth

6.6.1p1
Apache HTTP Server HTTP_PROXY Environment Variable 80 /tcp Medium
Vulnerability (126237) http
internal | potential | unauth

24.7
PHP xsltprocessor.c 'xsl_ext_function_php' Denial of Service 80 /tcp Medium
During Initial Error Checking (275419) http

internal | potential | unauth

5.5.9
PHP 'ext/iconv/iconv.c' Infinite Loop Vulnerability (126961) 80/ tcp Medium
internal | potential | unauth http

5.5.9
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Apache HTTP Server Padding Oracle Vulnerability (288579) 80/ tcp Medium
internal | potential | unauth http

2.4.7
PHP wddx.c 'wddx_deserialize' NULL Pointer Dereference Denial 80 /tcp Medium
of Service Vulnerability (281193) http

internal | potential | unauth

5.5.9
PHP PostgreSQL Extension 'php_pgsql_meta_data' Function 80 /tcp Medium
Denial of Service (273432) http

internal | potential | unauth

5.5.9
PHP 'value_len' Uninitialized Read Vulnerability (128704) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP 'imagefilltoborder' Denial of Service (277172) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP 'php_imap.c' Denial of Service Vulnerability (126280) 80 /tcp Medium
internal | potential | unauth http

5.5.9
Samba 'before 4.7.3' Possible Remote Sensitive Information 139/ tcp Medium
Access Vulnerability (297423) smb

internal | potential | unauth

43.11
PHP 'mconvert' Function Denial of Service (265276) 80/ tcp Medium
internal | potential | unauth http

5.5.9
PHP phar.c 'phar_parse_pharfile' Denial of Service (284031) 80/ tcp Medium
internal | potential | unauth http

5.5.9




Apache HTTP Server 'lua_websocket_read' Function Denial of
Service Vulnerability (126231)

internal | potential | unauth

2.4.7

PHP exif.c 'exif_convert_any_to_int' Denial of Service (284033)
internal | potential | unauth

559

PHP 'exif.c' Integer Overflow Vulnerability (126957)

internal | potential | unauth

559

PHP 'phar_parse_tarfile' Function Denial of Service (272802)

internal | potential | unauth

559

PHP 'cdf_read_property_info' in Fileinfo Component Denial of
Service (264496)

internal | potential | unauth

5.5.9

Apache HTTP Server 'mod_session_cookie' Expiry Time Ignored
Vulnerability (126276)

internal | potential | unauth

24.7

PHP 'cdf_unpack_summary_info' in Fileinfo Component Denial of

Service (264495)

internal | potential | unauth

5.5.9

PHP 'data_len' Uninitialized Read Vulnerability (128705)
internal | potential | unauth

5.5.9

Apache 'Optionsbleed' UAF Memory Leak (122625)

internal | potential | unauth

2.4.7
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PHP 'move_uploaded_file' Extension Restrictions Bypass Flaw
(271565)

internal | potential | unauth

559

PHP 'gd_crop.c' Denial of Service Vulnerability (126980)

internal | potential | unauth

559

PHP exif.c 'exif_process_IFD_in_TIFF' Information Disclosure
(281189)

internal | potential | unauth

5.5.9

PHP 'stream_resolve_include_path ' Function Pathname
Sanitization Remote Arbitrary File Access Vulnerability (273409)

internal | potential | unauth

5.5.9

PHP PharData 'extractTo' Directory Traversal (275417)

internal | potential | unauth

5.5.9

PHP XMLRPC Extension Denial of Service (268706)

internal | potential | unauth

5.5.9

PHP wddx.c XML Deserialization Denial of Service (290987)

internal | potential | unauth

5.5.9

PHP msgformat_format.c 'MessageFormatter::formatMessage'
Denial of Service Vulnerability (281200)

internal | potential | unauth

5.5.9

PHP gd_interpolation.c 'gdimageScaleTwoPass' Denial of Service

(277173)

internal | potential | unauth

559
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PHP parse_date.c 'php_parse_date' Information Disclosure
(290999)

internal | potential | unauth

559

PHP wddx.c 'php_wddx_pop_element' NULL Pointer Dereference
Denial of Service Vulnerability (281191)

internal | potential | unauth

5.5.9

Apache HTTP Server Digest Authentication Denial of Service
(288580)

internal | potential | unauth

24.7

PHP PostgreSQL 'build_tablename' Function Denial of Service
Flaw (271047)

internal | potential | unauth

5.5.9

PHP 'exif_process_SOFn' Invalid Read Vulnerability (128706)
internal | potential | unauth

5.5.9

Apache HTTP Server HTTP Chunked Request Smuggling Attack
(126232)

internal | potential | unauth

2.4.7

PHP 'multipart_buffer_headers' Function Algorithmic Complexity
Vulnerability (272827)

internal | potential | unauth

5.5.9

PHP 'mget' Function Fileinfo Component Denial of Service
(273416)

internal | potential | unauth

5.5.9
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OpenSSH 'before 7.6' 'process_open function in sftp-server.c'
subcomponent Does not Properly Prevent Write Operationsin
Readonly Mode Vulnerability (296108)

internal | potential | unauth

6.6.1p1

Apache HTTP Server Response Splitting Vulnerability (288581)

internal | potential | unauth

24.7

Apache HTTP Server ' mod_log_config' Denial of Service (263002)

internal | potential | unauth

24.7

Apache HTTP Server 'mod_dav' Denial of Service (263007)

internal | potential | unauth

24.7

Apache HTTP Server 'mod_cache_socache' Out of Bound Read
Denial of Service Vulnerability (126242)

internal | potential | unauth

24.7

PHP wddx.c 'wddx_deserialize' NULL Pointer Dereference Denial
of Service Vulnerability (281192)

internal | potential | unauth

5.5.9

PHP var_unserializer.c 'object_commonl' Denial of Service
(284032)

internal | potential | unauth

559

PHP 'ext/ldap/ldap.c' Denial of Service Vulnerability (126962)

internal | potential | unauth

559

PHP wddx.c 'php_wddx_push_element' Denial of Service
(281202)

internal | potential | unauth
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5.5.9
PHP openssl.c Denial of Service (290992) 80 /tcp Medium
internal | potential | unauth http

5.5.9
Apache HTTP Server 'cache_merge_headers_out' Function Denial 80/ tcp Medium
of Service Vulnerability (126230) http
internal | potential | unauth

2.4.7
PHP "'mcopy' Function Fileinfo Component Denial of Service 80/ tcp Medium
(273417) http

internal | potential | unauth

5.5.9
PHP 'do_soap_call' Function Type Confusion Vulnerability 80/ tcp Medium
(272828) http
internal | potential | unauth

5.5.9
PHP Fileinfo Component Pascal String Denial of Service Flaw 80/ tcp Medium
(271045) http
internal | potential | unauth

5.5.9
PHP 'xmlrpc_decode()' Memory Over-Read Vulnerability (127912) 80/ tcp Medium
internal | potential | unauth http

5.5.9
PHP 'php_raw_url_encode' Denial of Service (277151) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP xsltprocessor.c 'xsl_ext_function_php' Denial of Service 80 /tcp Medium
During Principal Argument Loop (275420) http
internal | potential | unauth

5.5.9
PHP session.c Invalid Session Names Object Injection (281187) 80 /tcp Medium

internal | potential | unauth http
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5.5.9
PHP 'GetCode_' Function Crafted GIF Image Denial of Service 80 /tcp Medium
(271572) http

internal | potential | unauth

5.5.9
Ruby 'Oniguruma-mod' and PHP 'mbstring’ 80/ tcp Medium
forward_search_range Denial of Service (289404) http

internal | potential | unauth

5.5.9
PHP 'before 5.6.32, 7.x before 7.0.25, 7.1.x before 7.1.11' 80 /tcp Medium
Interpreter Information Leak Vulnerability (296552) http

internal | potential | unauth

5.5.9
OpenSSH User Enumeration Vulnerability (126863) 22 /tcp Medium
internal | potential | unauth ssh

6.6.1p1
OpenSSH kex.c and packet.c NULL Pointer Dereference Denial of 22/ tcp Medium
Service (299655) ssh

internal | potential | unauth

6.6.1pl
Apache HTTP Server 'httpd' URL Normalization Inconsistency 80 /tcp Medium
Vulnerability (128448) http
internal | potential | unauth

24.7
Apache HTTP "RequestHeader unset" Directive Bypass 80 /tcp Medium
Vulnerability (126217) http
internal | potential | unauth

24.7
PHP 'gd.c' Denial of Service Vulnerability (126992) 80 /tcp Medium
internal | potential | unauth http

5.5.9




PHP before 5.5.32, 5.6.x before 5.6.18, and 7.x before 7.0.3:
Metadata can be set by an attacker (900437)

internal | potential | unauth

559

Apache HTTP Server winnt_accept Function Denial of Service
(265505)

internal | potential | unauth

24.7

Apache HTTP Server 'mod_cgid' Module Denial of Service
(265538)

internal | potential | unauth

24.7

PHP 'wddx.c' PDORow String Denial of Service (283445)

internal | potential | unauth

5.5.9

PHP 'rename()' Sensitive Data Disclosure Vulnerability (128703)

internal | potential | unauth

5.5.9

Samba Server Memory Information Leak over SMB1 (126510)

internal | potential | unauth

4.3.11

PHP WSDL Injection Attack Vulnerability (127026)

internal | potential | unauth

5.5.9

OpenSSH Heap-Based Buffer Overflow Vulnerability (126642)

internal | potential | unauth

6.6.1p1

PHP 'ext/spl/spl_dllist.c' Denial of Service Vulnerability (127031)

internal | potential | unauth

5.5.9
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PHP 'ext/spl/spl_array.c' Denial of Service Vulnerability (127032) 80/tcp Medium
internal | potential | unauth http

5.5.9
OpenSSH Privilege Escalation Vulnerability (146711) 22 /tcp Medium
internal | potential | unauth ssh

6.6.1p1
Samba Unauthorized File Creation Vulnerability (131710) 139/ tcp Medium
internal | potential | unauth smb

4311
Apache HTTP Server 'mod_lua' Access Restriction Bypass 80 /tcp Medium
Vulnerability (269848) http
internal | potential | unauth

2.4.7
PHP cdf.c Integer Overflow Denial of Service (266029) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP JPEG Denial of Service Vulnerability (126958) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP 'exif_process_user_comment' Denial of Service (277618) 80 /tcp Medium
internal | potential | unauth http

5.5.9
Apache HTTP Server 'mod_userdir' CRLF Injection Vulnerability 80 /tcp Medium
(126838) http

internal | potential | unauth

24.7
PHP 'Bucket Brigade' Vulnerability (126955) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP gd_gif_in.c Crafted GIF Denial of Service (299341) 80 /tcp Medium

internal | potential | unauth http
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5.5.9
Apache HTTP Server 'deflate_in_filter' Function Denial of Service 80/ tcp Medium
(265521) http

internal | potential | unauth

24.7
PHP 'cdf_count_chain' Function Denial of Service (265272) 80 /tcp Medium
internal | potential | unauth http

5.5.9
PHP 'ZipArchive::extractTo' Function Directory Traversal 80/ tcp Medium
(276911) http

internal | potential | unauth

5.5.9
Apache HTTP Server 'mod_proxy' Cross-Site Scripting 80 /tcp Medium
Vulnerability (129590) http
internal | potential | unauth

247
Apache HTTP Server 'mod_proxy' Module Denial of Service 80/ tcp Medium
(265530) http
internal | potential | unauth

2.4.7
PHP gd_gif_in.c 'gdimageCreateFromGifCtx' Information 80 /tcp Medium
Disclosure (291957) http

internal | potential | unauth

5.5.9
PHP 'cdf_read_property_info' Function Denial of Service 80 /tcp Medium
(265277) http

internal | potential | unauth

5.5.9
PHP PHAR 404 Error Page Reflected Cross-Site Scripting (299348) 80/ tcp Medium
internal | potential | unauth http

5.5.9




PHP Fileinfo Component Denial of Service (265273)
internal | potential | unauth

5.5.9

PHP 'cdf_check_stream_offset' Function Denial of Service
(265280)

internal | potential | unauth

559

PHP 'ext/phar/phar_object.c' Cross-site Scripting Vulnerability
(126963)

internal | potential | unauth

5.5.9

Apache HTTP Server 'ap_some_auth_required' Function Remote
Access Restrictions Bypass Vulnerability (273795)

internal | potential | unauth

24.7

OpenSSH Account Enumeration Vulnerability (126640)

internal | potential | unauth

6.6.1p1

OpenSSH 'x11_open_helper' Function Access Restriction Bypass
(273896)

internal | potential | unauth

6.6.1p1

OpenSSH 'Observable Discrepancy' Man-in-the-Middle
Vulnerability (137503)

internal | potential | unauth

6.6.1p1

OpenSSH BLOWFISH Hashing User Enumeration (280859)

internal | potential | unauth

6.6.1p1

Samba 'LDAP' Server Denial of Service Vulnerability (126834)

internal | potential | unauth

4.3.11
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80 /tcp
http

80 /tcp
http

80/ tcp
http

80 /tcp
http

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 [tcp

ssh

139/ tcp

smb

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium




OpenSSH Information Disclosure Vulnerability (126643)
internal | potential | unauth

6.6.1p1

Samba 'LDAP' Search Denial of Service Vulnerability (126956)
internal | potential | unauth

4.3.11

Samba 'PAC' Checksum Denial of Service Vulnerability (126872)
internal | potential | unauth

4.3.11

Samba 'KDC' Denial of Service Vulnerability (127055)
internal | potential | unauth

4.3.11

Samba Confidential Attribute Values Disclosure Vulnerability
(126516)

internal | potential | unauth

4.3.11

OpenSSH 'stderr' Man-in-The-Middle Attack Vulnerability
(127850)

internal | potential | unauth

6.6.1p1

OpenSSH Missing Character Man-in-The-Middle Attack
Vulnerability (127849)

internal | potential | unauth

6.6.1p1

Samba 'dirsync' Denial of Service Vulnerability (131712)

internal | potential | unauth

4.3.11

Samba 'DNS' Denial of Service Vulnerability (131862)

internal | potential | unauth

4.3.11
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22 /tcp

ssh

139 /tcp

smb

139 /tcp

smb

139 /tcp

smb

139 /tcp

smb

22 [tcp

ssh

22 /tcp

ssh

139 /tcp

smb

139 /tcp

smb

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium




Samba Kerberos Impersonation Vulnerability (126871)
internal | potential | unauth

4.3.11

Insecure Crossdomain.xml Directives (104181)
internal | explicit | unauth

Path: /crossdomain.xml
Content:

<?xml version="1.0"?><cross-domain-policy><allow-access-from domain="*" /></cross-domain-policy>

PHP 'gdimageColorMatch' Buffer Overflow Vulnerability (127853)

internal | potential | unauth

559

NetBIOS Shares With Everyone/Full-Control Permissions (104589)

internal | explicit | unauth

NetBIOS Everyone Accessible Shares: cherlengue (READ/WRITE)

Apache HTTP Server mod_cluster Improper Input Validation
Vulnerability (126238)

internal | potential | unauth

2.4.7

OpenSSH Security Advisory (148395)

internal | potential | unauth

6.6.1pl

PHP PEAR_REST Arbitrary File Write Vulnerability (127016)

internal | potential | unauth

559

PHP '/tmp/phpglibccheck’ File Overwrite Vulnerability (127030)

internal | potential | unauth

559

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBV1 NTLM signatures are not required
SMBV2 NTLM signatures are not required
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139 /tcp

smb

80 /tcp
http

80 /tcp
http

139 /tcp

smb

80 /tcp
http

22 /[ tcp

ssh

80 /tcp
http

80 /tcp
http

139/ tcp

smb

Medium

Low

Low

Low

Low

Low

Low

Low

Low




OpenSSH scp Client Access Bypass Vulnerability (127848)

internal | potential | unauth

6.6.1p1

PHP 'ext/standard/info.c' Sensitive Information Disclosure
(127033)

internal | potential | unauth

559

OpenSSH Local Information Disclosure Vulnerability (126644)

internal | potential | unauth

6.6.1p1

OpenSSH 'sshd' Monitor Component Local Impersonation
Vulnerability (274384)

internal | potential | unauth

6.6.1p1

PHP 'PHP-FPM' Information Disclosure Vulnerability (126964)

internal | potential | unauth

5.5.9

PHP End of Life (112906)

internal | explicit | unauth

Version 5.5.9 of PHP has reached end-of-life status.

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

Content Security Policy Missing (148043)

internal | explicit | unauth

Missing Content Security Policy.

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Samba 4.3.11
Domain: WORKGROUP
0S: Windows 6.1

test-virtual-machine.internal.cloudapp.net
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22 /tcp Low

ssh

80/ tcp Low
http
22 [tcp Low
ssh
22 [tcp Low
ssh
80 /tcp Low
http
80 /tcp Low
http
139t
smb
80/tcp
http
139t
smb




IP: 10.27.34.83

Asset name: test-virtual-machine.internal.cloudapp.net
Operating system: Ubuntu Linux

Asset type: Server

Prepared for Demo Account - Confiden

Protocol
ssh
unknown
unknown
Authenticated Scan Status (0] DB CIs
Failure N/A Failure

Vulnerability Title Service(s)
Easily Guessable SSH Credentials (104120) 22 /tcp
internal | explicit | unauth ssh

successfully logged in with username: test, password: test
OpenSSH 'ssh-agent.c' Untrusted Search Path Vulnerability 22 /tcp
(283439) ssh
internal | potential | unauth

7.2p2
OpenSSH 'ssh/kex.c' Denial of Service Vulnerability (126638) 22 /tcp
internal | potential | unauth ssh

7.2p2
OpenSSH 'session.c' Local Security Bypass Vulnerability (126635) 22 /tcp
internal | potential | unauth ssh

7.2p2
OpenSSH Security Bypass Vulnerability (126647) 22 /tcp
internal | potential | unauth ssh

7.2p2
OpenSSH 'ssh-agent' Double Free Vulnerability (144213) 22 /tcp
internal | potential | unauth ssh

Service
22 /tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity

Critical

High

High

High

High

High




7.2p2

OpenSSH 'scp’' Command Evaluation Vulnerability (138013)

internal | potential | unauth

7.2p2

OpenSSH Privilege Escalation Vulnerability (126645)

internal | potential | unauth

7.2p2

OpenSSH scp Server Man-in-The-Middle Attack Vulnerability
(127851)

internal | potential | unauth

7.2p2

OpenSSH Sensitive Data Exposure Vulnerability (146710)

internal | potential | unauth

7.2p2

OpenSSH 'auth-gss2.c' User Detection Vulnerability (126832)

internal | potential | unauth

7.2p2

OpenSSH kex.c and packet.c NULL Pointer Dereference Denial of
Service (299655)

internal | potential | unauth

openssh 7.2 p2

OpenSSH 'before 7.6' 'process_open function in sftp-server.c'
subcomponent Does not Properly Prevent Write Operationsin
Readonly Mode Vulnerability (296108)

internal | potential | unauth

openssh 7.2 p2

OpenSSH User Enumeration Vulnerability (126863)

internal | potential | unauth

7.2p2

OpenSSH Privilege Escalation Vulnerability (146711)

internal | potential | unauth
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22 /[ tcp

ssh

22 [tcp

ssh

22 /[ tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /[ tcp

ssh

22 /[ tcp

ssh

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium




7.2p2

OpenSSH Account Enumeration Vulnerability (126640)

internal | potential | unauth

7.2p2

OpenSSH 'Observable Discrepancy' Man-in-the-Middle
Vulnerability (137503)

internal | potential | unauth

7.2p2

OpenSSH BLOWFISH Hashing User Enumeration (280859)

internal | potential | unauth

openssh 7.2 p2

OpenSSH 'stderr' Man-in-The-Middle Attack Vulnerability
(127850)

internal | potential | unauth

7.2p2

OpenSSH Missing Character Man-in-The-Middle Attack
Vulnerability (127849)

internal | potential | unauth

7.2p2

OpenSSH Security Advisory (148395)

internal | potential | unauth

7.2p2

OpenSSH scp Client Access Bypass Vulnerability (127848)

internal | potential | unauth

7.2p2

OpenSSH Local Information Disclosure Vulnerability (126644)

internal | potential | unauth

7.2p2

demo.testfire.net

IP:65.61.137.117
Asset name: demo.testfire.net
Operating system: unknown
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22 /[ tcp

ssh

22 /[ tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 [tcp

ssh

22 /[ tcp

ssh

22 /[ tcp

ssh

Medium

Medium

Medium

Medium

Medium

Low

Low

Low




Asset type: Server

Protocol
http

http
unknown

unknown

Authenticated Scan Status 0s DB

N/A N/A

Vulnerability Title

HTTP Easily Guessable Credentials (104433)

external | explicit | unauth

Authentication Successful In Forms:
demo.testfire.net:8080:

/login.jsp : login:

admin:admin

Slowloris Resource Depletion And Denial Of Service (104012)

external | explicit | unauth

The webserver appears to be vulnerable to a resource exhaustion attack.

Web Server Uses Unencrypted/Plaintext Form Password Fields
(103980)

external | explicit | unauth

Password forms post to non-ssl:
demo.testfire.net:8080:
/login.jsp : login

Web Server Directory Structure Disclosure (104434)

external | recon | unauth

Internal File Structure Disclosed:
demo.testfire.net:8080:

Error response from /feedback.jsp:
L:\backup\website\oldfiles ---

192.168.67.3
IP: 192.168.67.3

CIs

N/A
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Service(s)

8080/ tcp
http

8080/ tcp
http

8080/ tcp
http

8080/ tcp
http

Service
80/ tcp
8080/ tcp
N/A /[ tcp

N/A /icmp

Threatscan

N/A

Severity

Medium

Low

Trivial




Asset name: 192.168.67.3
Operating system: Debian 9 Linux
Asset type: Server

Protocol
ssh

http
unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: user, password: user

Phpinfo.php System Information Disclosure (100403)

internal | explicit | unauth

[Large data section omitted]

HTTP Host Header Value Reflection (128596)

internal | explicit | unauth

/manual : an't connect to vm.frontline.cloud:80 (Bad hostnam

Apache Manual Page Information Leak (103390)

internal | explicit | unauth

Apache 2.4 documentation page detected.

Debian End of Life (134009)

internal | explicit | unauth

Debian 9.0 has reached end-of-life status.

Content Security Policy Missing (148043)

internal | explicit | unauth

Prepared for Demo Account - Confiden

CIs

Failure

Service(s)

22 /tcp

ssh

80 /tcp
http

80 /tcp
http

80 /tcp
http

22 /tcp

ssh

80 /tcp
http

Service
22 /tcp
80 /tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity

Critical

Low

Low

Low

Low

Trivial
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Missing Content Security Policy.

Web Server Default Error Page Detected (128223) 80 /tcp

internal | explicit | unauth http

[Large data section omitted]

Asset Comments and Notes

Comment | Sohail Moiz (sohail.moiz@helpsystems.com) | Tuesday, Oct. 25,2022 1:10 PM CDT
example 2

Comment | Sohail Moiz (sohail.moiz@helpsystems.com) | Tuesday, Oct. 25,2022 1:09 PM CDT
example

152.168.67.52 IR

IP:192.168.67.52

Asset name: 192.168.67.52
Operating system: Debian 9 Linux
Asset type: Server

Protocol Service
ssh 22 /tcp
unknown N/A [ tcp
unknown N/A /icmp
Authenticated Scan Status (0} DB Cis Threatscan
N/A N/A Failure N/A
Vulnerability Title Service(s) Severity
Easily Guessable SSH Credentials (104120) 22/ tcp
internal | explicit | unauth ssh

successfully logged in with username: user, password: user

Debian End of Life (134009) 22 [tep Low

internal | explicit | unauth ssh

Debian 9.0 has reached end-of-life status.
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Asset Comments and Notes

Comment | Sohail Moiz (sohail.moiz@helpsystems.com) | Tuesday, Oct. 25,2022 1:09 PM CDT
example

Hidden Note | Sohail Moiz (sohail.moiz@helpsystems.com) | Monday, July 18,2022 10:48 AM CDT
Test

152.168.67.52 IR

IP: 192.168.67.52

Asset name: 192.168.67.52
Operating system: Debian 9 Linux
Asset type: Server

Protocol Service
ssh 22 /tcp
unknown N/A /[ tcp
unknown N/A /icmp
Authenticated Scan Status 0s DB CIS Threatscan
N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
Easily Guessable SSH Credentials (104120) 22 /tcp
internal | explicit | unauth ssh

successfully logged in with username: user, password: user

Debian End of Life (134009) 22 [tep Low

internal | explicit | unauth ssh

Debian 9.0 has reached end-of-life status.

IP: 192.168.67.53

Asset name: COMPUTER

Operating system: Windows Server 2008
Asset type: Server

Protocol Service
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msrpc

netbios-ns
smb
unknown

unknown

Authenticated Scan Status (0} DB Cis

Failure N/A Failure

Vulnerability Title Service(s)

MS09-050 Microsoft Windows SMB2 Command Execution 445 [ tcp
Vulnerabilities (Network Check) (104045) smb

internal | explicit | unauth

MS09-050

MS17-010: SMB Remote Code Execution Vulnerability (Network 445 [ tcp
Check) (122051) smb

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 2505 02 00 c0 88 01 44 00 10 00 00 .SMB%......D....
00 00 00 00 00 00 00 00 05 b0 06 00 02 884612 .............. F.
000000...

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST
11/18 - Patch Applied

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26,2020 10:00 AM CDT
remediated on 5/24

Microsoft Windows Server 2008 End of Life (131869)

internal | explicit | unauth

N/A [ tcp

unknown

Support has ended for Windows Server 2008. This host should be immediately upgraded.

MS10-012 Vulnerabilities In SMB Server Allow Remote Code 445 [ tcp
Execution (Network Check) (104133) smb

internal | explicit | unauth

MS10-012 Weak NTLM Session Key Detected: (1085552fd5fb5b11)

135/ tcp
137 /udp
445 [ tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity

Critical

Medium
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MS11-020: SMB Transaction Parsing Vulnerability (Network 445 [ tcp Medium
Check) (104422) smb
internal | explicit | unauth

ms11-020
SMB Security Signatures Not Required (104188) 445 [ tcp Low
internal | explicit | unauth smb

SMBvV1 NTLM signatures are not required

Microsoft Windows Service Pack Outdated (104065) 445 [ tcp Low

internal | explicit | unauth smb

Windows 2008 Service Pack 2 is not installed

SMB Null Session Authentication (101373) 445 [ tcp Trivial

internal | recon | unauth smb

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092) 445 [ tcp Trivial

internal | recon | unauth smb

LAN Manager: Windows Server (R) 2008 Standard without Hyper-V 6.0
Domain: WORKGROUP
0S: Windows Server (R) 2008 Standard without Hyper-V 6001 Service Pack 1

192.168.67.54

IP: 192.168.67.54

Asset name: 192.168.67.54
Operating system: Ubuntu Linux
Asset type: Server

Protocol Service

ssh 22 /tcp
http 80/ tcp
unknown N/A /[ tcp
unknown N/A /icmp
Authenticated Scan Status (0] DB CIs Threatscan

N/A N/A Failure N/A




Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: admin, password: admin

Content Security Policy Missing (148043)

internal | explicit | unauth

Missing Content Security Policy.

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

BUFF-HEARTBLEED
IP: 192.168.67.55

Asset name: BUFF-HEARTBLEED
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

dns

dns

http

pop3

netbios-ns

smb

imap

http (ssl)

imap (ssl)

pop3 (ssl)

Prepared for Demo Account - Confiden

Service(s) Severity
22/tcp
ssh

80/ tcp

http

80/ tcp

http

Service
22 [ tcp
53 /tcp
53 /udp
80/ tcp
110/ tcp
137 /udp
139 /tcp
143 / tcp
443 [ tcp

993 /tcp

995/ tcp
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jdwp 8000/ tcp
http 8080/ tcp
unknown N/A /[ tcp
unknown N/A /icmp
Authenticated Scan Status 0s DB CIS Threatscan

N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 993/ tcp
internal | explicit | unauth imap (ssl)

[Large data section omitted]

Comment | Robert Mercier (788 robert.mercier@digitaldefense.com) | Saturday, March 9, 2019 9:16 PM CST

Will fix 1-3-19
SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 110/ tcp
internal | explicit | unauth pop3

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 995/ tcp

internal | explicit | unauth pop3 (ssl)

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 143 /tcp

internal | explicit | unauth imap

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 443 /tcp

internal | explicit | unauth http (ssl)

[Large data section omitted]

NetBIOS Shares Accessible (100870) 139/ tcp Medium

internal | explicit | unauth smb

NetBIOS Accessible Shares: myshare (READ/WRITE)
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Java Debugging Port Accessible (104527) 8000/ tcp Medium

internal | explicit | unauth jdwp

Java Debug Wire Protocol (Reference Implementation) version 1.6
JVM Debug Interface version 1.2
JVM version 1.6.0_27 (OpenJDK Client VM, mixed mode, sharing)1.6.0_270penJDK Client VM

SMB Writeable Directories (104477) 139/ tcp Medium

internal | explicit | unauth smb

Writeable Directories
Share name 'myshare':

\

Web Server Directory Indexing Enabled (101049) 80/ tcp Low

internal | explicit | unauth http

Directory Indexing Enabled:
192.168.67.55:80:

/keys
SSL Connection: Server Appears Vulnerable to ChangeCipherSpec 443 /tcp Low
Injection (115134) http (ssl)

internal | explicit | unauth

Host does not reject early change cipher spec using TLSv1.1
Host does not reject early change cipher spec using TLSv1
Host does not reject early change cipher spec using SSLv3

SSL Connection: Server Appears Vulnerable to ChangeCipherSpec 993 /tcp Low
Injection (115134) imap (ssl)

internal | explicit | unauth

Host does not reject early change cipher spec using TLSv1.2
Host does not reject early change cipher spec using TLSv1.1
Host does not reject early change cipher spec using TLSv1
Host does not reject early change cipher spec using SSLv3

Slowloris Resource Depletion And Denial Of Service (117854) 8080/ tcp Low
internal | explicit | unauth http

The webserver appears to be vulnerable to a resource exhaustion attack.

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 110/ tcp Low
(119343) pop3

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 993 /tcp Low
(119343) imap (ssl)

internal | explicit | unauth
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[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 995/ tcp
(119343) pop3 (ssl)

internal | explicit | unauth

[Large data section omitted]

!

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 143/ tcp Lo
(119343) imap

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 443 [ tcp Low
(119343) http (ssl)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: RSA Export Grade Cipher FREAK Vulnerability 443 [ tcp Low
(117845) http (ssl)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: TLS Diffie-Hellman Export Cipher Downgrade 443 [ tcp Low
Logjam Vulnerability (117846) http (ssl)

internal | explicit | unauth

EXP-EDH-RSA-DES-CBC-SHA - TLSv1
EXP-EDH-RSA-DES-CBC-SHA - TLSv11
EXP-EDH-RSA-DES-CBC-SHA - TLSv12

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability 443 [ tcp Low
(117843) http (ssl)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2
Server allows a client to connect with the lower protocol: TLSv1.1

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability 993 /tcp Low
(117843) imap (ssl)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2
Server allows a client to connect with the lower protocol: TLSv1.1

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability 995/ tcp Low
(117843) pop3 (ssl)

internal | explicit | unauth
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This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2
Server allows a client to connect with the lower protocol: TLSv1.1

SMB Security Signatures Not Required (104188) 139/ tcp

internal | explicit | unauth smb

SMBv1 NTLM signatures are not required

ISC BIND End Of Life (123915) 53 /tcp ow

internal | explicit | unauth dns

I

ISC Bind version 9.8.1 has surpassed its EOL date.

Product Has Reached End-of-Life Status (104220) 80 /tcp ow

internal | explicit | unauth http

I

Version 2.2.22 of the Apache Web Server has reached end-of-life status.

PHP End of Life (112906) 80/tcp Low

internal | explicit | unauth http

Version 5.3.10 of PHP has reached end-of-life status.

Apache Tomcat End of Life (113012) 8080 / tcp Low

internal | explicit | unauth http

Apache Tomcat 6.0.35 has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440) 110/ tcp Low

internal | explicit | unauth pop3

Server supports SSL version 3

SSL Connection: SSL Version 3 Enabled (128440) 143 [ tcp Low

internal | explicit | unauth imap

Server supports SSL version 3

SSL Connection: SSL Version 3 Enabled (128440) 443 [ tcp ow

internal | explicit | unauth http (ssl)

I

Server supports SSL version 3

SSL Connection: SSL Version 3 Enabled (128440) 993 /tcp Low

internal | explicit | unauth imap (ssl)

Server supports SSL version 3

ISC BIND End Of Life (123915) 53 /udp Low

internal | explicit | unauth dns




ISC Bind version 9.8.1 has surpassed its EOL date.

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

Product Has Reached End-of-Life Status (104220)

internal | explicit | unauth

Version 2.2.22 of the Apache Web Server has reached end-of-life status.

PHP End of Life (112906)

internal | explicit | unauth

Version 5.3.10 of PHP has reached end-of-life status.

Samba End of Life (117557)

internal | explicit | unauth

Samba 3.6.3 has reached end-of-life status.

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth
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995/ tcp
pop3 (ssl)

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

139 /tcp

smb

110/ tcp
pop3

995/ tcp
pop3 (ssl)

143 / tcp

imap

443 [ tcp
http (ssl)

139/ tcp

smb

993 /tcp

imap (ssl)

—
=

(0]

I

ow

Low

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

Prepared for Demo Account - Confiden

993 /tcp

imap (ssl)

993 /tcp

imap (ssl)

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

143 / tcp

imap

143 / tcp

imap

995/ tcp
pop3 (ssl)

995/ tcp
pop3 (ssl)

110/ tcp
pop3

110/ tcp
pop3

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: TLS Compression Enabled (112280)

internal | explicit | unauth

TLS Supports DEFLATE compression

SSL Certificate: Chain Contains Weak RSA Keys (104022)

internal | explicit | unauth

Inadequate Certificate Key Size: 1024

SSL Connection: TLS Compression Enabled (112280)

internal | explicit | unauth

TLS Supports DEFLATE compression

Prepared for Demo Account - Confiden

993 /tcp

imap (ssl)

443 [ tcp
http (ssl)

143 / tcp

imap

995/ tcp
pop3 (ssl)

110/ tcp
pop3

995/ tcp
pop3 (ssl)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

Trivial

YE]

Trivial

Trivial

Trivial

YE]

YE]

YE]




SSL Connection: Anonymous (non-authenticated) Key-Agreement
Protocols Permitted (122162)

internal | explicit | unauth

[Large data section omitted]

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

SSL Certificate: Expired Certificate Date (103615)

internal | explicit | unauth

Date Appears Invalid: Jun 20 17:48:02 2013 GMT to Jun 20 17:48:02 2014 GMT

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Samba 3.6.3
Domain: WORKGROUP
0OS: Unix

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

Default Apache Tomcat Webpage Detected (117554)

internal | recon | unauth

Default Apache Tomcat 6 webpage detected

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Prepared for Demo Account - Confiden

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

443 [ tcp
http (ssl)

139/ tcp

smb

80 /tcp
http

8080/ tcp
http

110/ tcp
pop3

995/ tcp
pop3 (ssl)

143/ tcp

imap

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




Server supports TLS version 1.0

SSL Connection: Weak Ciphers Enabled (103617)

internal | explicit | unauth

[Large data section omitted]

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

UBUNTU
IP: 192.168.67.55

Asset name: UBUNTU
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

dns

dns

http

pop3

netbios-ns

smb

imap

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Prepared for Demo Account - Confiden

443/ tep

http (ssl)

443/ tep

http (ssl)

Service
22 [ tcp
53 /tcp
53 /udp
80/ tcp
110/ tcp
137 /udp
139 /tcp
143 / tcp
N/A [ tcp

N/A /icmp

Threatscan

Failure N/A

Service(s) Severity




Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: user, password: user

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBV1 NTLM signatures are not required
SMBv2 NTLM signatures are not required

Phpinfo.php System Information Disclosure (100403)

internal | explicit | unauth

[Large data section omitted]

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

Content Security Policy Missing (148043)

internal | explicit | unauth

Missing Content Security Policy.

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Samba 4.3.8-Ubuntu
Domain: WORKGROUP
0S: Windows 6.1

UBUNTU-4-1320-1

IP: 192.168.67.58

Asset name: UBUNTU-4-1320-1
Operating system: Ubuntu Linux
Asset type: Server

Protocol
ftp

ssh

Prepared for Demo Account - Confiden

22 /tcp

ssh

139 /tcp

smb

80/ tcp
http

139/ tcp

smb

80/ tcp
http

80/ tcp
http

139/ tcp

smb

Critical

Low

Low

Trivial

Trivial

Trivial

Trivial

Service

21 /tcp

22 /tcp




Prepared for Demo Account - Confiden

telnet 23 /tcp
smtp 25/ tcp
http 80 /tcp
netbios-ns 137 /udp
smb 139 /tcp
snmp 161/ udp
http (ssl) 443 [ tcp
mysql 3306/ tcp
postgresgl (ssl) 5432 / tcp
unknown N/A /[ tcp
unknown N/A /icmp
Authenticated Scan Status 0os DB CIs Threatscan

N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
Emerson Avocent Default SSH Credentials (118921) 22 /tcp
internal | explicit | unauth ssh

logged in with default credentials admin/avocent

SSH Accepts Any Login (104178) 22 /tcp Medium

internal | explicit | unauth ssh

logged in with guest/guest
ssh server appears to accept *ANY* login

NetBIOS Shares Accessible (100870) 139 /tcp Medium

internal | explicit | unauth smb

NetBIOS Shares: dbfolder-serverlist, Home, uk-comp-classified, hs-engg-docs, sj-comp-employee-info, sj-comp-prod, pg-
comp-itoperations, surfacepro, Public, ny-hr-comp, sj-comp-sales-prov, sncfile-server, sj-comp-print, homes, nyserver-
finance, pg-comp-designing-repository, hs-comp-memory, to-comp-finance-olpghs, to-comp-vlan-info, sj-comp-
helpdesk-support, sj-comp-dev, hrdbfolder, sj-comp-medicals

SNMP Default Communities (100149) 161 /udp Medium

internal | explicit | unauth snmp




public

SMB Writeable Directories (104477)

internal | explicit | unauth

Writeable Directories
Share name 'Home":

\

Share name 'Public':

\

NetBIOS Shares With Everyone/Full-Control Permissions (104589)

internal | explicit | unauth

NetBIOS Everyone Accessible Shares: Home (READ/WRITE), Public (READ/WRITE)

OpenSSL AES-NI CBC Padding Oracle Attack (119367)

internal | explicit | unauth

server accepts bad padding

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

Vulnerable to Bar Mitzvah attack.

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-SHA - SSLv3

RC4-SHA - TLSv1

RC4-SHA - TLSv1.1

RC4-SHA - TLSv1.2

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: RSA Export Grade Cipher FREAK Vulnerability
(117845)

internal | explicit | unauth

[Large data section omitted]

Prepared for Demo Account - Confiden

139 /tcp

smb

139 /tcp

smb

443 [ tcp
http (ssl)

25/ tcp

smtp

5432 / tcp
postgresql (ssl)

443 [ tcp

http (ssl)

25/ tcp

smtp

Medium

Low

Low

Low

Low

Low




SSL Connection: TLS Diffie-Hellman Export Cipher Downgrade

Logjam Vulnerability (117846)

internal | explicit | unauth

EXP-EDH-RSA-DES-CBC-SHA - TLSv1
EXP-EDH-RSA-DES-CBC-SHA - TLSv11
EXP-EDH-RSA-DES-CBC-SHA - TLSv12

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability

(117843)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2
Server allows a client to connect with the lower protocol: TLSv1.1

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBv1 NTLM signatures are not required
SMBV2 NTLM signatures are not required

PHP End of Life (112906)

internal | explicit | unauth

Version 5.5.3 of PHP has reached end-of-life status.

Anonymous FTP Enabled (101362)

internal | explicit | unauth

anonymous

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

Ubuntu End of Life (117365)

internal | explicit | unauth

Ubuntu 13.10 has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

SMTP Server EXPN/VRFY (100876)

internal | explicit | unauth

VRFY root: 252 2.0.0 root

Prepared for Demo Account - Confiden

25/ tcp

smtp

443 [ tcp
http (ssl)

139 /tcp

smb

443 [ tcp
http (ssl)

21 /tcp
ftp

25/ tcp

smtp

N/A [ tcp

unknown

443 [ tcp
http (ssl)

25/ tcp

smtp

Low

Low

Low

I

ow

Low

-
=

(0]

I

ow

Low

Low




SMB User Enumeration (113348)
internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

PHP End of Life (112906)

internal | explicit | unauth

Version 5.5.3 of PHP has reached end-of-life status.

Samba End of Life (117557)

internal | explicit | unauth

Samba 3.6.18 has reached end-of-life status.

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-SHA - SSLv3

RC4-SHA - TLSv1

RC4-SHA - TLSv1.1

RC4-SHA - TLSv1.2

Prepared for Demo Account - Confiden

139 /tcp

smb

5432 / tcp
postgresql (ssl)

80 /tcp
http

139 /tcp

smb

139 /tcp

smb

5432 / tcp
postgresql (ssl)

25/ tcp

smtp

443 [ tcp
http (ssl)

5432 / tcp
postgresql (ssl)

Low

Low

Low

Low

Trivial

Trivial

Trivial

Trivial

Trivial




SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth
Weak Signature Algorithm: SHA-1

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

Prepared for Demo Account - Confiden

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

25/ tcp

smtp

25/ tcp

smtp

5432 / tcp
postgresql (ssl)

5432 / tcp
postgresql (ssl)

25/ tcp

smtp

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




SSL Connection: Weak Ciphers Enabled (103617)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Outdated Version (104020)

internal | explicit | unauth

Outdated SSL Certificate Version: 1

TLS Connection: TLS Version 1.0 Enabled (125641)
internal | explicit | unauth

Server supports TLS version 1.0

SSL Connection: Anonymous (non-authenticated) Key-Agreement

Protocols Permitted (122162)

internal | explicit | unauth

[Large data section omitted]

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Samba 3.6.18
Domain: WORKGROUP
0OS: Unix

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

WINXP-ORACLE
IP: 192.168.67.62

Asset name: WINXP-ORACLE
Operating system: Windows XP
Asset type: Client

Protocol

telnet

http

netbios-ns

smb

Prepared for Demo Account - Confiden

25/t

smtp

443/ tcp

http (ssl)

25/t

smtp

25/t

smtp

139/ tep

smb

5432  tep

postgresql (ssl)

Service
23 /tcp
80/ tcp

137 /udp

445 [ tcp




msrdp

vnc
unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

MS08-067 Microsoft Windows Server Service Stack Overflow
(Network Check) (103802)

internal | explicit | unauth

MS08-067

MS19-MAY: Microsoft RDP 'BlueKeep' Unauthenticated Remote
Code Execution (Network Check) (128831)

internal | explicit | unauth

Target asset is missing the patch for CVE-2019-0708:
0300000902f0802180....... L

MS17-010: SMB Remote Code Execution Vulnerability (Network
Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 2505 02 00 c0 88 01 44 00 10 00 00 .SMB%......D....
00 00 00 00 00 00000001 0806000118060d.............
000000...

Prepared for Demo Account - Confiden

Service(s)

445 [ tcp

smb

3389 /tcp

msrdp

445 [ tcp

smb

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST

11/18 - Patch Applied

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26,2020 10:00 AM CDT

remediated on 5/24

Easily Guessable Telnet Credentials (111915)

internal | explicit | unauth

[Large data section omitted]

23 /tcp

telnet

3389 /tcp
5900/ tcp
N/A /[ tcp

N/A /icmp

Threatscan

N/A

Severity




Prepared for Demo Account - Confiden

MS12-020 Remote Desktop Protocol Use-After-Free Vulnerability 3389 /tcp
(Network Check) (104735) msrdp

internal | explicit | unauth

Vulnerable to MS12-020:

0300000f02f0803e00000303ed03ed ... >

Web Server Directory Traversal (100905) 80/ tcp High

internal | explicit | unauth http

[Large data section omitted]

Apache Win32 Directory Traversal (101929) 80 /tcp High

internal | explicit | unauth http

[Large data section omitted]

Apache Chunked Encoding Buffer Overflow (101470) 80/ tcp High

internal | explicit | unauth http

Apache chunked encoding buffer overflow

Microsoft Windows XP End of Life (113789) N/A [ tcp High

internal | explicit | unauth unknown

Support has ended for Windows XP. This host should be immediately upgraded.

MS09-001 SMB Remote Code Execution (Network Check) (103879) 445 /tcp Medium
internal | explicit | unauth smb

MS09-001
MS10-012 Vulnerabilities In SMB Server Allow Remote Code 445 [ tcp Medium
Execution (Network Check) (104133) smb

internal | explicit | unauth

MS10-012 Weak NTLM Session Key Detected: (bdc80fae22b7cf64)

Web Server Directory Indexing Enabled (101049) 80 /tcp Low

internal | explicit | unauth http

Directory Indexing Enabled:
192.168.67.62:80:

/icons
MS09-048 Microsoft Windows TCP/IP Remote Code Execution 445 [ tcp Low
Vulnerabilities (104048) smb

internal | explicit | unauth

MS09-048: TCP/IP DoS Detected




Apache Range Header Denial Of Service (117860)
internal | explicit | unauth

Webserver returned: 206 Partial Content

Webserver Expect Header Allows Cross-Site Scripting (104910)

internal | explicit | unauth

[Large data section omitted]

VNC Weak Password Encryption (101410)

internal | explicit | unauth

VNC Authentication security type supported

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBV1 NTLM signatures are not required

HTTP Host Header Value Reflection (128596)
internal | explicit | unauth

/cgi-bin/ : <A HREF="/">vm.frontline.cloud</A>
/error/ : <A HREF="/">vm.frontline.cloud</A>

Product Has Reached End-of-Life Status (104220)

internal | explicit | unauth

Version 2.0.35 of the Apache Web Server has reached end-of-life status.

Apache Manual Page Information Leak (103390)

internal | explicit | unauth

Apache 2.0 documentation page detected.

Apache Default Start Page (103388)

internal | recon | unauth

Unconfigured Apache server detected

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

Remote Desktop Protocol Allows Man in the Middle (117858)

internal | explicit | unauth

rdp5 server does not require ssl and is vulnerable to mitm attack (CVE-2005-1794)

Prepared for Demo Account - Confiden

80 /tcp
http

80 /tcp
http

5900/ tcp

vnc

445 [ tcp

smb

80 /tcp
http
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http

80 /tcp
http
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445 [ tcp

smb

3389/ tcp
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Trivial
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HTTP TRACE/TRACK Method Enabled (117856)

internal | explicit | unauth

Not Applicable

Microsoft RDP Network Level Authentication Disabled (128925)

internal | recon | unauth

NLA not enabled on target asset

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Windows 2000 LAN Manager
Domain: WORKGROUP
0S: Windows 5.1

Bobby's Computer
IP: 192.168.67.66

Asset name: Bobby's Computer
Operating system: Debian 9 Linux
Asset type: Server

Protocol

ssh

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: user, password: user

Debian End of Life (134009)

internal | explicit | unauth

Debian 9.0 has reached end-of-life status.

Prepared for Demo Account - Confiden

80/ tcp

http

msrdp

445/ tcp

smb

Service
22 /tcp
N/A [ tcp
N/A /icmp
Cis Threatscan
Failure N/A
Service(s) Severity
22/tep
ssh
22 [tep Low
ssh




192.168.67.66

IP: 192.168.67.66
Asset name: 192.168.67.66
Operating system: Debian 9 Linux
Asset type: Server

Protocol

ssh

iax2

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: user, password: user

Debian End of Life (134009)

internal | explicit | unauth

Debian 9.0 has reached end-of-life status.

192.168.67.68
IP: 192.168.67.68

Asset name: 192.168.67.68
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

http

unknown

CIs

N/A

Prepared for Demo Account - Confiden

Service(s)

22 /tcp

ssh

22 /tcp

ssh

Service

22 /tcp
4569 / udp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity

Service
22 /tcp

80 /tcp

N/A [ tcp




unknown

Authenticated Scan Status 0s DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: password

Content Security Policy Missing (148043)
internal | explicit | unauth

Missing Content Security Policy.

Web Server Default Error Page Detected (128223)
internal | explicit | unauth

[Large data section omitted]

192.168.67.69
IP: 192.168.67.69

Asset name: 192.168.67.69
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

telnet

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Prepared for Demo Account - Confiden

N/A /icmp
Threatscan
Failure N/A
Service(s) Severity
22/tcp

ssh

80/ tcp

http

80/ tcp

http

Service
22 /tcp
23 /tcp
N/A / tcp

N/A /icmp

Threatscan

Failure N/A

Service(s) Severity




Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

Prepared for Demo Account - Confiden

22 /tcp

ssh

successfully logged in with username: admin, password: admin

Unix Server Common Password (100151)

internal | explicit | unauth

[Large data section omitted]

WIN7TWSUS
IP:192.168.67.72

Asset name: WIN7TWSUS
Operating system: Windows 7 Enterprise
Asset type: Client

Protocol

msrpc

netbios-ns

smb

unknown

unknown

Authenticated Scan Status (0}

N/A

Vulnerability Title

MS17-010: SMB Remote Code Execution Vulnerability (Network

Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

23 /tcp

telnet

DB CIs

N/A N/A

Service(s)

445 [ tcp

smb

ff534d 42250502 00 c0 8801 44 00 10 00 00 .SMB%......D....

00 00 00 00 00 00 00 00 00 08 06 00 00 08 06 0d

000000...

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST
11/18 - Patch Applied

Service
135/ tcp
137 /udp
445 [ tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity




Prepared for Demo Account - Confiden

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26, 2020 10:00 AM CDT
remediated on 5/24

Microsoft Windows 7 End of Life (131864) N/A / tcp

internal | explicit | unauth unknown

Support has ended for Windows 7. This host should be immediately upgraded.

internal | explicit | unauth smb

SMBv1 NTLM signatures are not required

SMB Security Signatures Not Required (104188) 445 [ tcp
SMBV2 NTLM signatures are not required

SMB Null Session Authentication (101373) 445 [ tcp

internal | recon | unauth smb

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092) 445 [ tcp

internal | recon | unauth smb

LAN Manager: Windows 7 Enterprise 6.1
Domain: SR
0OS: Windows 7 Enterprise 7601 Service Pack 1

Asset Comments and Notes

Analyst Comment | Paris Stone (paris.stone@digitaldefense.com) | Thursday, March 29, 2018 8:59 AM CDT
Jim has to remediate this.

192.168.61.50 I

IP:192.168.67.80

Asset name: 192.168.67.80
Operating system: Ubuntu Linux
Asset type: Server

Protocol Service

ssh 22 /tcp
http 80/ tcp
unknown N/A /[ tcp
unknown N/A /icmp

Authenticated Scan Status (0} DB Cis Threatscan




N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: root

Phpinfo.php System Information Disclosure (100403)
internal | explicit | unauth

[Large data section omitted]

Web Server Default Error Page Detected (128223)
internal | explicit | unauth

[Large data section omitted]

COMPUTER
IP:192.168.67.81

Asset name: COMPUTER
Operating system: Windows Server 2008
Asset type: Server

Protocol

msrpc

netbios-ns

smb

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

N/A

CIs

N/A

Prepared for Demo Account - Confiden

N/A
Service(s) Severity
22/tcp
ssh
80/ tcp Low
http

80/ tcp

http

Service
135/ tcp
137 /udp
445 [ tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Service(s) Severity




MS09-050 Microsoft Windows SMB2 Command Execution
Vulnerabilities (Network Check) (104045)

internal | explicit | unauth

MS09-050

MS17-010: SMB Remote Code Execution Vulnerability (Network
Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 2505 02 00 c0 88 01 44 00 10 00 00 .SMB%......D....
0000000000000000051806000210060d ................
000000...

Prepared for Demo Account - Confiden

445 [ tcp

smb

445 [ tcp

smb

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST

11/18 - Patch Applied

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26,2020 10:00 AM CDT

remediated on 5/24

Microsoft Windows Server 2008 End of Life (131869)

internal | explicit | unauth

N/A [ tcp

unknown

Support has ended for Windows Server 2008. This host should be immediately upgraded.

MS10-012 Vulnerabilities In SMB Server Allow Remote Code
Execution (Network Check) (104133)

internal | explicit | unauth

MS10-012 Weak NTLM Session Key Detected: (c5551¢58c6b55303)

MS11-020: SMB Transaction Parsing Vulnerability (Network
Check) (104422)

internal | explicit | unauth

ms11-020

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBvV1 NTLM signatures are not required

Microsoft Windows Service Pack Outdated (104065)

internal | explicit | unauth

Windows 2008 Service Pack 2 is not installed

445 [ tcp

smb

445 [ tcp

smb

445 [ tcp

smb

445 [ tcp

smb

Critical

Medium

Medium

Low




SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Windows Server (R) 2008 Standard without Hyper-V 6.0
Domain: WORKGROUP
0S: Windows Server (R) 2008 Standard without Hyper-V 6001 Service Pack 1

UBUNTU-4-1320-1
IP:192.168.67.89

Asset name: UBUNTU-4-1320-1
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ftp

ssh

telnet

smtp

http

netbios-ns

smb

snmp

http (ssl)

mysql

postgresql (ssl)

unknown

unknown

Authenticated Scan Status (0} DB

Prepared for Demo Account - Confiden

445/ tcp

smb

445/ tcp

smb

Service
21 /tcp
22 [ tcp
23 /tcp
25/ tcp
80/ tcp
137 /udp
139 /tcp
161 /udp
443 [ tcp
3306/ tcp
5432 / tcp
N/A /[ tcp

N/A /icmp

Threatscan
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N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
Emerson Avocent Default SSH Credentials (118921) 22 /tcp
internal | explicit | unauth ssh

logged in with default credentials admin/avocent

SSH Accepts Any Login (104178) 22 [tcp Medium

internal | explicit | unauth ssh

logged in with user/user
ssh server appears to accept *ANY* login

NetBIOS Shares Accessible (100870) 139 /tcp Medium

internal | explicit | unauth smb

NetBIOS Shares: ny-hr-comp, sj-comp-medicals, Public, uk-comp-classified, pg-comp-designing-repository, surfacepro,
dbfolder-serverlist, sj-comp-dev, sncfile-server, to-comp-vlan-info, nyserver-finance, hrdbfolder, pg-comp-itoperations,
sj-comp-print, sj-comp-sales-prov, sj-comp-employee-info, hs-comp-memory, Home, sj-comp-helpdesk-support, sj-
comp-prod, homes, hs-engg-docs, to-comp-finance-olpghs

SNMP Default Communities (100149) 161 /udp Medium
internal | explicit | unauth snmp

public
SMB Writeable Directories (104477) 139/ tcp Medium
internal | explicit | unauth smb

Writeable Directories
Share name 'Home'":

\

Share name 'Public":

\
NetBIOS Shares With Everyone/Full-Control Permissions (104589) 139/ tcp Low
internal | explicit | unauth smb

NetBIOS Everyone Accessible Shares: Public (READ/WRITE), Home (READ/WRITE)

OpenSSL AES-NI CBC Padding Oracle Attack (119367) 443 [ tcp Low

internal | explicit | unauth http (ssl)

server accepts bad padding

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 5432 [ tcp Low
(119343) postgresql (ssl)

internal | explicit | unauth




Vulnerable to Bar Mitzvah attack.

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-SHA - SSLv3

RC4-SHA - TLSv1

RC4-SHA - TLSv1.1

RC4-SHA - TLSv1.2

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: RSA Export Grade Cipher FREAK Vulnerability
(117845)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: TLS Diffie-Hellman Export Cipher Downgrade
Logjam Vulnerability (117846)

internal | explicit | unauth

EXP-EDH-RSA-DES-CBC-SHA - TLSv1
EXP-EDH-RSA-DES-CBC-SHA - TLSv11
EXP-EDH-RSA-DES-CBC-SHA - TLSv12

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability
(117843)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2

Server allows a client to connect with the lower protocol: TLSv1.1

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBvV1 NTLM signatures are not required
SMBv2 NTLM signatures are not required

Anonymous FTP Enabled (101362)

internal | explicit | unauth

anonymous

Prepared for Demo Account - Confiden

25/ tcp

smtp

443 [ tcp
http (ssl)

25/ tcp

smtp

25/ tcp

smtp

443 [ tcp
http (ssl)

139/ tcp

smb

21 /tcp

Low

!

Lo

!

Lo

Low

Low

Low

Low




PHP End of Life (112906)

internal | explicit | unauth

Version 5.5.3 of PHP has reached end-of-life status.

SMB User Enumeration (113348)

internal | explicit | unauth

[Large data section omitted]

Ubuntu End of Life (117365)

internal | explicit | unauth

Ubuntu 13.10 has reached end-of-life status.

PHP End of Life (112906)

internal | explicit | unauth

Version 5.5.3 of PHP has reached end-of-life status.

Samba End of Life (117557)

internal | explicit | unauth

Samba 3.6.18 has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

SMTP Server EXPN/VRFY (100876)

internal | explicit | unauth

VRFY root: 252 2.0.0 root

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

Prepared for Demo Account - Confiden

443 [ tcp

http (ssl)

139 /tcp Low
smb

N/A/ tcp
unknown

80/tcp
http

139 /tcp Low
smb

443 [ tcp Low
http (ssl)

5432 / tcp Low

postgresql (ssl)

25/tcp Low
smtp
25 /tcp Low
smtp

5432 tep

postgresql (ssl)




SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110)
internal | explicit | unauth

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110)
internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-SHA - SSLv3

RC4-SHA - TLSv1

RC4-SHA - TLSv1.1

RC4-SHA - TLSv1.2

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

Prepared for Demo Account - Confiden

139 /tcp

smb

443 [ tcp
http (ssl)

25/ tcp

smtp

443 [ tcp
http (ssl)

5432 / tcp
postgresql (ssl)

25/ tcp

smtp

25/ tcp

smtp

5432 / tcp
postgresql (ssl)

443 [ tcp
http (ssl)

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Anonymous (non-authenticated) Key-Agreement

Protocols Permitted (122162)
internal | explicit | unauth

[Large data section omitted]

SSL Connection: Weak Ciphers Enabled (103617)

internal | explicit | unauth

[Large data section omitted]

TLS Connection: TLS Version 1.0 Enabled (125641)
internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.0 Enabled (125641)
internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.0 Enabled (125641)
internal | explicit | unauth

Server supports TLS version 1.0

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Samba 3.6.18
Domain: WORKGROUP
OS: Unix

Prepared for Demo Account - Confiden

443/ tep

http (ssl)

5432  tep

postgresql (ssl)

25/ tcp

smtp

25/ tep

smtp

25/t

smtp

25/t

smtp

5432  tep

postgresql (ssl)

443/ tcp

http (ssl)

139 /tep

smb
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SSL Certificate: Outdated Version (104020) 443 [ tcp

internal | explicit | unauth http (ssl)

Outdated SSL Certificate Version: 1

IP:192.168.67.91

Asset name: YYY-BSERVERO1
Operating system: CentOS
Asset type: Server

Protocol Service
ftp 21 /tcp
ssh 22 [ tcp
telnet 23 /tcp
smtp 25/ tcp
http 80 /tcp
rpcbind 111 /tcp
rpcbind 111/ udp
smb 139 /tcp
snmp 161 /udp
http (ssl) 443 [ tcp
mysql 3306/ tcp
mysq| 3307/ tcp
ajp 8009 / tcp
http 8080/ tcp
unknown N/A [ tcp
unknown N/A /icmp

Authenticated Scan Status (0} DB cis Threatscan
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N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
Emerson Avocent Default SSH Credentials (118921) 22 /tcp

internal | explicit | unauth ssh

logged in with default credentials admin/avocent

Samba IsknownPipename Remote Code Execution (122062) 139 /tcp Critical

internal | explicit | unauth smb

This asset is missing the CVE-2017-7494 patch

Payload: nirv64.so

Share: Public

Physical path: /usr/test/nirv64.so

Successful Exploitation: Successfully retreived touch file

Easily Guessable MySQL Credentials (104829) 3306/ tcp High

internal | explicit | unauth mysql

[Large data section omitted]

Apache Tomcat "Ghostcat" AJP Local File Inclusion and RCE 8009 / tcp High
(132639) aip

internal | explicit | unauth

[Large data section omitted]

SSH Accepts Any Login (104178) 22 /tcp Medium

internal | explicit | unauth ssh

logged in with user/user
ssh server appears to accept *ANY* login

NetBIOS Shares Accessible (100870) 139 /tcp Medium

internal | explicit | unauth smb

NetBIOS Shares: homes, Public, Home

SNMP Default Communities (100149) 161 /udp Medium
internal | explicit | unauth snmp

public
Web Server Directory Indexing Enabled (101049) 80/ tcp Low

internal | explicit | unauth http
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Directory Indexing Enabled:
192.168.67.91:80:

/images

/style
Web Server Directory Indexing Enabled (101049) 443 [ tcp Low
internal | explicit | unauth http (ssl)

Directory Indexing Enabled:
192.168.67.91:443:

/images

/style
SSH Protocol 1 Enabled (100561) 22 /tcp Low
internal | explicit | unauth ssh

Supported versions: 2.0 1.5 1.33

NetBIOS Shares With Everyone/Full-Control Permissions (104589) 139/ tcp Low

internal | explicit | unauth smb

NetBIOS Everyone Accessible Shares: homes (READ/WRITE), Public (READ/WRITE), Home (READ/WRITE)

OpenSSL AES-NI CBC Padding Oracle Attack (119367) 443 [ tcp Low

internal | explicit | unauth http (ssl)

server accepts bad padding

!

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 443 [ tcp Lo
(119343) http (ssl)

internal | explicit | unauth

[Large data section omitted]

Slowloris Resource Depletion And Denial Of Service (117854) 8080 / tcp Low

internal | explicit | unauth http

The webserver appears to be vulnerable to a resource exhaustion attack.

SMB Security Signatures Not Required (104188) 139/ tcp Low

internal | explicit | unauth smb

SMBvV1 NTLM signatures are not required
SMBv2 NTLM signatures are not required

Anonymous FTP Enabled (101362) 21/tcp Low
internal | explicit | unauth ftp

anonymous
SMTP Server EXPN/VRFY (100876) 25/ tcp Low

internal | explicit | unauth smtp
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VRFY root: 252 2.0.0 root

OpenSSL End of Life (123917) 80/ tcp Low

internal | explicit | unauth http

OpenSSL 1.0.1 has reached end-of-life status.

PHP End of Life (112906) 80/ tcp o

internal | explicit | unauth http

-
=

Version 5.4.16 of PHP has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440) 443 [ tcp ow

internal | explicit | unauth http (ssl)

I

Server supports SSL version 3

OpenSSL End of Life (123917) 443 [ tcp Low

internal | explicit | unauth http (ssl)

OpenSSL 1.0.1 has reached end-of-life status.

PHP End of Life (112906) 443 [ tcp ow

internal | explicit | unauth http (ssl)

I

Version 5.4.16 of PHP has reached end-of-life status.

SMB User Enumeration (113348) 139 /tcp Low

internal | explicit | unauth smb

[Large data section omitted]

SMB Null Session Authentication (101373) 139/ tcp Trivial

internal | recon | unauth smb

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110) 443 [ tcp Trivial
internal | explicit | unauth http (ssl)

[Large data section omitted]

RPC Portmap Service (100505) 111/ udp Trivial

internal | explicit | unauth rpcbind

Not Applicable




RPC Portmap Service (100505)

internal | explicit | unauth

Not Applicable

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

Apache Server Header Information Disclosure (123916)

internal | recon | unauth

This instance of Apache discloses version information via the HTTP Server header:
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.1e-fips PHP/5.4.16 SVN/1.7.14

Apache Server Header Information Disclosure (123916)
internal | recon | unauth

This instance of Apache discloses version information via the HTTP Server header:
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.1e-fips PHP/5.4.16 SVN/1.7.14

SSL Certificate: Outdated Version (104020)

internal | explicit | unauth

Outdated SSL Certificate Version: 1

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Samba 4.1.1
Domain: MYGROUP
0S: Unix

Default Apache Tomcat Webpage Detected (117554)

internal | recon | unauth

Default Apache Tomcat webpage detected

Prepared for Demo Account - Confiden

111 /tcp Trivial
rpchind

443 [ tep
http (ssl)
443 [ tep
http (ssl)
443 [ tep
http (ssl)
80/tcp
http
443 [ tep
http (ssl)
443 [ tep
http (ssl)
139/ tep
smb

8080/ tep

http
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TLS Connection: TLS Version 1.0 Enabled (125641) 443 [ tcp

internal | explicit | unauth http (ssl)

Server supports TLS version 1.0

152.168.67.92 IR

IP:192.168.67.92

Asset name: 192.168.67.92
Operating system: Ubuntu Linux
Asset type: Server

Protocol Service
ssh 22 /tcp
http 80/ tcp
unknown N/A / tcp
unknown N/A /icmp
Authenticated Scan Status 0s DB CIs Threatscan
N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
Easily Guessable SSH Credentials (104120) 22 [ tcp
internal | explicit | unauth ssh

successfully logged in with username: root, password: root

Phpinfo.php System Information Disclosure (100403) 80 /tcp

internal | explicit | unauth http

WordPress Unsupported Version (128586) 80/ tcp

internal | explicit | unauth http

[Large data section omitted]

Detected unsupported WordPress version: 4.0.6

Web Server Default Error Page Detected (128223) 80 /tcp

internal | explicit | unauth http

[Large data section omitted]




Prepared for Demo Account - Confiden

IP: 192.168.67.98

Asset name: 192.168.67.98
Operating system: Linux Variant
Asset type: Server

Protocol Service
ssh 22 /tcp
http 80 /tcp
http 9090/ tcp
unknown N/A / tcp
unknown N/A /icmp
Authenticated Scan Status 0s DB CIs Threatscan

N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
Easily Guessable SSH Credentials (104120) 22 /tcp
internal | explicit | unauth ssh

successfully logged in with username: root, password: root

Asset Comments and Notes

Comment | John Stahmann (john.stahmann@helpsystems.com) | Wednesday, March 25, 2020 12:48 PM CDT
This is a web server

Comment | John Stahmann (john.stahmann@helpsystems.com) | Friday, Feb. 21,2020 9:34 AM CST
MacBook Pro

IP: 192.168.67.102

Asset name: BASEWIN2K8SR2
Operating system: Windows Platform
Asset type: Client

Protocol Service

msrpc 135/tep
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msrdp 3389 /tcp
unknown N/A /[ tcp
Authenticated Scan Status (0} DB cis Threatscan
N/A N/A N/A N/A
Vulnerability Title Service(s) Severity

MS19-MAY: Microsoft RDP 'BlueKeep' Unauthenticated Remote 3389 /tcp
Code Execution (Network Check) (128831) msrdp

internal | explicit | unauth

Target asset is missing the patch for CVE-2019-0708:
0300000902f0802180....... L

MS12-020 Remote Desktop Protocol Use-After-Free Vulnerability 3389 /tcp
(Network Check) (104735) msrdp

internal | explicit | unauth

Vulnerable to MS12-020:

0300000f02f0803e00000303ed03ed ... >

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 3389/ tcp Low
(119343) msrdp

internal | explicit | unauth

Vulnerable to Bar Mitzvah attack.

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1

RC4-SHA - TLSv1

SSL Connection: Sweet32 Vulnerability (121110) 3389/ tcp

internal | explicit | unauth msrdp

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1:
DES-CBC3-SHA

Remote Desktop Protocol Allows Man in the Middle (117858) 3389/ tcp

internal | explicit | unauth msrdp

rdp5 server does not require ssl and is vulnerable to mitm attack (CVE-2005-1794)

SSL Certificate: Weak Signature Algorithm SHA-1 (121119) 3389/ tcp

internal | explicit | unauth msrdp

Weak Signature Algorithm: SHA-1




SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1
RC4-SHA - TLSv1

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

SSL connection supports the following SSLv3/TLSv1 CBC mode cipher:
AES128-SHA - TLSv1

AES256-SHA - TLSv1

DES-CBC3-SHA - TLSv1

ECDHE-RSA-AES128-SHA - TLSv1

ECDHE-RSA-AES256-SHA - TLSv1

BEAST not mitigated: server ignores client order but prefers CBC mode ciphers
Cipher used: AES128-SHA

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

Microsoft RDP Network Level Authentication Disabled (128925)

internal | recon | unauth

NLA not enabled on target asset

S1-WIN10-WKGP
IP: 192.168.67.244

Asset name: S1-WIN10-WKGP
Operating system: Windows 10 Enterprise
Asset type: Client

Protocol

msrpc

netbios-ns

smb

msrdp

unknown

unknown

Prepared for Demo Account - Confiden

3389/ tcp

msrdp

3389 /tcp

msrdp

3389 /tcp

msrdp

3389 /tcp

msrdp

Trivial

Trivial

Trivial

Trivial

Service
135/ tcp
137 /udp
445 [ tcp
3389 /tcp

N/A /[ tcp

N/A /icmp
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Authenticated Scan Status (0} DB Cis

N/A N/A N/A

Vulnerability Title Service(s)

MS17-010: SMB Remote Code Execution Vulnerability (Network 445 /[ tcp
Check) (122051) smb

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 2505 02 00 c0 88 01 44 00 10 00 00 .SMB%......D....
0000000000 00000003a806000160bfag.............
000000...

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST
11/18 - Patch Applied

Windows 10 End of Life (125528) N/A / tcp

internal | explicit | unauth unknown

Windows 10 version 1507 has reached end-of-life status

MS16-047: Windows SAM and LSAD Downgrade Vulnerability - 135/tcp
Badlock (Network Check) (121756) msrpc

internal | explicit | unauth

This asset permits binding to samr pipe using auth level Connect.
Response from asset:
02.

220000c0"...

Responding port: 49414

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 3389 /tcp
(119343) msrdp

internal | explicit | unauth

Vulnerable to Bar Mitzvah attack.

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1

RC4-SHA - TLSv1

RC4-MD5 - TLSv1.1

RC4-SHA - TLSv1.1

RC4-MD5 - TLSv1.2

RC4-SHA - TLSv1.2

SMB Security Signatures Not Required (104188) 445 [ tcp

internal | explicit | unauth smb

Threatscan

N/A

Severity

Medium

Low

Low




SMBvV1 NTLM signatures are not required
SMBV2 NTLM signatures are not required

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1.2:
DES-CBC3-SHA

TLSv1:
DES-CBC3-SHA

TLSv1.1:
DES-CBC3-SHA

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1

RC4-SHA - TLSv1

RC4-MD5-TLSv1.1

RC4-SHA - TLSv1.1

RC4-MD5 - TLSv1.2

RC4-SHA - TLSv1.2

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

SSL connection supports the following SSLv3/TLSv1 CBC mode cipher:
AES128-SHA - TLSv1

AES256-SHA - TLSv1

DES-CBC3-SHA - TLSv1

ECDHE-RSA-AES128-SHA - TLSv1

ECDHE-RSA-AES256-SHA - TLSv1

BEAST not mitigated: server ignores client order but prefers CBC mode ciphers

Cipher used: ECDHE-RSA-AES256-SHA

SMB Native LanMan Version (100092)

internal | recon | unauth
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445 [ tcp

smb

3389/ tcp

msrdp

3389/ tcp

msrdp

3389/ tcp

msrdp

3389/ tcp

msrdp

445 [ tcp

smb

YE]

YE]

Trivial

Trivial

Trivial

YE]




LAN Manager: Windows 10 Enterprise 6.3
Domain: WRKGRP1
0S: Windows 10 Enterprise 10240

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

WIN7WSUS
IP: 192.168.68.55

Asset name: WIN7TWSUS
Operating system: Windows 7 Enterprise
Asset type: Client

Protocol

msrpc

netbios-ns

smb

unknown

unknown

Authenticated Scan Status (0}

Failure

Vulnerability Title

MS17-010: SMB Remote Code Execution Vulnerability (Network

Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

DB

N/A

ff 53 4d 42 250502 00 c0 88 01 44 00 10 00 00 .SMB%......D....
0000000000 000000000806000008452e........ E.

000000...

Prepared for Demo Account - Confiden

3389/ tep

msrdp

Service
135 /tcp
137 /udp
445 [ tcp
N/A [ tcp

N/A /icmp

CIS Threatscan

Failure N/A

Service(s) Severity

445 tcp

smb

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST

11/18 - Patch Applied

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26,2020 10:00 AM CDT
remediated on 5/24




Prepared for Demo Account - Confiden

Microsoft Windows 7 End of Life (131864) N/A [ tcp

internal | explicit | unauth unknown

Support has ended for Windows 7. This host should be immediately upgraded.

SMB Security Signatures Not Required (104188) 445 [ tcp

internal | explicit | unauth smb

SMBV1 NTLM signatures are not required
SMBv2 NTLM signatures are not required

SMB Null Session Authentication (101373) 445 [ tcp

internal | recon | unauth smb

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092) 445 [ tcp

internal | recon | unauth smb

LAN Manager: Windows 7 Enterprise 6.1
Domain: SR
0S: Windows 7 Enterprise 7601 Service Pack 1

Asset Comments and Notes

Trivial

Trivial

Analyst Comment | John Stahmann (john.stahmann@helpsystems.com) | Thursday, Aug. 19, 2021 12:37 PM CDT

These are detectives, and will have funky stuff on them!

IP: 192.168.68.65
Asset name: 192.168.68.65
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

http

unknown

unknown

Authenticated Scan Status (0} DB cis

N/A N/A Failure

Service
22 /tcp
80/ tcp
N/A /[ tcp

N/A /icmp

Threatscan

N/A




Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: admin, password: admin

Content Security Policy Missing (148043)
internal | explicit | unauth

Missing Content Security Policy.

Web Server Default Error Page Detected (128223)
internal | explicit | unauth

[Large data section omitted]

192.168.68.66
IP: 192.168.68.66

Asset name: 192.168.68.66
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

http

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: root

Phpinfo.php System Information Disclosure (100403)

internal | explicit | unauth

Prepared for Demo Account - Confiden

Service(s) Severity
22/ tcp
ssh

80/ tcp

http

80/ tcp

http

Service
22 /tcp
80 /tcp
N/A / tcp
N/A /icmp
CIs Threatscan
Failure N/A
Service(s) Severity
22/tcp
ssh
80/tcp Low

http




[Large data section omitted]

Content Security Policy Missing (148043)

internal | explicit | unauth

Missing Content Security Policy.

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

192.168.68.70
IP: 192.168.68.70

Asset name: 192.168.68.70
Operating system: Linux Variant
Asset type: Server

Protocol

ssh

http

http

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: root

Content Security Policy Missing (148043)

internal | explicit | unauth

Missing Content Security Policy.

CIs

N/A

Prepared for Demo Account - Confiden

80 /tcp
http

80 /tcp
http

Trivial

Trivial

Service(s)

22 /tcp

ssh

80 /tcp
http

Service

22 [ tcp
80 /tcp
9090/ tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity

YE]




192.168.68.70

IP: 192.168.68.70

Asset name: 192.168.68.70
Operating system: Linux Variant
Asset type: Server

Protocol
ssh
http
http

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: root

Content Security Policy Missing (148043)

internal | explicit | unauth

Missing Content Security Policy.

BASEWIN2K8SR2

IP: 192.168.68.73

Asset name: BASEWIN2K8SR2
Operating system: Windows Platform
Asset type: Client

Protocol

msrpc

msrdp

Prepared for Demo Account - Confiden

CIs

Failure

Service(s)

22 /tcp

ssh

80 /tcp
http

Service

22 /tcp
80 /tcp
9090/ tcp
N/A / tcp

N/A /icmp

Threatscan

N/A

Severity

Trivial

Service
135/ tcp

3389 /tcp




Prepared for Demo Account - Confiden

unknown N/A [ tcp

Authenticated Scan Status 0s DB CIS Threatscan
N/A N/A N/A N/A

Vulnerability Title Service(s) Severity

MS19-MAY: Microsoft RDP 'BlueKeep' Unauthenticated Remote 3389/ tcp
Code Execution (Network Check) (128831) msrdp

internal | explicit | unauth

Target asset is missing the patch for CVE-2019-0708:
0300000902f0802180....... L

MS12-020 Remote Desktop Protocol Use-After-Free Vulnerability 3389 /tcp
(Network Check) (104735) msrdp

internal | explicit | unauth

Vulnerable to MS12-020:

030000 0f02f0803e00000303ed03ed ....... >

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 3389 /tcp Low
(119343) msrdp

internal | explicit | unauth

Vulnerable to Bar Mitzvah attack.

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1

RC4-SHA - TLSv1

SSL Connection: Sweet32 Vulnerability (121110) 3389/ tcp

internal | explicit | unauth msrdp

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSvI:
DES-CBC3-SHA

Remote Desktop Protocol Allows Man in the Middle (117858) 3389 /tcp

internal | explicit | unauth msrdp

rdp5 server does not require ssl and is vulnerable to mitm attack (CVE-2005-1794)

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293) 3389/ tcp

internal | explicit | unauth msrdp

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1
RC4-SHA - TLSv1




Prepared for Demo Account - Confiden

SSL Certificate: Weak Signature Algorithm SHA-1 (121119) 3389/ tcp

internal | explicit | unauth msrdp

Weak Signature Algorithm: SHA-1

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers 3389/ tcp
(112276) msrdp

internal | explicit | unauth

SSL connection supports the following SSLv3/TLSv1 CBC mode cipher:
AES128-SHA - TLSv1

AES256-SHA - TLSv1

DES-CBC3-SHA - TLSv1

ECDHE-RSA-AES128-SHA - TLSv1

ECDHE-RSA-AES256-SHA - TLSv1

BEAST not mitigated: server ignores client order but prefers CBC mode ciphers
Cipher used: AES128-SHA

TLS Connection: TLS Version 1.0 Enabled (125641) 3389/ tcp

internal | explicit | unauth msrdp

Server supports TLS version 1.0

Microsoft RDP Network Level Authentication Disabled (128925) 3389 /tcp

internal | recon | unauth msrdp

NLA not enabled on target asset

Asset Comments and Notes

Analyst Comment | John Stahmann (john.stahmann@helpsystems.com) | Thursday, Aug. 19, 2021 12:37 PM CDT
These are detectives, and will have funky stuff on them!

IP:192.168.68.88

Asset name: 192.168.68.88
Operating system: Linux Variant
Asset type: Server

Protocol Service

ssh 22 /tcp
unknown N/A /[ tcp
unknown N/A /icmp

Authenticated Scan Status (0} DB cis Threatscan




N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: password

192.168.68.91
IP: 192.168.68.91

Asset name: 192.168.68.91
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

telnet

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: admin, password: admin

Unix Server Common Password (100151)
internal | explicit | unauth

[Large data section omitted]

192.168.68.93

IP: 192.168.68.93
Asset name: 192.168.68.93
Operating system: Ubuntu Linux

N/A

CIs

N/A

Prepared for Demo Account - Confiden

Service(s)

22 /tcp

ssh

N/A

Severity

Service(s)

22 /tcp

ssh

23 /tcp

telnet

Service
22 /tcp
23 /tcp
N/A / tcp

N/A /icmp

Threatscan

N/A

Severity




Asset type: Server

Protocol
ssh

http
unknown

unknown

Authenticated Scan Status 0s DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: root

Phpinfo.php System Information Disclosure (100403)
internal | explicit | unauth

[Large data section omitted]

WordPress Unsupported Version (128586)

internal | explicit | unauth

Detected unsupported WordPress version: 4.0.6

Web Server Default Error Page Detected (128223)
internal | explicit | unauth

[Large data section omitted]

WINXP-ORACLE

IP: 192.168.68.98

Asset name: WINXP-ORACLE
Operating system: Windows XP
Asset type: Client

Protocol

CIs

N/A

Prepared for Demo Account - Confiden

Service(s)

22 /tcp

ssh

80 /tcp
http

80 /tcp
http

80 /tcp
http

Service
22 /tcp
80/ tcp
N/A /[ tcp

N/A /icmp

Threatscan

N/A

Severity

Critical

Low

Low

Trivial

Service




telnet

netbios-ns
smb
msrdp
unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

MS08-067 Microsoft Windows Server Service Stack Overflow
(Network Check) (103802)

internal | explicit | unauth

MS08-067

MS19-MAY: Microsoft RDP 'BlueKeep' Unauthenticated Remote
Code Execution (Network Check) (128831)

internal | explicit | unauth

Target asset is missing the patch for CVE-2019-0708:
0300000902f0802180....... L

MS17-010: SMB Remote Code Execution Vulnerability (Network
Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 250502 00 c0 88 01 44 00 10 00 00 .SMB%......D....
0000000000000000031806000288¢elc8........ccc...
000000...

Prepared for Demo Account - Confiden

Service(s)

445 [ tcp

smb

3389 /tcp

msrdp

445 [ tcp

smb

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST

11/18 - Patch Applied

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26,2020 10:00 AM CDT

remediated on 5/24

23 /tcp
137 /udp
445 [ tcp
3389 /tcp
N/A / tcp

N/A /icmp

Threatscan

N/A

Severity




MS12-020 Remote Desktop Protocol Use-After-Free Vulnerability
(Network Check) (104735)

internal | explicit | unauth
Vulnerable to MS12-020:

0300000f02f0803e00000303ed03ed ... >

Microsoft Windows XP End of Life (113789)

internal | explicit | unauth

Support has ended for Windows XP. This host should be immediately upgraded.

MS09-001 SMB Remote Code Execution (Network Check) (103879)

internal | explicit | unauth

MS09-001

MS10-012 Vulnerabilities In SMB Server Allow Remote Code
Execution (Network Check) (104133)

internal | explicit | unauth

MS10-012 Weak NTLM Session Key Detected: (52c7c3e5f4596db4)

MS09-048 Microsoft Windows TCP/IP Remote Code Execution
Vulnerabilities (104048)

internal | explicit | unauth

MS09-048: TCP/IP DoS Detected

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBv1 NTLM signatures are not required

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

Remote Desktop Protocol Allows Man in the Middle (117858)

internal | explicit | unauth

rdp5 server does not require ssl and is vulnerable to mitm attack (CVE-2005-1794)

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Windows 2000 LAN Manager
Domain: WORKGROUP
0S: Windows 5.1

Prepared for Demo Account - Confiden

3389/ tcp

msrdp

N/A [ tcp

unknown

445 [ tcp

smb

445 [ tcp

smb

445 [ tcp

smb

445 [ tcp

smb

445 [ tcp

smb

3389 /tcp

msrdp

445 [ tcp

smb

Medium

Medium

Trivial

Trivial




Prepared for Demo Account - Confiden

Microsoft RDP Network Level Authentication Disabled (128925) 3389/ tcp

internal | recon | unauth msrdp

NLA not enabled on target asset

Asset Comments and Notes

Analyst Comment | John Stahmann (john.stahmann@helpsystems.com) | Thursday, Aug. 19, 2021 12:37 PM CDT
These are detectives, and will have funky stuff on them!

IP: 192.168.68.101

Asset name: BUFF-HEARTBLEED
Operating system: Ubuntu Linux
Asset type: Server

Protocol Service
ssh 22 /tcp
dns 53 /tcp
dns 53 /udp
http 80/ tcp
pop3 110/ tcp
netbios-ns 137 /udp
smb 139 /tcp
imap 143 /tcp
http (ssl) 443 [ tcp
imap (ssl) 993 /tcp
pop3 (ssl) 995/ tcp
jdwp 8000/ tcp
http 8080/ tcp
unknown N/A /[ tcp
unknown N/A /icmp




Prepared for Demo Account - Confiden

Authenticated Scan Status 0s DB cis

N/A N/A N/A

Vulnerability Title Service(s)

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 143 /tcp

internal | explicit | unauth imap

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 110/ tcp
internal | explicit | unauth pop3

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 995/ tcp
internal | explicit | unauth pop3 (ssl)

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 993/ tcp

internal | explicit | unauth imap (ssl)

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 443 /tcp
internal | explicit | unauth http (ssl)

[Large data section omitted]

NetBIOS Shares Accessible (100870) 139/ tcp

internal | explicit | unauth smb

NetBIOS Accessible Shares: myshare (READ/WRITE)

Java Debugging Port Accessible (104527) 8000 / tcp

internal | explicit | unauth jdwp

Java Debug Wire Protocol (Reference Implementation) version 1.6
JVM Debug Interface version 1.2
JVM version 1.6.0_27 (OpenJDK Client VM, mixed mode, sharing)1.6.0_270penJDK Client VM

SMB Writeable Directories (104477) 139/ tcp

internal | explicit | unauth smb

Writeable Directories
Share name 'myshare':

\

Threatscan

N/A

Severity

Critical

Critical

Critical

Critical

Critical

Medium

Medium

Medium




Web Server Directory Indexing Enabled (101049)

internal | explicit | unauth

Directory Indexing Enabled:
192.168.68.101:80:

/keys

SSL Connection: Server Appears Vulnerable to ChangeCipherSpec

Injection (115134)
internal | explicit | unauth

Host does not reject early change cipher spec using TLSv1.2
Host does not reject early change cipher spec using TLSv1.1
Host does not reject early change cipher spec using TLSv1
Host does not reject early change cipher spec using SSLv3

SSL Connection: Server Appears Vulnerable to ChangeCipherSpec

Injection (115134)
internal | explicit | unauth

Host does not reject early change cipher spec using TLSv1.1
Host does not reject early change cipher spec using TLSv1
Host does not reject early change cipher spec using SSLv3

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

Slowloris Resource Depletion And Denial Of Service (117854)

internal | explicit | unauth

Prepared for Demo Account - Confiden

80 /tcp Low

http

993 /tcp Low

imap (ssl)

443 [ tcp Low

http (ssl)

995 tcp
pop3 (ssl)

110/ tep
pop3

143 tep
imap

993 /tcp Low

imap (ssl)

8080/ tcp Low

http




The webserver appears to be vulnerable to a resource exhaustion attack.

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: RSA Export Grade Cipher FREAK Vulnerability
(117845)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: TLS Diffie-Hellman Export Cipher Downgrade
Logjam Vulnerability (117846)

internal | explicit | unauth

EXP-EDH-RSA-DES-CBC-SHA - TLSv1
EXP-EDH-RSA-DES-CBC-SHA - TLSv11
EXP-EDH-RSA-DES-CBC-SHA - TLSv12

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability
(117843)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2

Server allows a client to connect with the lower protocol: TLSv1.1

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability
(117843)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2

Server allows a client to connect with the lower protocol: TLSv1.1

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability
(117843)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2

Server allows a client to connect with the lower protocol: TLSv1.1

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBv1 NTLM signatures are not required

PHP End of Life (112906)

internal | explicit | unauth

Prepared for Demo Account - Confiden

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

995 / tcp
pop3 (ssl)

139 /tcp

smb

443 [ tcp
http (ssl)

Low

Low

Low




Version 5.3.10 of PHP has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

ISC BIND End Of Life (123915)

internal | explicit | unauth

ISC Bind version 9.8.1 has surpassed its EOL date.

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

Product Has Reached End-of-Life Status (104220)

internal | explicit | unauth

Version 2.2.22 of the Apache Web Server has reached end-of-life status.

ISC BIND End Of Life (123915)

internal | explicit | unauth

ISC Bind version 9.8.1 has surpassed its EOL date.

Apache Tomcat End of Life (113012)

internal | explicit | unauth

Apache Tomcat 6.0.35 has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

SMB User Enumeration (113348)

internal | explicit | unauth

Users for domain 'BUFF-HEARTBLEED':
nobody

superman

batman

cisco

buff

bill

admin

Prepared for Demo Account - Confiden

443 [ tcp
http (ssl)

53 /udp

dns

143 / tcp

imap

443 [ tcp
http (ssl)

53 /tcp

dns

8080/ tcp
http

993 /tcp

imap (ssl)

139/ tcp

smb

Low

ow

Low

I

ow

I

ow

Low

Low




Samba End of Life (117557)

internal | explicit | unauth

Samba 3.6.3 has reached end-of-life status.

PHP End of Life (112906)

internal | explicit | unauth

Version 5.3.10 of PHP has reached end-of-life status.

Product Has Reached End-of-Life Status (104220)

internal | explicit | unauth

Version 2.2.22 of the Apache Web Server has reached end-of-life status.

Ubuntu End of Life (117365)

internal | explicit | unauth

Ubuntu 12.04 has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

Prepared for Demo Account - Confiden

139 /tcp

smb

80 /tcp
http

80 /tcp
http

N/A [ tcp

unknown

995/ tcp
pop3 (ssl)

110/ tcp
pop3

143 /tcp

imap

110/ tcp
pop3

995/ tcp
pop3 (ssl)

139 /tcp

smb

Low

Low

Low

Low

Low

Low

Trivial

Trivial

Trivial

Trivial




SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

Prepared for Demo Account - Confiden

993/ tcp

imap (ssl)

443 [ tcp
http (ssl)

993/ tcp

imap (ssl)

995/ tcp
pop3 (ssl)

995/ tcp
pop3 (ssl)

110/ tcp
pop3

143 /tcp

imap

143 /tcp

imap

110/ tcp
pop3

443 [ tcp
http (ssl)

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: TLS Compression Enabled (112280)

internal | explicit | unauth

TLS Supports DEFLATE compression

SSL Connection: TLS Compression Enabled (112280)

internal | explicit | unauth

TLS Supports DEFLATE compression

Prepared for Demo Account - Confiden

443 [ tcp
http (ssl)

993/ tcp

imap (ssl)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

995/ tcp
pop3 (ssl)

110/ tcp
pop3

143 /tcp

imap

995/ tcp
pop3 (ssl)

993 /tcp

imap (ssl)

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




Prepared for Demo Account - Confiden

SSL Certificate: Chain Contains Weak RSA Keys (104022) 443 [ tcp Trivial

internal | explicit | unauth http (ssl)

Inadequate Certificate Key Size: 1024

TLS Connection: TLS Version 1.0 Enabled (125641) 110/ tcp Trivial
internal | explicit | unauth pop3

Server supports TLS version 1.0

TLS Connection: TLS Version 1.1 Enabled (145426) 110/ tcp Trivial
internal | explicit | unauth pop3

Server supports TLS version 1.1

TLS Connection: TLS Version 1.0 Enabled (125641) 995/ tcp Trivial

internal | explicit | unauth pop3 (ssl)

Server supports TLS version 1.0

TLS Connection: TLS Version 1.1 Enabled (145426) 995/ tcp Trivial
internal | explicit | unauth pop3 (ssl)

Server supports TLS version 1.1

Web Server Default Error Page Detected (128223) 80/ tcp Trivial
internal | explicit | unauth http

[Large data section omitted]

TLS Connection: TLS Version 1.0 Enabled (125641) 993/ tcp Trivial

internal | explicit | unauth imap (ssl)

Server supports TLS version 1.0

TLS Connection: TLS Version 1.1 Enabled (145426) 993/ tcp Trivial

internal | explicit | unauth imap (ssl)

Server supports TLS version 1.1

Default Apache Tomcat Webpage Detected (117554) 8080/ tcp Trivial

internal | recon | unauth http

Default Apache Tomcat 6 webpage detected

SSL Connection: Anonymous (non-authenticated) Key-Agreement 443 /tcp Trivial
Protocols Permitted (122162) http (ssl)

internal | explicit | unauth




[Large data section omitted]

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.1 Enabled (145426)

internal | explicit | unauth

Server supports TLS version 1.1

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.1 Enabled (145426)

internal | explicit | unauth

Server supports TLS version 1.1

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Samba 3.6.3
Domain: WORKGROUP
0OS: Unix

SSL Connection: Weak Ciphers Enabled (103617)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Expired Certificate Date (103615)

internal | explicit | unauth

Date Appears Invalid: Jun 20 17:48:02 2013 GMT to Jun 20 17:48:02 2014 GMT

192.168.68.113

IP: 192.168.68.113

Asset name: 192.168.68.113
Operating system: Ubuntu Linux
Asset type: Server

Prepared for Demo Account - Confiden

443 [ tcp Trivial
http (ssl)

443 [ tcp Trivial
http (ssl)

443 [ tep
http (ssl)
16/t
imap
143/ tep
imap
139/ tep
smb
443 [ tep
http (ssl)
443 [ tep
http (ssl)




Protocol

ssh
http
unknown

unknown

Authenticated Scan Status

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: password

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

COMPUTER

IP: 192.168.68.215
Asset name: COMPUTER

Operating system: Windows Server 2008

Asset type: Server

Protocol
msrpc
netbios-ns
smb
unknown

unknown

Prepared for Demo Account - Confiden

Service(s)

22 /tcp

ssh

80 /tcp
http

Service
22 /tcp
80 /tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity

Trivial

Service
135/ tcp
137 /udp
445 [ tcp

N/A /[ tcp

N/A /icmp




Authenticated Scan Status 0s DB

N/A N/A

Vulnerability Title

MS09-050 Microsoft Windows SMB2 Command Execution
Vulnerabilities (Network Check) (104045)

internal | explicit | unauth

MS09-050

MS17-010: SMB Remote Code Execution Vulnerability (Network
Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 2505 02 00 c0 88 01 44 00 10 00 00 .SMB%......D....
000000000000000001a006000078ffb3............. X..
000000...

CIs

N/A

Prepared for Demo Account - Confiden

Service(s)

445 [ tcp

smb

445 [ tcp

smb

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST

11/18 - Patch Applied

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26,2020 10:00 AM CDT

remediated on 5/24

Microsoft Windows Server 2008 End of Life (131869)

internal | explicit | unauth

N/A [ tcp

unknown

Support has ended for Windows Server 2008. This host should be immediately upgraded.

MS11-020: SMB Transaction Parsing Vulnerability (Network
Check) (104422)

internal | explicit | unauth

ms11-020

MS10-012 Vulnerabilities In SMB Server Allow Remote Code
Execution (Network Check) (104133)

internal | explicit | unauth

MS10-012 Weak NTLM Session Key Detected: (1addd43314f505ee)

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBvV1 NTLM signatures are not required

445 [ tcp

smb

445 [ tcp

smb

445 [ tcp

smb

Threatscan

N/A

Severity

Critical

Critical

Medium

Medium

Low




Microsoft Windows Service Pack Outdated (104065)
internal | explicit | unauth

Windows 2008 Service Pack 2 is not installed

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Windows Server (R) 2008 Standard without Hyper-V 6.0
Domain: WORKGROUP
0S: Windows Server (R) 2008 Standard without Hyper-V 6001 Service Pack 1

WIN10-1507
IP:192.168.68.223

Asset name: WIN10-1507
Operating system: Windows 10 Enterprise
Asset type: Client

Protocol

unknown

msrpc

netbios-ns

smb

unknown

unknown

Authenticated Scan Status (0} DB

Failure N/A

Vulnerability Title

MS17-010: SMB Remote Code Execution Vulnerability (Network
Check) (122051)

internal | explicit | unauth

Prepared for Demo Account - Confiden

445 [ tcp Low

smb

445 [ tcp
smb
445 [ tcp
smb

Service
68 / udp
135/ tcp
137 /udp
445 [ tcp
N/A [ tcp

N/A /icmp

Threatscan

Failure N/A

Service(s) Severity

445 [ tcp

smb




Prepared for Demo Account - Confiden

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 250502 00 c0 88 01 44 00 10 00 00 .SMB%......D....
00 00 00 00 00 00 00 00 02 58 06 00 03 a845 2e.......... X...E.
000000...

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST
11/18 - Patch Applied

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26,2020 10:00 AM CDT
remediated on 5/24

SMB Null Session Authentication (101373) 445 [ tcp

internal | recon | unauth smb

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092) 445 [ tcp

internal | recon | unauth smb

LAN Manager: Windows 10 Enterprise 6.3
Domain: QA0
0OS: Windows 10 Enterprise 10240

Asset Comments and Notes

Analyst Comment | John Stahmann (john.stahmann@helpsystems.com) | Thursday, Aug. 19, 2021 12:37 PM CDT
These are detectives, and will have funky stuff on them!

IP:192.168.69.106

Asset name: BUFF-HEARTBLEED
Operating system: Ubuntu Linux
Asset type: Server

Protocol Service

unknown 21 /tcp
ssh 22 /tcp
unknown 25/ tcp
dns 53 /tcp
dns 53 /udp
unknown 68/ udp

http 80 /tcp




pop3

ntp
netbios-ns
unknown
smb
imap

http (ssl)
smb
unknown
imap (ssl)
pop3 (ssl)
unknown
jdwp
http
unknown

unknown

Authenticated Scan Status (0} DB CIs

N/A N/A N/A

Vulnerability Title

SSL Connection: Server Vulnerable to Heartbleed Attack (113790)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790)

internal | explicit | unauth

[Large data section omitted]

Prepared for Demo Account - Confiden

Service(s)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

110 /tcp
123 /udp
137 /udp
138 /udp
139 /tcp
143 [ tcp
443 [ tcp
445 [ tcp
587 / tcp
993 /tcp
995 / tcp
5353 /udp
8000/ tcp
8080/ tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity
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SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 995/ tcp

internal | explicit | unauth pop3 (ssl)

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 143 /tcp

internal | explicit | unauth imap

[Large data section omitted]

SSL Connection: Server Vulnerable to Heartbleed Attack (113790) 110/ tcp

internal | explicit | unauth pop3

[Large data section omitted]

NetBIOS Shares Accessible (100870) 139 /tcp Medium

internal | explicit | unauth smb

NetBIOS Accessible Shares: myshare (READ/WRITE)

Java Debugging Port Accessible (104527) 8000/ tcp Medium

internal | explicit | unauth jdwp

Java Debug Wire Protocol (Reference Implementation) version 1.6
JVM Debug Interface version 1.2
JVM version 1.6.0_27 (OpenJDK Client VM, mixed mode, sharing)1.6.0_270penJDK Client VM

SMB Writeable Directories (104477) 139/ tcp Medium

internal | explicit | unauth smb

Writeable Directories
Share name 'myshare':

\

Web Server Directory Indexing Enabled (101049) 80/ tcp Low

internal | explicit | unauth http

Directory Indexing Enabled:
192.168.69.106:80:

/keys
SSL Connection: Server Appears Vulnerable to ChangeCipherSpec 993 /tcp Low
Injection (115134) imap (ssl)

internal | explicit | unauth

Host does not reject early change cipher spec using TLSv1.2
Host does not reject early change cipher spec using TLSv1.1
Host does not reject early change cipher spec using TLSv1
Host does not reject early change cipher spec using SSLv3




SSL Connection: Server Appears Vulnerable to ChangeCipherSpec

Injection (115134)

internal | explicit | unauth

Host does not reject early change cipher spec using TLSv1.1
Host does not reject early change cipher spec using TLSv1
Host does not reject early change cipher spec using SSLv3

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

Slowloris Resource Depletion And Denial Of Service (117854)

internal | explicit | unauth

The webserver appears to be vulnerable to a resource exhaustion attack.

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: RSA Export Grade Cipher FREAK Vulnerability
(117845)

internal | explicit | unauth

[Large data section omitted]

Prepared for Demo Account - Confiden

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

8080/ tcp
http

995/ tcp
pop3 (ssl)

143 /tcp

imap

110/ tcp
pop3

443 [ tcp
http (ssl)

Low

!

Lo

Low

-
=

(o)

I

ow

I

ow

Low

Low




SSL Connection: TLS Diffie-Hellman Export Cipher Downgrade
Logjam Vulnerability (117846)

internal | explicit | unauth

EXP-EDH-RSA-DES-CBC-SHA - TLSv1
EXP-EDH-RSA-DES-CBC-SHA - TLSv11
EXP-EDH-RSA-DES-CBC-SHA - TLSv12

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability
(117843)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2

Server allows a client to connect with the lower protocol: TLSv1.1

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability
(117843)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2

Server allows a client to connect with the lower protocol: TLSv1.1

SSL Connection: SSLv3 CBC Mode Cipher POODLE Vulnerability
(117843)

internal | explicit | unauth

This server supports SSLv3 with CBC mode ciphers. The server's highest supported protocol: TLSv1.2

Server allows a client to connect with the lower protocol: TLSv1.1

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBv1 NTLM signatures are not required

Product Has Reached End-of-Life Status (104220)

internal | explicit | unauth

Version 2.2.22 of the Apache Web Server has reached end-of-life status.

PHP End of Life (112906)

internal | explicit | unauth

Version 5.3.10 of PHP has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Server supports SSL version 3

SSL Connection: SSL Version 3 Enabled (128440)

internal | explicit | unauth

Prepared for Demo Account - Confiden

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

995/ tcp
pop3 (ssl)

139 /tcp

smb

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

Low

Low

Low

Low

Low

!

Lo

Low

-
=

(o)
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Server supports SSL version 3

ISC BIND End Of Life (123915) 53 /udp

internal | explicit | unauth dns

ISC Bind version 9.8.1 has surpassed its EOL date.

Apache Tomcat End of Life (113012) 8080 / tcp Low

internal | explicit | unauth http

Apache Tomcat 6.0.35 has reached end-of-life status.

Product Has Reached End-of-Life Status (104220) 80 /tcp Low

internal | explicit | unauth http

Version 2.2.22 of the Apache Web Server has reached end-of-life status.

PHP End of Life (112906) 80/tcp Low

internal | explicit | unauth http

Version 5.3.10 of PHP has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440) 143 [ tcp ow

internal | explicit | unauth imap

I

Server supports SSL version 3

Ubuntu End of Life (117365) N/A [ tcp Low

internal | explicit | unauth unknown

Ubuntu 12.04 has reached end-of-life status.

SSL Connection: SSL Version 3 Enabled (128440) 110/ tcp ow

internal | explicit | unauth pop3

I

Server supports SSL version 3

Samba End of Life (117557) 139/ tcp Low

internal | explicit | unauth smb

Samba 3.6.3 has reached end-of-life status.

ISC BIND End Of Life (123915) 53 /tcp Low

internal | explicit | unauth dns

ISC Bind version 9.8.1 has surpassed its EOL date.

SSL Connection: SSL Version 3 Enabled (128440) 995/ tcp Low

internal | explicit | unauth pop3 (ssl)
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Server supports SSL version 3

SMB User Enumeration (113348) 139/ tcp

internal | explicit | unauth smb

Users for domain 'BUFF-HEARTBLEED":
nobody

superman

batman

cisco

buff

bill

admin

SSL Connection: Sweet32 Vulnerability (121110) 110/ tcp Trivial

internal | explicit | unauth pop3

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110) 143 [ tcp Trivial

internal | explicit | unauth imap

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110) 995/ tcp Trivial

internal | explicit | unauth pop3 (ssl)

[Large data section omitted]

SMB Null Session Authentication (101373) 139 /tcp Trivial

internal | recon | unauth smb

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110) 993/ tcp Trivial

internal | explicit | unauth imap (ssl)

[Large data section omitted]

SSL Connection: Sweet32 Vulnerability (121110) 443 [ tcp Trivial

internal | explicit | unauth http (ssl)

[Large data section omitted]

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293) 443 [ tcp Trivial

internal | explicit | unauth http (ssl)

[Large data section omitted]




SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

[Large data section omitted]

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

Prepared for Demo Account - Confiden

443 [ tcp
http (ssl)

993/ tcp

imap (ssl)

993/ tcp

imap (ssl)

995/ tcp
pop3 (ssl)

995/ tcp
pop3 (ssl)

143 /tcp

imap

143 /tcp

imap

110/ tcp
pop3

110/ tcp
pop3

110/ tcp
pop3

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: TLS Compression Enabled (112280)

internal | explicit | unauth

TLS Supports DEFLATE compression

SSL Certificate: Chain Contains Weak RSA Keys (104022)

internal | explicit | unauth

Inadequate Certificate Key Size: 1024

SSL Connection: TLS Compression Enabled (112280)

internal | explicit | unauth

TLS Supports DEFLATE compression

SSL Connection: Weak Ciphers Enabled (103617)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: Anonymous (non-authenticated) Key-Agreement

Protocols Permitted (122162)

internal | explicit | unauth

Prepared for Demo Account - Confiden

143 / tcp

imap

995/ tcp
pop3 (ssl)

993 /tcp

imap (ssl)

443 [ tcp
http (ssl)

995/ tcp
pop3 (ssl)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

Trivial

YE]

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




[Large data section omitted]

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

SSL Certificate: Expired Certificate Date (103615)

internal | explicit | unauth

Date Appears Invalid: Jun 20 17:48:02 2013 GMT to Jun 20 17:48:02 2014 GMT

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

Default Apache Tomcat Webpage Detected (117554)

internal | recon | unauth

Default Apache Tomcat 6 webpage detected

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Samba 3.6.3
Domain: WORKGROUP
0OS: Unix

Prepared for Demo Account - Confiden

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

443 [ tcp
http (ssl)

993 /tcp

imap (ssl)

8080/ tcp
http

80 /tcp
http

143 / tcp

imap

110/ tcp
pop3

139/ tcp

smb

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




TLS Connection: TLS Version 1.0 Enabled (125641)
internal | explicit | unauth

Server supports TLS version 1.0

192.168.69.107

IP: 192.168.69.107

Asset name: 192.168.69.107
Operating system: Ubuntu Linux
Asset type: Server

Protocol
ssh
http

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: root

Phpinfo.php System Information Disclosure (100403)

internal | explicit | unauth

[Large data section omitted]

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

UBUNTU

IP: 192.168.69.110
Asset name: UBUNTU
Operating system: Ubuntu Linux

CIs

N/A

Prepared for Demo Account - Confiden

995/ tcp
pop3 (ssl)

Trivial

Service(s)

22 /tcp

ssh

80 /tcp
http

80 /tcp
http

Service
22 /tcp
80 /tcp
N/A / tcp

N/A /icmp

Threatscan

N/A

Severity

Trivial




Asset type: Server

Protocol
ssh

dns

dns

http

pop3
netbios-ns
smb

imap
unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: user, password: user

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBvV1 NTLM signatures are not required
SMBV2 NTLM signatures are not required

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

CIs

N/A

Prepared for Demo Account - Confiden

Service(s)

22 /[ tcp

ssh

139/ tcp

smb

139/ tcp

smb

Service
22 /tcp
53 /tcp
53 /udp
80 /tcp
110/ tcp
137 /udp
139 /tcp
143 / tcp
N/A /[ tcp

N/A /icmp

Threatscan

N/A

Severity

Trivial
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Web Server Default Error Page Detected (128223) 80/ tcp

internal | explicit | unauth

[Large data section omitted]

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Samba 4.3.8-Ubuntu
Domain: WORKGROUP
0S: Windows 6.1

ATS-WINT-2
IP:192.168.69.112

Asset name: ATS-WIN7-2
Operating system: Windows 7 Enterprise
Asset type: Client

Protocol

msrpc

netbios-ns

smb

msrdp

unknown

unknown

Authenticated Scan Status (0}

N/A

Vulnerability Title

http

139 /tcp

smb

Trivial

Trivial

DB CIs

N/A N/A

Service(s)

MS17-010: SMB Remote Code Execution Vulnerability (Network 445 [ tcp

Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:
ff 53 4d 42 250502 00 c0 88 01 44 00 10 00 00 .SMB%......D....
00 00000000000000000806000008239%e.............. #.

000000...

smb

Service
135/ tcp
137 /udp
445 [ tcp
3389 /tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity
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Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST

11/18 - Patch Applied

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26,2020 10:00 AM CDT

remediated on 5/24

Threat Detected: Trojan Variant (126460)

internal | malware | Threat Scan auth

Detection: PWS:Win32/Zbot!GO (53/56)

Type: Trojan

Path: C:\Users\administrator\Downloads\invoice copy.exe
Description: Running Process

SHA1 Hash: 6fc3e57274f50cc26d7ff025fbc99c3e707€99d2

N/A/ tep

unknown

SHA256 Hash: add4d12bd245abd5f826128562b837fca84d7bd0af16f69606dfb0979568e45f

Analysis:

https://www.virustotal.com/file/add4d12bd245abd5f826128562b837fca84d7bd0af16f69606dfb0979568e45f/analysis/147

8030373/

MS12-020 Remote Desktop Protocol Use-After-Free Vulnerability
(Network Check) (104735)

internal | explicit | unauth

Vulnerable to MS12-020:

0300000f02f0803e00000303ed03ed ....... >

Microsoft Windows 7 End of Life (131864)
internal | explicit | unauth

Support has ended for Windows 7. This host should be immediately upgraded.

MS10-012 Vulnerabilities In SMB Server Allow Remote Code
Execution (Network Check) (104133)

internal | explicit | unauth

MS10-012 Weak NTLM Session Key Detected: (f022ef249356635f)

MS16-047: Windows SAM and LSAD Downgrade Vulnerability -
Badlock (Network Check) (121756)

internal | explicit | unauth

This asset permits binding to samr pipe using auth level Connect.
Response from asset:
02.

220000c0"...

Responding port: 49154

Threat Scan: McAfee VirusScan Enterprise Definitions Outdated
(126543)

internal | explicit | Threat Scan auth

msrdp

N/A/ tep

unknown

445 [ tcp Medium

smb

135 /tcp Medium

msrpc

N/A [ tcp Medium

unknown
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Detected definition version: 2018/01/01 version 1089

Threat Scan: Windows Defender Disabled (127063) N/A [ tcp Medium

internal | explicit | Threat Scan auth unknown

The Windows Defender service is not currently running.

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 3389 /tcp Low
(119343) msrdp

internal | explicit | unauth

Vulnerable to Bar Mitzvah attack.

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1

RC4-SHA - TLSv1

Windows 7 Service Pack 1 is not installed

SMB Security Signatures Not Required (104188) 445 [ tcp
internal | explicit | unauth smb

SMBvV1 NTLM signatures are not required

SMBV2 NTLM signatures are not required
Microsoft Windows Service Pack Outdated (104065) 445 [ tcp
internal | explicit | unauth smb

SMB Null Session Authentication (101373) 445 / tcp

internal | recon | unauth smb

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110) 3389/ tcp

internal | explicit | unauth msrdp

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1:
DES-CBC3-SHA

Remote Desktop Protocol Allows Man in the Middle (117858) 3389 /tcp Trivial

internal | explicit | unauth msrdp

rdp5 server does not require ssl and is vulnerable to mitm attack (CVE-2005-1794)

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293) 3389 /tcp Trivial

internal | explicit | unauth msrdp

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1
RC4-SHA - TLSv1




SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

SSL connection supports the following SSLv3/TLSv1 CBC mode cipher:
AES128-SHA - TLSv1

AES256-SHA - TLSv1

DES-CBC3-SHA - TLSv1

ECDHE-RSA-AES128-SHA - TLSv1

ECDHE-RSA-AES256-SHA - TLSv1

BEAST not mitigated: server ignores client order but prefers CBC mode ciphers
Cipher used: AES128-SHA

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Windows 7 Enterprise 6.1
Domain: ATS
0OS: Windows 7 Enterprise 7600

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

Microsoft RDP Network Level Authentication Disabled (128925)

internal | recon | unauth

NLA not enabled on target asset

Asset Comments and Notes

Prepared for Demo Account - Confiden

3389/ tcp

msrdp

3389/ tcp

msrdp

445 [ tcp

smb

3389 /tcp

msrdp

3389 /tcp

msrdp

Trivial

Trivial

Trivial

Trivial

Trivial

Analyst Comment | John Stahmann (john.stahmann@helpsystems.com) | Wednesday, March 24,2021 2:15 PM CDT

Comment

192.168.69.113

IP:192.168.69.113

Asset name: 192.168.69.113
Operating system: Debian 9 Linux
Asset type: Server

Protocol

ssh

Service

22 /tcp




Prepared for Demo Account - Confiden

http 80/ tcp
http 10000/ tcp
unknown N/A /[ tcp
unknown N/A /icmp
Authenticated Scan Status 0s DB CIS Threatscan

N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
Easily Guessable SSH Credentials (104120) 22 [ tcp
internal | explicit | unauth ssh

successfully logged in with username: user, password: user

Phpinfo.php System Information Disclosure (100403) 80 /tcp Low

internal | explicit | unauth http

[Large data section omitted]

Apache Manual Page Information Leak (103390) 80 /tcp Low

internal | explicit | unauth http

Apache 2.4 documentation page detected.

HTTP Host Header Value Reflection (128596) 80/ tcp Low

internal | explicit | unauth http

/manual : an't connect to vm.frontline.cloud:80 (Bad hostnam

Debian End of Life (134009) 22 [ tep Low

internal | explicit | unauth ssh

Debian 9.0 has reached end-of-life status.

Web Server Default Error Page Detected (128223) 80 /tcp Trivial

internal | explicit | unauth http

[Large data section omitted]

192.168.69.116

IP: 192.168.69.116
Asset name: 192.168.69.116




Operating system: Ubuntu Linux
Asset type: Server

Protocol
unknown
ssh

http
unknown
unknown

unknown

Authenticated Scan Status 0s DB cis

N/A N/A N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

successfully logged in with username: root, password: password

Web Server Default Error Page Detected (128223)
internal | explicit | unauth

[Large data section omitted]

192.168.69.125
IP: 192.168.69.125

Asset name: 192.168.69.125
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

http

unknown
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Service(s)

22 /tcp

ssh

80 /tcp
http

Service
21 /tcp
22 /tcp
80 /tcp
514 /udp
N/A /[ tcp

N/A /icmp

Threatscan

N/A

Severity

Trivial

Service
22 /tcp

80 /tcp

N/A / tcp




unknown

Authenticated Scan Status 0s

N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth
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DB CIs

N/A N/A

Service(s)

22 /tcp

ssh

successfully logged in with username: admin, password: admin

Web Server Default Error Page Detected (128223)

internal | explicit | unauth

[Large data section omitted]

192.168.69.126
IP:192.168.69.126

Asset name: 192.168.69.126
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

telnet

unknown

unknown

Authenticated Scan Status (0}

N/A

Vulnerability Title

Easily Guessable SSH Credentials (104120)

internal | explicit | unauth

80 /tcp
http

N/A /icmp

Threatscan

N/A

Severity

Trivial

DB Cis

N/A N/A
Service(s)
22 /tcp
ssh

successfully logged in with username: admin, password: admin

Service
22 /tcp
23 /tcp
N/A / tcp

N/A /icmp

Threatscan

N/A

Severity




Unix Server Common Password (100151)
internal | explicit | unauth

[Large data section omitted]

ATS-WINT7-ENT64

IP: 192.168.69.245

Asset name: ATS-WIN7-ENT64

Operating system: Windows 7 Enterprise
Asset type: Client

Protocol
msrpc
netbios-ns
smb
msrdp

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

MS19-MAY: Microsoft RDP 'BlueKeep' Unauthenticated Remote
Code Execution (Network Check) (128831)

internal | explicit | unauth

Target asset is missing the patch for CVE-2019-0708:
0300000902f0802180....... L

MS17-010: SMB Remote Code Execution Vulnerability (Network
Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 250502 00 c0 88 01 44 00 10 00 00 .SMB%......D....
00 00 00 00 00 00 00 00 00 08 06 00 00 08 23 Ye............... #.
000000...

CIs

N/A
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23 /tcp

telnet

Service(s)

3389 /tcp

msrdp

445 [ tcp

smb

Service
135/ tcp
137 /udp
445 [ tcp
3389 /tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity
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Acceptable Risk Note | Zvi Magnes (zvim@beyondsecurity.com) | Friday, Oct. 22,2021 6:09 AM CDT
accepted

Comment | Troy Myers (troy.myers@digitaldefense.com) | Wednesday, Nov. 18,2020 9:20 AM CST
11/18 - Patch Applied

Comment | Troy Myers (troy.myers@digitaldefense.com) | Tuesday, May 26, 2020 10:00 AM CDT
remediated on 5/24

Threat Detected: Trojan Variant (126460) N/A / tcp

internal | malware | Threat Scan auth unknown

Detection: Win.Trojan.Agent-551827 (34/68)

Type: Trojan

Path: C:\Windows\Temp\LIBjKSShsBtZM\metsvc.exe

Description: Running Process

SHA1 Hash: 7232bd42cd9d0725e7e0220052f4734fec91be7a

SHA256 Hash: fc512a7264fa6a546ab1f503c8bd8f11787ed23d05f3783a76d932b1722f8d70

Analysis:
https://www.virustotal.com/file/fc512a7264fa6a546ab1f503c8bd8f11787ed23d05f3783a76d932b1722f8d70/analysis/1542
314810/

MS12-020 Remote Desktop Protocol Use-After-Free Vulnerability 3389 /tcp
(Network Check) (104735) msrdp

internal | explicit | unauth

Vulnerable to MS12-020:

030000 0f02f0803e00000303ed03ed ....... >

Microsoft Windows 7 End of Life (131864) N/A / tcp

internal | explicit | unauth unknown

Support has ended for Windows 7. This host should be immediately upgraded.

MS10-012 Vulnerabilities In SMB Server Allow Remote Code 445 [ tcp Medium
Execution (Network Check) (104133) smb

internal | explicit | unauth

MS10-012 Weak NTLM Session Key Detected: (02384852c04f6c28)

MS16-047: Windows SAM and LSAD Downgrade Vulnerability - 135/ tcp Medium
Badlock (Network Check) (121756) msrpc

internal | explicit | unauth

This asset permits binding to samr pipe using auth level Connect.
Response from asset:

02.

220000c0"...

Responding port: 49154

Threat Scan: Windows Defender Disabled (127063) N/A / tcp Medium

internal | explicit | Threat Scan auth unknown
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The Windows Defender service is not currently running.

Threat Scan: Antivirus Software Not Installed (126539) N/A [ tcp Medium

internal | explicit | Threat Scan auth unknown

[Large data section omitted]

SSL Connection: Server Vulnerable to Bar Mitzvah Attack 3389 /tcp Low
(119343) msrdp

internal | explicit | unauth

Vulnerable to Bar Mitzvah attack.

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1

RC4-SHA - TLSv1

Windows 7 Service Pack 1 is not installed

SMB Security Signatures Not Required (104188) 445 [ tcp
internal | explicit | unauth smb

SMBvV1 NTLM signatures are not required

SMBV2 NTLM signatures are not required
Microsoft Windows Service Pack Outdated (104065) 445 [ tcp
internal | explicit | unauth smb

SMB Null Session Authentication (101373) 445 / tcp

internal | recon | unauth smb

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110) 3389/ tcp

internal | explicit | unauth msrdp

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1:
DES-CBC3-SHA

Remote Desktop Protocol Allows Man in the Middle (117858) 3389 /tcp Trivial

internal | explicit | unauth msrdp

rdp5 server does not require ssl and is vulnerable to mitm attack (CVE-2005-1794)

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293) 3389 /tcp Trivial

internal | explicit | unauth msrdp

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1
RC4-SHA - TLSv1
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SSL Certificate: Weak Signature Algorithm SHA-1 (121119) 3389/ tcp

internal | explicit | unauth msrdp

Weak Signature Algorithm: SHA-1

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers 3389/ tcp
(112276) msrdp

internal | explicit | unauth

SSL connection supports the following SSLv3/TLSv1 CBC mode cipher:
AES128-SHA - TLSv1

AES256-SHA - TLSv1

DES-CBC3-SHA - TLSv1

ECDHE-RSA-AES128-SHA - TLSv1

ECDHE-RSA-AES256-SHA - TLSv1

BEAST not mitigated: server ignores client order but prefers CBC mode ciphers
Cipher used: AES128-SHA

SMB Native LanMan Version (100092) 445 [ tcp

internal | recon | unauth smb

LAN Manager: Windows 7 Enterprise 6.1
Domain: ATS
0OS: Windows 7 Enterprise 7600

TLS Connection: TLS Version 1.0 Enabled (125641) 3389/ tcp

internal | explicit | unauth msrdp

Server supports TLS version 1.0

Microsoft RDP Network Level Authentication Disabled (128925) 3389 /tcp

internal | recon | unauth msrdp

NLA not enabled on target asset

Asset Comments and Notes

Comment | Hernan Torres (hernan.torres@helpsystems.com) | Wednesday, Dec. 7, 2022 9:57 AM CST
Movimiento Lateral y exposicién

Analyst Comment | John Stahmann (john.stahmann@helpsystems.com) | Wednesday, Aug. 18,2021 8:47 AM CDT
Cody, please get some AV on this device

IP: 192.168.100.78

Asset name: ADMIN-PC
Operating system: Windows 7
Asset type: Client

Protocol Service




msrpc

netbios-ns
smb
msrdp
unknown

unknown

Authenticated Scan Status (0} DB cis

Failure N/A N/A

Vulnerability Title

MS19-MAY: Microsoft RDP 'BlueKeep' Unauthenticated Remote
Code Execution (Network Check) (128831)

internal | explicit | unauth

Target asset is missing the patch for CVE-2019-0708:
0300000902f0802180....... I

MS17-010: SMB Remote Code Execution Vulnerability (Network
Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.
Vulnerable Response:
ff534d 42250502 00 c0 880144 00 10 00 00 .SMB%......D....

0000000000000000000806000008e412................
000000...

MS12-020 Remote Desktop Protocol Use-After-Free Vulnerability
(Network Check) (104735)

internal | explicit | unauth

Vulnerable to MS12-020:

030000 0f02f0803e00000303ed03ed ... >

Microsoft Windows 7 End of Life (131864)

internal | explicit | unauth

Support has ended for Windows 7. This host should be immediately upgraded.
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Service(s)

3389/ tcp

msrdp

445 [ tcp

smb

3389/ tcp

msrdp

N/A [ tcp

unknown

135/ tcp
137 /udp
445 [ tcp
3389/ tcp
N/A / tcp

N/A /icmp

Threatscan

Failure

Severity




MS16-047: Windows SAM and LSAD Downgrade Vulnerability -
Badlock (Network Check) (121756)

internal | explicit | unauth

This asset permits binding to samr pipe using auth level Connect.
Response from asset:
02.

220000c0"...

Responding port: 49186

SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

Vulnerable to Bar Mitzvah attack.

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1

RC4-SHA - TLSv1

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBvV1 NTLM signatures are not required
SMBV2 NTLM signatures are not required

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

Remote Desktop Protocol Allows Man in the Middle (117858)

internal | explicit | unauth

rdp5 server does not require ssl and is vulnerable to mitm attack (CVE-2005-1794)

SSL Certificate: Weak Signature Algorithm SHA-1 (121119)

internal | explicit | unauth

Weak Signature Algorithm: SHA-1

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1:
DES-CBC3-SHA

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth
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135/ tcp

msrpc

3389/ tcp

msrdp

445 [ tcp

smb

445 [ tcp

smb

3389/ tcp

msrdp

3389 /tcp

msrdp

3389 /tcp

msrdp

3389/ tcp

msrdp

Medium

Low

Low

Trivial

Trivial

Trivial

Trivial

Trivial




SSL connection supports the following SSLv3/TLSv1 CBC mode cipher:
ECDHE-RSA-AES256-SHA - TLSv1

ECDHE-RSA-AES128-SHA - TLSv1

DES-CBC3-SHA - TLSv1

AES256-SHA - TLSv1

AES128-SHA - TLSv1

BEAST not mitigated: server ignores client order but prefers CBC mode ciphers

Cipher used: AES128-SHA

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-MD5 - TLSv1
RC4-SHA - TLSv1

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.2 Not Enabled (146258)

internal | explicit | unauth

Server does not support TLS version 1.2

Microsoft RDP Network Level Authentication Disabled (128925)

internal | recon | unauth

NLA not enabled on target asset

SSL Certificate: Expired Certificate Date (103615)

internal | explicit | unauth

Date Appears Invalid: Oct 28 08:14:14 2018 GMT to Apr 29 08:14:14 2019 GMT

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Windows 7 Ultimate 6.1
Domain: FREEFLY
0OS: Windows 7 Ultimate 7601 Service Pack 1

CASH-F32CDFF50A

IP: 192.168.100.80
Asset name: CASH-F32CDFF50A
Operating system: Windows XP
Asset type: Client
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3389/ tep

msrdp

3389/ tep

msrdp

3389/ tep

msrdp

3389/ tep

msrdp

3389/ tep

msrdp

445 tcp

smb




Protocol

netbios-ns
smb
postgresql
unknown

unknown

Authenticated Scan Status

Vulnerability Title

MS08-067 Microsoft Windows Server Service Stack Overflow

(Network Check) (103802)

internal | explicit | unauth

MS08-067

MS17-010: SMB Remote Code Execution Vulnerability (Network

Check) (122051)

internal | explicit | unauth

This asset is missing the MS17-010 patch.

Vulnerable Response:

ff 53 4d 42 2505 02 00 c0 88 01 44 00 10 00 00 .SMB%......D....
0000 0000 0000000007 180600010801 4d

000000...

Microsoft Windows XP End of Life (113789)

internal | explicit | unauth

Support has ended for Windows XP. This host should be immediately upgraded.

MS09-001 SMB Remote Code Execution (Network Check) (103879)

internal | explicit | unauth

MS09-001

MS10-012 Vulnerabilities In SMB Server Allow Remote Code
Execution (Network Check) (104133)

internal | explicit | unauth
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Service(s)

445 [ tcp

smb

445 [ tcp

smb

N/A [ tcp

unknown

445 [ tcp

smb

445 [ tcp

smb

Service
137 /udp
445 [ tcp
5432 / tcp
N/A [ tcp

N/A /icmp

Threatscan

N/A

Severity

Critical

Critical

Medium

Medium




MS10-012 Weak NTLM Session Key Detected: (22d995435720c7ab)

MS09-048 Microsoft Windows TCP/IP Remote Code Execution

Vulnerabilities (104048)

internal | explicit | unauth

MS09-048: TCP/IP DoS Detected

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBv1 NTLM signatures are not required

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Windows 2000 LAN Manager
Domain: WORKGROUP
0S: Windows 5.1

DESKTOP-17TP2JK
IP:10.0.0.98

Asset name: DESKTOP-17TP2JK
Operating system: Windows 10 Enterprise
Asset type: Client

Protocol

smtp

http

msrpc

netbios-ns

unknown (ssl)

smb

msrdp

winrm
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445 [ tcp

smb

445 [ tcp

smb

445 [ tcp

smb

445 [ tcp

smb

Low

YE]

YE]

Service
25/ tcp
80 /tcp
135/ tcp
137 /udp
277 [ tcp
445 [ tcp

3389/ tcp

5985/ tcp




http

http
http

http
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unknown

unknown

Authenticated Scan Status (0} DB cis

Success N/A Failure

Authenticated Scan Credentials Used Successfully

0OS: Tim's Win Cred
CIS: Tim's Win Cred
Threatscan: Tim's Win Cred

Vulnerability Title Service(s)
MS13-098: Vulnerability in Windows Could Allow Remote Code N/A [ tcp
Execution - Registry Entry Not Set (149637) unknown

internal | explicit | OS auth

MS13_098: Microsoft Security Update is installed but the registry entry has not been set.
Registry key incorrectly set:

Software\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck
Software\Wow6432Node\Microsoft\Cryptography\Wintrust\Config

MS22-JUN: Microsoft SQL Server Security Update (148996) N/A / tcp

internal | explicit | OS auth unknown

Missing Microsoft Patch: MS22-JUN

Vulnerable Path: C:\Program Files\Microsoft SQL Server\150\Setup
Bootstrap\SQL2019\x64\microsoft.sqlserver.chainer.infrastructure.dll
File Version: 15.0.4013.40

Fixed Version: 15.0.4236.7

Remediation KB(s): KB5014353,KB5014356

Unquoted Windows Service Path Vulnerability (117555) N/A [ tcp

internal | explicit | OS auth unknown

Service Name: ancoraDocs Input Service
Unquoted Path: C:\Program Files (x86)\Ancora\ancoraDocs Online\InputService.exe

9700/ tcp
9702 / tcp
9703/ tcp
9708 / tcp
N/A / tcp

N/A /icmp

Threatscan

Success

Severity




MS21-JAN: Microsoft SQL Server Security Update (143780)
internal | explicit | OS auth

Missing Microsoft Patch: MS21-JAN

Vulnerable Path: C:\Program Files\Microsoft SQL Server\150\Setup
Bootstrap\SQL2019\x64\microsoft.sqlserver.chainer.infrastructure.dll
File Version: 15.0.4013.40

Fixed Version: 15.0.4083.2

Remediation KB(s): KB4583459,KB4583458

Threat Scan: Antivirus Software Not Installed (126539)

internal | explicit | Threat Scan auth

[Large data section omitted]

Threat Scan: Unsigned Software Processes (127839)

internal | explicit | Threat Scan auth

[Large data section omitted]

NetBIOS Shares With Everyone/Full-Control Permissions (104589)
internal | explicit | OS auth

NetBIOS Everyone Writeable: MyEnvironmentXML (READ/WRITE)

Protocol Allows Authentication Over Clear Text (104798)

internal | explicit | unauth

smtp allows transmission of credentials in clear text

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBvV1 NTLM signatures are not required
SMBV2 NTLM signatures are not required

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1:
DES-CBC3-SHA

TLSv1.2:
DES-CBC3-SHA

TLSv1.1:
DES-CBC3-SHA
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N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

445 [ tcp

smb

25/ tcp

smtp

445 [ tcp

smb

445 [ tcp

smb

3389 /tcp

msrdp

Medium

Medium

Medium

Trivial

Trivial




SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1.2:
DES-CBC3-SHA

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

SSL connection supports the following SSLv3/TLSv1 CBC mode cipher:
ECDHE-RSA-AES256-SHA - TLSv1

DES-CBC3-SHA - TLSv1

AES256-SHA - TLSv1

ECDHE-RSA-AES128-SHA - TLSv1

AES128-SHA - TLSv1

BEAST not mitigated: all supported ciphers are CBC mode ciphers

Content Security Policy Missing (148043)
internal | explicit | unauth

Missing Content Security Policy.

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Windows 10 Enterprise 6.3
Domain: WORKGROUP
0OS: Windows 10 Enterprise 19042

TLS Connection: TLS Version 1.1 Enabled (145426)
internal | explicit | unauth

Server supports TLS version 1.1

TLS Connection: TLS Version 1.0 Enabled (125641)
internal | explicit | unauth

Server supports TLS version 1.0

Link Local Multicast Name Resolution (LLMNR) Enabled (129962)
internal | recon | OS auth

LLMNR is enabled

IPv6 Enabled (142306)
internal | explicit | OS auth

IPv6 enabled on network interfaces with the following IPv4 addresses

10.0.0.98
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277 [ tcp

unknown (ssl)

3389/ tcp

msrdp

80 /tcp
http

445 [ tcp

smb

3389/ tcp

msrdp

3389/ tcp

msrdp

N/A [ tcp

unknown

N/A [ tcp

unknown

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




10.1.1.24

IP:10.1.1.24

Asset name: 10.1.1.24
Operating system: Ubuntu Linux
Asset type: Server

Protocol
ssh

unknown

unknown

Authenticated Scan Status (0} DB cis

N/A N/A N/A

Vulnerability Title

OpenSSH 'ssh-agent' Double Free Vulnerability (144213)

internal | potential | unauth

7.6pl

OpenSSH 'scp' Command Evaluation Vulnerability (138013)

internal | potential | unauth

7.6pl

OpenSSH scp Server Man-in-The-Middle Attack Vulnerability
(127851)

internal | potential | unauth

7.6pl

OpenSSH Sensitive Data Exposure Vulnerability (146710)

internal | potential | unauth

7.6pl

OpenSSH 'auth-gss2.c' User Detection Vulnerability (126832)

internal | potential | unauth

7.6pl

Prepared for Demo Account - Confiden

Service(s)

22 /tcp

ssh

22 /tcp

ssh

22 /[ tcp

ssh

22 [tcp

ssh

22 /[ tcp

ssh

Service
22 /tcp
N/A /[ tcp

N/A /icmp

Threatscan

N/A

Severity

Medium

Medium

Medium

Medium




OpenSSH User Enumeration Vulnerability (126863)

internal | potential | unauth

7.6pl

OpenSSH Privilege Escalation Vulnerability (146711)
internal | potential | unauth

7.6pl

OpenSSH Account Enumeration Vulnerability (126640)
internal | potential | unauth

7.6pl

OpenSSH 'Observable Discrepancy' Man-in-the-Middle
Vulnerability (137503)

internal | potential | unauth

7.6pl

OpenSSH Missing Character Man-in-The-Middle Attack
Vulnerability (127849)

internal | potential | unauth

7.6pl

OpenSSH 'stderr' Man-in-The-Middle Attack Vulnerability
(127850)

internal | potential | unauth

7.6pl

OpenSSH Security Advisory (148395)

internal | potential | unauth

7.6pl

OpenSSH scp Client Access Bypass Vulnerability (127848)

internal | potential | unauth

7.6pl

ICMP Timestamp Request (150396)

internal | recon | unauth

icmp timestamp response

IMPACT
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22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /[ tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

N/A /icmp

unknown

Medium

Medium

Medium

Medium

Medium

Medium

Low

Low

Trivial
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IP:10.27.34.7

Asset name: IMPACT

Operating system: Windows Platform
Asset type: Server

Protocol
smtp
pop3
msrpc
netbios-ns
netbios
imap
unknown
smtp
msrdp
http (ssl)
http
unknown

unknown

Authenticated Scan Status (0} DB cis

Success N/A Failure

Authenticated Scan Credentials Used Successfully

0S: MyRNA Azure
CIS: MyRNA Azure
Threatscan: MyRNA Azure

Vulnerability Title Service(s)

MS22-JUL: Microsoft Windows Security Update (149222) N/A / tcp

internal | explicit | OS auth unknown

Service

25/ tcp

110/ tcp
135/ tcp
137 /udp
139 /tcp
143 / tcp
445 [ tcp
587 /tcp
3389/ tcp
8080/ tcp
9999 / tcp
N/A /[ tcp

N/A /icmp

Threatscan

Success

Severity




Missing Microsoft Patch: MS22-JUL

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.22000.739

Fixed Version: 10.0.22000.795

MS22-JUN: Microsoft SQL Server Security Update (148996)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-JUN

Vulnerable Path: C:\Program Files (x86)\Microsoft SQL Server\120\Setup
Bootstrap\SQLServer2014\x86\microsoft.sqlserver.chainer.infrastructure.dll
File Version: 12.0.6024.0

Fixed Version: 12.0.6169.19

Remediation KB(s): KB5014164,KB5014165

MS19-JUL: Microsoft SQL Server Security Update (129105)
internal | explicit | OS auth

Missing Microsoft Patch: MS19-JUL

Vulnerable Path: C:\Program Files (x86)\Microsoft SQL Server\120\Setup
Bootstrap\SQLServer2014\x86\microsoft.sqlserver.chainer.infrastructure.dll
File Version: 12.0.6024.0

Fixed Version: 12.0.6108.1

Remediation KB(s): KB4505419,KB4505422,KB4505218,KB4505217

MS20-FEB: Microsoft SQL Server Security Update (132519)
internal | explicit | OS auth

Missing Microsoft Patch: MS20-FEB

Vulnerable Path: C:\Program Files (x86)\Microsoft SQL Server\120\Setup
Bootstrap\SQLServer2014\x86\microsoft.sqlserver.chainer.infrastructure.dll
File Version: 12.0.6024.0

Fixed Version: 12.0.6118.4

Remediation KB(s): KB4532095,KB4535288

MS21-JAN: Microsoft SQL Server Security Update (143780)
internal | explicit | OS auth

Missing Microsoft Patch: MS21-JAN

Vulnerable Path: C:\Program Files (x86)\Microsoft SQL Server\120\Setup
Bootstrap\SQLServer2014\x86\microsoft.sqlserver.chainer.infrastructure.dll
File Version: 12.0.6024.0

Fixed Version: 12.0.6164.21

Remediation KB(s): KB4583462,KB4583463

Threat Scan: Unsigned Software Processes (127839)

internal | explicit | Threat Scan auth

[Large data section omitted]

Protocol Allows Authentication Over Clear Text (104798)

internal | explicit | unauth

imap allows transmission of credentials in clear text

Prepared for Demo Account - Confiden

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

143 / tcp

imap

Medium

Medium

Low




Protocol Allows Authentication Over Clear Text (104798)
internal | explicit | unauth

pop3 allows transmission of credentials in clear text

Protocol Allows Authentication Over Clear Text (104798)
internal | explicit | unauth

smtp allows transmission of credentials in clear text

Protocol Allows Authentication Over Clear Text (104798)
internal | explicit | unauth

smtp allows transmission of credentials in clear text

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1.1:
DES-CBC3-SHA

TLSv1.2:
DES-CBC3-SHA

TLSv1:
DES-CBC3-SHA

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

SSL connection supports the following SSLv3/TLSv1 CBC mode cipher:
ECDHE-RSA-AES256-SHA - TLSv1

DES-CBC3-SHA - TLSv1

AES256-SHA - TLSv1

ECDHE-RSA-AES128-SHA - TLSv1

AES128-SHA - TLSv1

BEAST not mitigated: all supported ciphers are CBC mode ciphers

Content Security Policy Missing (148043)

internal | explicit | unauth

Missing Content Security Policy.

SSL Certificate: Chain Contains Weak RSA Keys (104022)

internal | explicit | unauth

Inadequate Certificate Key Size: 1024

SMB Native LanMan Version (100092)

internal | recon | unauth

Prepared for Demo Account - Confiden

110/ tcp
pop3

587 / tcp

smtp

25/ tcp

smtp

3389/ tcp

msrdp

3389 /tcp

msrdp

9999 / tcp
http

8080/ tcp
http (ssl)

139/ tcp

netbios

Trivial

Trivial
Trivial

Trivial




LAN Manager: 10.0.22000.15
Domain: impact
0S: Windows 11 build 22000

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.1 Enabled (145426)

internal | explicit | unauth

Server supports TLS version 1.1

Link Local Multicast Name Resolution (LLMNR) Enabled (129962)

internal | recon | OS auth

LLMNR is enabled

IPv6 Enabled (142306)
internal | explicit | OS auth

IPv6 enabled on network interfaces with the following IPv4 addresses

33.0.0.6
10.27.34.7
10.27.34.7

cobaltstrike.internal.cloudapp.net
IP: 10.27.34.69

Asset name: cobaltstrike.internal.cloudapp.net
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

http

http (ssl)

unknown

unknown

Authenticated Scan Status (0} DB cis

Prepared for Demo Account - Confiden

3389 /tcp

msrdp

3389 /tcp

msrdp

N/A [ tcp

unknown

N/A [ tcp

unknown

Trivial

Trivial

Trivial

Trivial

Failure N/A Failure

Service
22 /tcp
80 /tcp
443 [ tcp
N/A /[ tcp

N/A /icmp

Threatscan

N/A




Vulnerability Title

OpenSSH 'ssh-agent' Double Free Vulnerability (144213)

internal | potential | unauth

7.6pl

OpenSSH 'scp’' Command Evaluation Vulnerability (138013)

internal | potential | unauth

7.6pl

OpenSSH scp Server Man-in-The-Middle Attack Vulnerability
(127851)

internal | potential | unauth

7.6pl

OpenSSH 'auth-gss2.c' User Detection Vulnerability (126832)

internal | potential | unauth

7.6pl

OpenSSH Sensitive Data Exposure Vulnerability (146710)

internal | potential | unauth

7.6pl

OpenSSH User Enumeration Vulnerability (126863)

internal | potential | unauth

7.6pl

OpenSSH Privilege Escalation Vulnerability (146711)

internal | potential | unauth

7.6pl

OpenSSH Account Enumeration Vulnerability (126640)

internal | potential | unauth

7.6pl

OpenSSH 'Observable Discrepancy’ Man-in-the-Middle
Vulnerability (137503)

internal | potential | unauth

7.6pl

Prepared for Demo Account - Confiden

Service(s)

22 [tcp

ssh

22 [tcp

ssh

22 [tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

Severity

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium




OpenSSH Missing Character Man-in-The-Middle Attack
Vulnerability (127849)

internal | potential | unauth

7.6pl

OpenSSH 'stderr' Man-in-The-Middle Attack Vulnerability
(127850)

internal | potential | unauth

7.6pl

OpenSSH Security Advisory (148395)

internal | potential | unauth

7.6pl

OpenSSH scp Client Access Bypass Vulnerability (127848)

internal | potential | unauth

7.6pl

legendarykings.internal.cloudapp.net

IP: 10.27.34.75
Asset name: legendarykings.internal.cloudapp.net
Operating system: Ubuntu Linux
Asset type: Client
Protocol
http

unknown

unknown

Authenticated Scan Status 0s DB

Failure N/A

Vulnerability Title

Apache httpd '2.2.32 2.4.24' Remote Segmentation Fault
Vulnerability (290291)

internal | potential | unauth

Prepared for Demo Account - Confiden

22 /tcp

ssh

22 [tcp

ssh

22 /tcp

ssh

22 /tcp

ssh

CIS

Failure
Service(s)
80 /tcp
http

Medium

Medium

Low

Low

Service
80/ tcp
N/A /[ tcp

N/A /icmp

Threatscan

N/A

Severity




247

Apache httpd '2.2.x before 2.2.33"' and '2.4.x before 2.4.26'
'mod_ssl' subcomponent NULL pointer Vulnerability (290295)

internal | potential | unauth

24.7

Apache HTTP Server Security Update 2.4.51 (147293)

internal | potential | unauth

24.7

Apache HTTP Server 2.4.53 Security Release (148390)

internal | potential | unauth

24.7

Apache httpd '2.2.x before 2.2.33 and 2.4.x before 2.4.26'
'mod_mime' subcomponent Remote Read Vulnerability (290301)
internal | potential | unauth

2.4.7

Apache HTTP Server 'ap_get_basic_auth_pw' Authentication
Bypass (290284)

internal | potential | unauth

2.4.7

Apache HTTP Server Security Update 2.4.48 (145498)

internal | potential | unauth

2.4.7

Apache HTTP Server 'mod_proxy_ftp' Uninitialized Memory
Usage Vulnerability (133605)

internal | potential | unauth

247

Apache HTTP Server 'mod_http2' Module Denial of Service
Vulnerability (282886)

internal | potential | unauth

24.7

Apache HTTP Server Security Update 2.4.49 (146396)

internal | potential | unauth
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80 /tcp
http

80/ tcp
http

80/ tcp
http

80/ tcp
http

80/ tcp
http

80/ tcp
http

80/ tcp
http

80 /tcp
http

80 /tcp
http

High

High

High

High

High

High

Medium

Medium




2.4.7

Apache HTTP Server 'mod_status' Module Race Condition
(265518)

internal | potential | unauth

24.7

Apache HTTP Server Multiple Vulnerabilities (126218)

internal | potential | unauth

24.7

Apache httpd Digest Authorization Denial of Service (291127)

internal | potential | unauth

24.7

Apache HTTP Server 'mod_auth_digest' Access Control Bypass
Vulnerability (128444)

internal | potential | unauth

2.4.7

Apache HTTP Server 'mod_rewrite' Redirect Vulnerability
(133604)

internal | potential | unauth

2.4.7

Apache HTTP Server URL Redirect Vulnerability (129591)

internal | potential | unauth

2.4.7

Apache HTTP Server HTTP_PROXY Environment Variable
Vulnerability (126237)

internal | potential | unauth

2.4.7

Apache HTTP Server HTTP Chunked Request Smuggling Attack
(126232)

internal | potential | unauth

24.7

Apache HTTP Server Padding Oracle Vulnerability (288579)

internal | potential | unauth

Prepared for Demo Account - Confiden

80 /tcp
http

80/ tcp
http

80/ tcp
http

80/ tcp
http

80 /tcp
http

80/ tcp
http

80/ tcp
http

80 /tcp
http

80 /tcp
http

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium




2.4.7

Apache HTTP Server Digest Authentication Denial of Service
(288580)

internal | potential | unauth

24.7

Apache HTTP Server 'cache_merge_headers_out' Function Denial
of Service Vulnerability (126230)

internal | potential | unauth

2.4.7

Apache 'Optionsbleed' UAF Memory Leak (122625)

internal | potential | unauth

2.4.7

Apache HTTP Server ' mod_log_config' Denial of Service (263002)

internal | potential | unauth

2.4.7

Apache HTTP Server Response Splitting Vulnerability (288581)

internal | potential | unauth

2.4.7

Apache HTTP Server 'lua_websocket_read' Function Denial of
Service Vulnerability (126231)

internal | potential | unauth

2.4.7

Apache HTTP Server 'mod_session_cookie' Expiry Time Ignored
Vulnerability (126276)

internal | potential | unauth

2.4.7

Apache HTTP "RequestHeader unset" Directive Bypass
Vulnerability (126217)

internal | potential | unauth

24.7

Prepared for Demo Account - Confiden

80 /tcp
http

80/ tcp
http

80 /tcp
http

80 /tcp
http

80 /tcp
http

80 /tcp
http

80/ tcp
http

80 /tcp
http

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium




Apache HTTP Server 'httpd' URL Normalization Inconsistency
Vulnerability (128448)

internal | potential | unauth

2.4.7

Apache HTTP Server 'mod_dav' Denial of Service (263007)

internal | potential | unauth

2.4.7

Apache HTTP Server winnt_accept Function Denial of Service
(265505)

internal | potential | unauth

24.7

Apache HTTP Server 'mod_cgid' Module Denial of Service
(265538)

internal | potential | unauth

24.7

Apache HTTP Server 'mod_cache_socache' Out of Bound Read
Denial of Service Vulnerability (126242)
internal | potential | unauth

2.4.7

Apache HTTP Server 'ap_some_auth_required' Function Remote
Access Restrictions Bypass Vulnerability (273795)

internal | potential | unauth

2.4.7

Apache HTTP Server 'mod_userdir' CRLF Injection Vulnerability
(126838)

internal | potential | unauth

24.7

Apache HTTP Server 'deflate_in_filter' Function Denial of Service
(265521)

internal | potential | unauth

24.7

Prepared for Demo Account - Confiden

80 /tcp
http

80/ tcp
http

80/ tcp
http

80 /tcp
http

80 /tcp
http

80 /tcp
http

80 /tcp
http

80 /tcp
http

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium
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Apache HTTP Server 'mod_lua' Access Restriction Bypass 80/ tcp Medium
Vulnerability (269848) http
internal | potential | unauth

247
Apache HTTP Server 'mod_proxy' Module Denial of Service 80 /tcp Medium
(265530) http

internal | potential | unauth

2.4.7
Apache HTTP Server 'mod_proxy' Cross-Site Scripting 80 /tcp Medium
Vulnerability (129590) http
internal | potential | unauth

2.4.7
Apache HTTP Server mod_cluster Improper Input Validation 80 /tcp
Vulnerability (126238) http
internal | potential | unauth

247
Content Security Policy Missing (148043) 80/ tcp
internal | explicit | unauth http

Missing Content Security Policy.

Web Server Default Error Page Detected (128223) 80 /tcp

internal | explicit | unauth http

[Large data section omitted]

IP: 10.27.34.80

Asset name: WIN10OVPN

Operating system: Windows 10 Pro
Asset type: Client

Protocol Service
msrpc 135/tcp
netbios-ns 137 /udp

netbios 139 /tcp




unknown

msrdp

unknown

unknown

Authenticated Scan Status (0} DB

Success N/A

Authenticated Scan Credentials Used Successfully

0S: MyRNA Azure ACME
CIS: MyRNA Azure ACME
Threatscan: MyRNA Azure ACME

Vulnerability Title

MS21-DEC: Microsoft Windows Security Update (147272)
internal | explicit | OS auth

Missing Microsoft Patch: MS21-DEC

Vulnerable Path: C:\windows\system32\win32kfull.sys
File Version: 10.0.19041.1320

Fixed Version: 10.0.19041.1387

Remediation KB(s): KB5008212

MS22-MAY: Microsoft Windows Security Update (148572)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-MAY

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.19041.1348

Fixed Version: 10.0.19041.1706

MS22-JUN: Microsoft Windows Security Update (148994)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-JUN

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.19041.1348

Fixed Version: 10.0.19041.1766

MS22-APR: Microsoft Windows Security Update (148319)
internal | explicit | OS auth

Prepared for Demo Account - Confiden

Cis

Failure

Service(s)

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

445 [ tcp
3389 /tcp
N/A /[ tcp

N/A /icmp

Threatscan

Success

Severity




Missing Microsoft Patch: MS22-APR

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.19041.1348

Fixed Version: 10.0.19041.1645

MS22-JAN: Microsoft Windows Security Update (147420)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-JAN

Vulnerable Path: C:\windows\system32\win32kfull.sys
File Version: 10.0.19041.1320

Fixed Version: 10.0.19041.1466

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions

Less Than 93.0.961.52 (146565)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 93.0.961.52
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 95.0.1020.30 (146797)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 95.0.1020.30
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 93.0.961.44 (146376)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 93.0.961.44
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

MS22-FEB: Microsoft Windows Security Update (147753)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-FEB

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.19041.1348

Fixed Version: 10.0.19041.1526

MS22-JUL: Microsoft Windows Security Update (149222)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-JUL

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.19041.1348

Fixed Version: 10.0.19041.1826

Prepared for Demo Account - Confiden

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown




Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 93.0.961.47 (146377)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 93.0.961.47
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 92.0.902.78 (146249)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 92.0.902.78
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

MS22-MAR: Microsoft Internet Explorer Security Update (148036)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-MAR

Vulnerable Path: C:\windows\system32\mshtml.dll
File Version: 11.0.19041.1320

Fixed Version: 11.0.19041.1566

MS22-MAR: Microsoft Windows Security Update (148037)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-MAR

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.19041.1348

Fixed Version: 10.0.19041.1586

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 103.0.1264.37 (149068)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 103.0.1264.37
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 103.0.1264.44 (149202)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 103.0.1264.44
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 102.0.1245.30 (148969)
internal | explicit | OS auth

Prepared for Demo Account - Confiden

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown




Installed version: 92.0.902.67
Vulnerable versions: all less than 102.0.1245.30
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 97.0.1072.55 (147417)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 97.0.1072.55
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 93.0.961.38 (146375)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 93.0.961.38
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions

Less Than 96.0.1054.29 (147105)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 96.0.1054.29
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 99.0.1150.46 (148265)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 99.0.1150.46
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 100.0.1185.44 (148439)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 100.0.1185.44
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 103.0.1264.49 (149201)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 103.0.1264.49
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
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unknown

N/A [ tcp

unknown

N/A [ tcp

unknown
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unknown

N/A [ tcp

unknown

N/A [ tcp
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Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 102.0.1245.41 (148970)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 102.0.1245.41
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 98.0.1108.50 (148025)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 98.0.1108.50
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions

Less Than 99.0.1150.55 (148267)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 99.0.1150.55
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions

Less Than 101.0.1210.47 (148761)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 101.0.1210.47
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 100.0.1185.36 (148266)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 100.0.1185.36
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 101.0.1210.32 (148544)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 101.0.1210.32
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions

Less Than 94.0.992.31 (146566)
internal | explicit | OS auth
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Installed version: 92.0.902.67
Vulnerable versions: all less than 94.0.992.31
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 95.0.1020.40 (146924)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 95.0.1020.40
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 98.0.1108.55 (148026)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 98.0.1108.55
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions

Less Than 99.0.1150.30 (148024)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 99.0.1150.30
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 94.0.992.38 (146671)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 94.0.992.38
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 94.0.992.47 (146670)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 94.0.992.47
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 96.0.1054.57 (147257)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 96.0.1054.57
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
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Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 98.0.1108.43 (147751)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 98.0.1108.43
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 100.0.1185.29 (148268)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 100.0.1185.29
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions

Less Than 102.0.1245.39 (148968)
internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 102.0.1245.39
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Microsoft Edge (Chromium): Multiple Vulnerabilities in Versions
Less Than 97.0.1072.69 (147752)

internal | explicit | OS auth

Installed version: 92.0.902.67
Vulnerable versions: all less than 97.0.1072.69
Path: C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Windows 10 End of Life (125528)
internal | explicit | OS auth

Windows 10 version 2004 has reached end-of-life status

Threat Scan: Windows Defender Definitions Outdated (126741)
internal | explicit | Threat Scan auth

Definitions last updated: 09/24/2019 05:12:58
Detected definition version: 1.303.25.0

Threat Scan: Unsigned Software Processes (127839)

internal | explicit | Threat Scan auth

Process ID: 2548

Process Name: frontlinescan.exe

Parent ID: 708

Image Path: C:\Windows\frontlinescan.exe
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MS22-MAY: Microsoft .NET Security Update (148574)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-MAY

Vulnerable Path: C:\windows\microsoft.net\framework\v4.0.30319\system.data.dll

File Version: 4.8.4270.0
Fixed Version: 4.8.4455.0

SMB Security Signatures Not Required (104188)

internal | explicit | unauth

SMBv2 NTLM signatures are not required

SSL Connection: Sweet32 Vulnerability (121110)

internal | explicit | unauth

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1.1:
DES-CBC3-SHA

TLSv1.2:
DES-CBC3-SHA

TLSv1:
DES-CBC3-SHA

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

SSL connection supports the following SSLv3/TLSv1 CBC mode cipher:
DES-CBC3-SHA - TLSv1

ECDHE-RSA-AES256-SHA - TLSv1

AES256-SHA - TLSv1

ECDHE-RSA-AES128-SHA - TLSv1

AES128-SHA - TLSv1

BEAST not mitigated: all supported ciphers are CBC mode ciphers

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: 10.0.19041.15
Domain: acme
0S: Windows 10 Build 19041

TLS Connection: TLS Version 1.0 Enabled (125641)

internal | explicit | unauth

Server supports TLS version 1.0

TLS Connection: TLS Version 1.1 Enabled (145426)

internal | explicit | unauth
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Server supports TLS version 1.1

Link Local Multicast Name Resolution (LLMNR) Enabled (129962) N/A [ tcp

internal | recon | OS auth unknown

LLMNR is enabled

IPv6 Enabled (142306) N/A/ tcp

internal | explicit | OS auth unknown

IPv6 enabled on network interfaces with the following IPv4 addresses

10.27.34.80
10.27.34.80

Trivial

Trivial

juiceshop.internal.cloudapp.net _

IP: 10.27.34.86

Asset name: juiceshop.internal.cloudapp.net
Operating system: Ubuntu Linux

Asset type: Server

Protocol
ssh
http
unknown
unknown
Authenticated Scan Status 0s DB CIS
N/A N/A N/A

Vulnerability Title Service(s)
OpenSSH 'ssh-agent' Double Free Vulnerability (144213) 22 /tcp
internal | potential | unauth ssh

7.6p1
OpenSSH 'scp' Command Evaluation Vulnerability (138013) 22 /tcp
internal | potential | unauth ssh

7.6pl

Service
22 /tcp
80/ tcp
N/A /[ tcp

N/A /icmp

Threatscan

N/A

Severity

Medium




OpenSSH scp Server Man-in-The-Middle Attack Vulnerability
(127851)

internal | potential | unauth

7.6pl

OpenSSH 'auth-gss2.c' User Detection Vulnerability (126832)

internal | potential | unauth

7.6pl

OpenSSH Sensitive Data Exposure Vulnerability (146710)

internal | potential | unauth

7.6pl

OpenSSH User Enumeration Vulnerability (126863)

internal | potential | unauth

7.6pl

OpenSSH Privilege Escalation Vulnerability (146711)

internal | potential | unauth

7.6pl

OpenSSH 'Observable Discrepancy' Man-in-the-Middle
Vulnerability (137503)

internal | potential | unauth

7.6pl

OpenSSH Account Enumeration Vulnerability (126640)

internal | potential | unauth

7.6pl

OpenSSH Missing Character Man-in-The-Middle Attack
Vulnerability (127849)

internal | potential | unauth

7.6pl

OpenSSH 'stderr' Man-in-The-Middle Attack Vulnerability
(127850)

internal | potential | unauth

7.6pl
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OpenSSH scp Client Access Bypass Vulnerability (127848) 22 /tcp
internal | potential | unauth ssh

7.6pl
Insecure HTML5 Cross Origin Request Policy (118119) 80/ tcp
internal | explicit | unauth http

[Large data section omitted]

Low

Low

webapps.internal.cloudapp.net _

IP: 10.27.34.87

Asset name: webapps.internal.cloudapp.net
Operating system: Ubuntu Linux

Asset type: Server

Protocol
ssh
http
unknown
unknown
Authenticated Scan Status (o] DB CIS
Failure N/A Failure

Vulnerability Title Service(s)
Apache HTTP Server Internal Data Buffering Denial of Service 80 /tcp
Vulnerability (129589) http
internal | potential | unauth

2.4.29
Apache HTTP Server Security Update 2.4.48 (145498) 80 /tcp
internal | potential | unauth http

2.4.29
Apache HTTP Server 2.4.53 Security Release (148390) 80/ tcp

internal | potential | unauth http

Service
22 /tcp
80/ tcp
N/A / tcp

N/A /icmp

Threatscan

N/A

Severity




2.4.29

Apache HTTP Server Security Update 2.4.51 (147293)

internal | potential | unauth

2.4.29

Apache HTTP Server 'Module Scripts' Privilege Escalation
Vulnerability (128443)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_proxy_ftp' Uninitialized Memory
Usage Vulnerability (133605)

internal | potential | unauth

2.4.29

OpenSSH 'ssh-agent' Double Free Vulnerability (144213)

internal | potential | unauth

7.6pl

OpenSSH 'scp' Command Evaluation Vulnerability (138013)

internal | potential | unauth

7.6pl

Apache HTTP Server Security Update 2.4.49 (146396)

internal | potential | unauth

2.4.29

Apache HTTP Server Multiple Vulnerabilities (126218)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_http2' Read-After-Free (CVE-2019-
10082) (129592)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_auth_digest' Access Control Bypass

Vulnerability (128444)

internal | potential | unauth
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2.4.29

OpenSSH scp Server Man-in-The-Middle Attack Vulnerability
(127851)

internal | potential | unauth

7.6pl

Apache HTTP Server 'mod_rewrite' Redirect Vulnerability
(133604)

internal | potential | unauth

2.4.29

Apache HTTP Server URL Redirect Vulnerability (129591)

internal | potential | unauth

2.4.29

OpenSSH Sensitive Data Exposure Vulnerability (146710)

internal | potential | unauth

7.6pl

OpenSSH 'auth-gss2.c' User Detection Vulnerability (126832)

internal | potential | unauth

7.6pl

Apache HTTP Server 'mod_http2' Read-After-Free (CVE-2019-
0196) (128447)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_session_cookie' Expiry Time Ignored
Vulnerability (126276)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_cache_socache' Out of Bound Read
Denial of Service Vulnerability (126242)

internal | potential | unauth

2.4.29

Prepared for Demo Account - Confiden

22 /[ tcp

ssh

80/ tcp
http

80 /tcp
http

22 /tcp

ssh

22 /tcp

ssh

80 /tcp
http

80/ tcp
http

80 /tcp
http

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium




Apache HTTP Server Slow Request Bodies Denial of Service
Vulnerability (126273)

internal | potential | unauth

2.4.29

Apache HTTP Server 'httpd' URL Normalization Inconsistency
Vulnerability (128448)

internal | potential | unauth

2.4.29

Apache HTTP Server 'Cache-Digest' Denial of Service
Vulnerability (137995)

internal | potential | unauth

2.4.29

OpenSSH User Enumeration Vulnerability (126863)

internal | potential | unauth

7.6pl

Apache HTTP Server HTTP/2 Connections Crafted Request Denial
of Service Vulnerability (908009)

internal | potential | unauth

apache 2.4.29

Apache HTTP Server 'mod_http2' Memory Corruption
Vulnerability (129588)

internal | potential | unauth

2.4.29

Apache HTTP Server Crafted Request Denial of Service
Vulnerability (127001)

internal | potential | unauth

2.4.29

OpenSSH Privilege Escalation Vulnerability (146711)

internal | potential | unauth

7.6pl

OpenSSH Account Enumeration Vulnerability (126640)

internal | potential | unauth
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7.6pl

OpenSSH 'Observable Discrepancy' Man-in-the-Middle
Vulnerability (137503)

internal | potential | unauth

7.6pl

Apache HTTP Server 'mod_proxy' Cross-Site Scripting
Vulnerability (129590)

internal | potential | unauth

2.4.29

Apache HTTP 'HTTP/2 mod' Denial of Service Vulnerability
(137993)

internal | potential | unauth

2.4.29

Apache HTTP Server 'SETTINGS' Denial of Service Vulnerability
(126966)

internal | potential | unauth

2.4.29

OpenSSH Missing Character Man-in-The-Middle Attack
Vulnerability (127849)

internal | potential | unauth

7.6pl

OpenSSH 'stderr' Man-in-The-Middle Attack Vulnerability
(127850)

internal | potential | unauth

7.6pl

OpenSSH Security Advisory (148395)

internal | potential | unauth

7.6pl

OpenSSH scp Client Access Bypass Vulnerability (127848)

internal | potential | unauth

7.6pl
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Apache HTTP Server Denial of Service (902560) 80/ tcp
internal | potential | unauth http

2429
Content Security Policy Missing (148043) 80/ tcp
internal | explicit | unauth http

Missing Content Security Policy.

wiN2019C LI

IP: 10.27.34.88

Asset name: WIN2019DC

Operating system: Windows Server 2016
Asset type: Domain controller

Protocol Service
kerberos-sec 88 /tcp
msrpc 135/ tcp
netbios-ns 137 /udp
dap 389 /tcp
unknown 445 [ tcp
msrdp 3389/ tcp
winrm 5985/ tcp
unknown N/A /[ tcp
unknown N/A /icmp
Authenticated Scan Status 0os DB CIs Threatscan
Success N/A Success Success

Authenticated Scan Credentials Used Successfully

0S: MyRNA Azure ACME
CIS: MyRNA Azure ACME
Threatscan: MyRNA Azure ACME




Vulnerability Title

MS22-JUN: Microsoft Windows Security Update (148994)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-JUN

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.14393.4770

Fixed Version: 10.0.14393.5192

Remediation KB(s): KB5014702

MS22-APR: Microsoft Windows Security Update (148319)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-APR

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.14393.4770

Fixed Version: 10.0.14393.5066

Remediation KB(s): KB5012596

MS22-MAY: Microsoft Windows Security Update (148572)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-MAY

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.14393.4770

Fixed Version: 10.0.14393.5125

Remediation KB(s): KB5013952

MS21-DEC: Microsoft Windows Security Update (147272)
internal | explicit | OS auth

Missing Microsoft Patch: MS21-DEC

Vulnerable Path: C:\windows\system32\pcadm.dll
File Version: 10.0.14393.4770

Fixed Version: 10.0.14393.4825

Remediation KB(s): KB5008207

MS22-JAN: Microsoft Windows Security Update (147420)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-JAN

Vulnerable Path: C:\windows\system32\pcadm.dll
File Version: 10.0.14393.4770

Fixed Version: 10.0.14393.4886

Remediation KB(s): KB5009546

MS22-MAR: Microsoft Windows Security Update (148037)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-MAR

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.14393.4770

Fixed Version: 10.0.14393.5006

Remediation KB(s): KB5011495
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MS22-MAR: Microsoft Internet Explorer Security Update (148036)

internal | explicit | OS auth

Missing Microsoft Patch: MS22-MAR

Vulnerable Path: C:\windows\system32\mshtml.dll
File Version: 11.0.14393.4770

Fixed Version: 11.0.14393.5006

Remediation KB(s): KB5011495

MS22-JUL: Microsoft Windows Security Update (149222)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-JUL

Vulnerable Path: C:\windows\system32\ntoskrnl.exe
File Version: 10.0.14393.4770

Fixed Version: 10.0.14393.5246

Remediation KB(s): KB5015808

MS22-FEB: Microsoft Windows Security Update (147753)
internal | explicit | OS auth

Missing Microsoft Patch: MS22-FEB

Vulnerable Path: C:\windows\system32\pcadm.dll
File Version: 10.0.14393.4770

Fixed Version: 10.0.14393.4946

Remediation KB(s): KB5010359

MS20-NOV: Microsoft Windows Security Update - Registry Entry
Not Set (143527)
internal | explicit | OS auth

Detected: Not set
Expected: 2

MS18-JAN: Microsoft Windows Security Update - Registry Entry

Not Set (128655)
internal | explicit | OS auth

MS18-JAN: Update is installed but the registry entry has not been set.

MS19-MAY: Microsoft Windows Security Update (ZombieLoad) -
Registry Entry Not Set (128823)
internal | explicit | OS auth

MS19-MAY: Update is installed but the registry entry has not been set.

LDAP Signing Vulnerability (129050)
internal | explicit | OS auth

LDAP Signing is not required on this domain controller.

LDAP Channel Binding Vulnerability (132377)
internal | explicit | OS auth
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LDAP Channel Binding is not required on this domain controller.

MS18-NOV: Microsoft Windows Security Update - Registry Entry N/A [ tcp Medium

Not Set (128666) unknown
internal | explicit | OS auth

MS18-NOV: Update is installed but the registry entry has not been set.

MS19-NOV: Microsoft Windows Security Update - Registry Entry N/A [ tcp Medium

Not Set (131738) unknown
internal | explicit | OS auth

MS19-NOV: Update is installed but the registry entry has not been set.

Threat Scan: Windows Defender Definitions Outdated (126741) N/A / tcp Medium

internal | explicit | Threat Scan auth unknown

Definitions last updated: 05/19/2016 21:28:52
Detected definition version: 1.221.14.0

SMB Null Session Authentication (101373) 445 [ tcp

internal | recon | unauth unknown

It was possible to log into the remote host using a NULL session.

SSL Connection: Sweet32 Vulnerability (121110) 3389/ tcp

internal | explicit | unauth msrdp

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1.1:
DES-CBC3-SHA

TLSv1:
DES-CBC3-SHA

TLSv1.2:
DES-CBC3-SHA

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers 3389/ tcp
(112276) msrdp

internal | explicit | unauth

[Large data section omitted]

CIS Benchmark Profile (116437) N/A/ tcp

internal | compliance | 0OS auth unknown

CIS_Microsoft_Windows_Server_2016_Benchmark_v1.0.0:DC2

Compliance: Ensure 'Access Credential Manager as a trusted N/A [ tcp
caller' is set to 'No One' (122895) unknown

internal | compliance | CIS auth




Expected: No One
Collected: No One
Result: PASS

Compliance: Ensure 'Disallow WinRM from storing RunAs
credentials' is set to 'Enabled' (123252)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Enforce password history' is set to '24 or
more password(s)' (122884)

internal | compliance | CIS auth

Expected: >=24
Collected: 0
Result: FAIL

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: 10.0.14393.15
Domain: acme
0OS: Windows 2016 Build 14393

Kerberos User Enumeration Detected (138135)
internal | explicit | unauth

Kerberos User Enum confirmed with krbtgt user on domain ACME

Compliance: Ensure 'Turn off handwriting personalization data
sharing' is set to 'Enabled' (123133)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Profile system performance’ is set to
'Administrators, NT SERVICE\WdiServiceHost' (122937)

internal | compliance | CIS auth

Expected: Administrators,NT SERVICE\\WdiServiceHost
Collected: ADMINISTRATORS,NT SERVICE\WdiServiceHost
Result: PASS

Compliance: Ensure 'Domain controller: Refuse machine account
password changes' is set to 'Disabled' (DC only) (122955)

internal | compliance | CIS auth
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Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Do not allow passwords to be saved' issetto N/A/tcp
'Enabled' (123210) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Select when Feature Updates are received'is N/A/tcp
set to 'Enabled: Current Branch for Business, 180 days' (123254) unknown

internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Network security: LDAP client signing N/A/ tcp
requirements’ is set to 'Negotiate signing' or higher (123003) unknown

internal | compliance | CIS auth

Expected:>=1
Collected: 1
Result: PASS

Compliance: Ensure '"Hardened UNC Paths' is set to 'Enabled, with  N/A/tcp
"Require Mutual Authentication" and "Require Integrity" set for  unknown
allNETLOGON and SYSVOL shares' (123112)

internal | compliance | CIS auth

Expected: [Rrlequire([Mm]utual[Aa]uthentication|[li]ntegrity)=1.*[Rr]equire([Mm]utual[Aa]uthentication|[li]ntegrity)=1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off printing over HTTP' is set to N/A [ tcp
'Enabled' (123137) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Configure 'Access this computer from the network' N/A [ tcp
(122896) unknown

internal | compliance | CIS auth

Expected: Administrators,Authenticated Users,ENTERPRISE DOMAIN CONTROLLERS

Collected: EVERYONE,AUTHENTICATED USERS,ADMINISTRATORS,ALIAS PREW2KCOMPACC,ENTERPRISE DOMAIN
CONTROLLERS

Result: FAIL
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Compliance: Ensure '"Windows Firewall: Public: Inbound N/A [ tcp
connections' is set to 'Block (default)' (123039) unknown
internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Audit Authorization Policy Change'issetto  N/A/tcp
'Success' (123068) unknown

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure 'Security: Control Event Log behavior when N/A / tcp
the log file reaches its maximum size' is set to 'Disabled' (123187)  unknown
internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn on PowerShell Transcription' is set to N/A [ tcp
'Disabled' (123245) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Prevent bypassing SmartScreen prompts for N/A/tcp
sites' is set to 'Enabled' (123207) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Boot-Start Driver Initialization Policy'isset  N/A/tcp
to 'Enabled: Good, unknown and bad but critical' (123126) unknown

internal | compliance | CIS auth

Expected: 3
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Support device authentication using N/A / tcp
certificate' is set to 'Enabled: Automatic' (123145) unknown
internal | compliance | CIS auth
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Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Interactive logon: Do not require N/A [ tcp
CTRL+ALT+DEL' is set to 'Disabled' (122964) unknown

internal | compliance | CIS auth

Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure '"Windows Firewall: Private: Logging: Log N/A [ tcp
dropped packets' is set to 'Yes' (123036) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Network security: Minimum session security  N/A/tcp
for NTLM SSP based (including secure RPC) clients' is set to unknown

'Require NTLMv2 session security, Require 128-bit encryption'

(123004)

internal | compliance | CIS auth

Expected: 537395200
Collected: 536870912

Result: FAIL
Compliance: Configure 'Allow log on locally' (122901) N/A / tcp
internal | compliance | CIS auth unknown

Expected: Administrators
Collected: ADMINISTRATORS,ACCOUNT OPERATORS,SERVER OPERATORS,PRINTER OPERATORS,BACKUP
OPERATORS,ENTERPRISE DOMAIN CONTROLLERS

Result: FAIL
Compliance: Ensure 'Back up files and directories' is set to N/A [ tcp
'Administrators' (122905) unknown

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS,SERVER OPERATORS,BACKUP OPERATORS

Result: FAIL
Compliance: Ensure 'Store passwords using reversible N/A [ tcp
encryption' is set to 'Disabled' (122890) unknown

internal | compliance | CIS auth

Expected: 0
Collected: 0
Result: PASS




Compliance: Ensure 'Join Microsoft MAPS' is set to 'Disabled'
(123234)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off shell protocol protected mode' is
set to 'Disabled' (123196)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Enumerate administrator accounts on
elevation' is set to 'Disabled' (123180)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Always install with elevated privileges' is set
to 'Disabled' (123241)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Process Creation' is set to 'Success'
(123056)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure 'Block launching Windows Store apps with
Windows Runtime API access from hosted content.' is set to
'Enabled' (123171)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Do not allow COM port redirection’' is set to
'Enabled' (123212)

internal | compliance | CIS auth
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Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"MSS: (SafeDllSearchMode) Enable Safe DLL
search mode (recommended)' is set to 'Enabled' (123091)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow Remote Shell Access' is set to
'Disabled' (123253)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Disallow copying of user input methods to
the system account for sign-in' is set to 'Enabled’ (123147)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn on Responder (RSPNDR) driver' is set to
'Disabled' (123104)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Prevent enabling lock screen slide show' is
set to 'Enabled' (123076)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Configure Offer Remote Assistance' is set to
'Disabled' (123159)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Interactive logon: Prompt user to change
password before expiration’ is set to 'between 5 and 14 days'
(122970)

internal | compliance | CIS auth

Expected: <= 14
Collected: 5
Result: PASS

Compliance: Ensure 'Windows Firewall: Domain: Logging: Name'
is set to
'%SYSTEMROOT%)\System32\logfiles\firewall\domainfw.log'
(123024)

internal | compliance | CIS auth

Expected: %SYSTEMROOT%)\System32\logfiles\firewall\domainfw.log
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Devices: Prevent users from installing
printer drivers' is set to 'Enabled’' (122952)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Log on as a batch job' is set to
'Administrators' (DC Only) (122930)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS,BACKUP OPERATORS,PERFLOG USERS
Result: PASS

Compliance: Ensure 'Allow Windows Ink Workspace' is set to
'Enabled: On, but disallow access above lock' OR 'Disabled' but
not 'Enabled: On' (123238)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'MSS: (DisablelPSourceRouting) IP source
routing protection level (protects against packet spoofing)' is set
to 'Enabled: Highest protection, source routing is completely
disabled' (123086)

internal | compliance | CIS auth

Expected: 2
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Create permanent shared objects' is set to
'No One' (122911)

internal | compliance | CIS auth

Expected: No One
Collected: No One
Result: PASS

Compliance: Ensure 'Allow Extensions' is set to 'Disabled'
(123198)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Windows Firewall: Domain: Logging: Log
dropped packets' is set to 'Yes' (123026)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Toggle user control over Insider builds' is set
to 'Disabled' (123184)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Require pin for pairing' is set to 'Enabled’
(123178)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Configure Automatic Updates: Scheduled
install day' is set to '0 - Every day' (123260)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off the Windows Messenger Customer
Experience Improvement Program' is set to 'Enabled' (123142)
internal | compliance | CIS auth
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Expected: 2
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Prohibit access of the Windows Connect
Now wizards' is set to 'Enabled' (123120)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off the offer to update to the latest
version of Windows' is set to 'Enabled' (123232)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off the "Publish to Web" task for files
and folders' is set to 'Enabled' (123141)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Create a pagefile' is set to '"Administrators’
(122908)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Ensure 'Do not allow supported Plug and Play device
redirection' is set to 'Enabled' (123215)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off Registration if URL connection is
referring to Microsoft.com' is set to 'Enabled' (123138)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Require a password when a computer wakes
(plugged in)' is set to 'Enabled' (123158)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow suggested apps in Windows Ink
Workspace' is set to 'Disabled’ (123237)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn on PowerShell Script Block Logging' is
set to 'Disabled' (123244)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Security State Change' is set to
'Success' (123072)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS
Collected: AUDIT_SUCCESS
Result: PASS

Compliance: Ensure 'Force shutdown from a remote system’ is set
to 'Administrators' (122923)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS,SERVER OPERATORS
Result: FAIL

Compliance: Ensure 'Configure Password Manager' is set to
'Disabled' (123201)

internal | compliance | CIS auth

Expected: no
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off Internet Connection Wizard if URL
connection is referring to Microsoft.com' is set to 'Enabled'
(123135)

internal | compliance | CIS auth
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Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Windows Firewall: Private: Outbound
connections' is set to 'Allow (default)' (123030)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Change the system time' is set to
'Administrators, LOCAL SERVICE' (122906)

internal | compliance | CIS auth

Expected: Administrators,LOCAL SERVICE
Collected: LOCAL SERVICE,ADMINISTRATORS,SERVER OPERATORS
Result: FAIL

Compliance: Ensure 'Do not display the password reveal button'
is set to 'Enabled' (123179)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Modify firmware environment values' is set
to 'Administrators' (122934)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Ensure 'Configuration of wireless settings using
Windows Connect Now' is set to 'Disabled' (123115)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Windows Firewall: Public: Outbound
connections' is set to 'Allow (default)' (123040)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'User Account Control: Behavior of the N/A [ tcp
elevation prompt for administrators in Admin Approval Mode' is unknown

set to 'Prompt for consent on the secure desktop' (123011)

internal | compliance | CIS auth

Expected: 2
Collected: 5
Result: FAIL

Compliance: Ensure 'Create global objects' is set to N/A / tcp
'Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE' unknown
(122910)

internal | compliance | CIS auth

Expected: Administrators,LOCAL SERVICE,NETWORK SERVICE,SERVICE
Collected: LOCAL SERVICE,NETWORK SERVICE,ADMINISTRATORS,SERVICE
Result: PASS

Compliance: Ensure 'Domain member: Digitally encrypt or sign N/A [ tcp
secure channel data (always)' is set to 'Enabled’' (122956) unknown
internal | compliance | CIS auth

Expected: 1

Collected: 1

Result: PASS
Compliance: Configure 'Accounts: Rename guest account' N/A [ tcp
(122948) unknown

internal | compliance | CIS auth

Expected: not Guest
Collected: Guest
Result: FAIL

Compliance: Ensure '"MSS: (EnableICMPRedirect) Allow ICMP N/A / tcp
redirects to override OSPF generated routes' is set to 'Disabled’ unknown
(123087)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Domain member: Require strong (Windows N/A [ tcp
2000 or later) session key' is set to 'Enabled' (122962) unknown

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS




Compliance: Ensure 'Accounts: Guest account status' is set to
'Disabled' (122945)

internal | compliance | CIS auth

Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure 'Prohibit installation and configuration of
Network Bridge on your DNS domain network’ is set to 'Enabled'
(123109)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Windows Firewall: Private: Inbound

connections' is set to 'Block (default)' (123029)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Restore files and directories’ is set to
'Administrators' (122939)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS,SERVER OPERATORS,BACKUP OPERATORS
Result: FAIL

Compliance: Disable IPv6 (Ensure TCPIP6 Parameter
'DisabledComponents' is set to '0xff (255)') (123114)

internal | compliance | CIS auth

Expected: 255
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Network access: Allow anonymous
SID/Name translation' is set to 'Disabled' (122983)

internal | compliance | CIS auth

Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure '"WDigest Authentication' is set to 'Disabled’
(123124)

internal | compliance | CIS auth
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Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit IPsec Driver' is set to 'Success and
Failure' (123070)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure 'MSS: (WarningLevel) Percentage threshold
for the security event log at which the system will generate a
warning' is set to 'Enabled: 90% or less' (123095)

internal | compliance | CIS auth

Expected: <=90
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Domain member: Digitally sign secure
channel data (when possible)' is set to 'Enabled’ (122958)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Audit Group Membership' is set to 'Success'
(123060)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure '"Windows Firewall: Private: Settings: Apply
local connection security rules' is set to 'Yes (default)' (123033)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off Search Companion content file
updates' is set to 'Enabled' (123139)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Always prompt for password upon N/A [ tcp
connection' is set to 'Enabled' (123216) unknown
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Enable Windows NTP Client' is set to N/A [ tcp
'Enabled’ (123166) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Continue experiences on this device' issetto N/A/tcp
'Disabled' (123129) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"MSS: (ScreenSaverGracePeriod) Thetimein  N/A/tcp
seconds before the screen saver grace period expires (0 unknown

recommended)' is set to 'Enabled: 5 or fewer seconds' (123092)

internal | compliance | CIS auth

Expected: <=5
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow Use of Camera' is set to 'Disabled’ N/A [ tcp
(123176) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Other Logon/Logoff Events' is set to N/A / tcp
'Success and Failure' (123063) unknown
internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure 'Allow indexing of encrypted files' is set to N/A [ tcp
'Disabled' (123227) unknown

internal | compliance | CIS auth
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Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Windows Firewall: Public: Settings: Displaya N/A/tcp
notification' is set to 'Yes' (123041) unknown
internal | compliance | CIS auth

Expected: 0

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Do not enumerate connected users on N/A [ tcp
domain-joined computers' is set to 'Enabled' (123150) unknown

internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure '"Windows Firewall: Domain: Inbound N/A [ tcp
connections' is set to 'Block (default)' (123019) unknown

internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure '"Network access: Shares that can be N/A [ tcp
accessed anonymously' is set to 'None' (122994) unknown

internal | compliance | CIS auth

Expected: A$
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow network connectivity during N/A [ tcp
connected-standby (plugged in)' is set to 'Disabled' (123156) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Untrusted Font Blocking' is set to 'Enabled:  N/A/tcp
Block untrusted fonts and log events' (123154) unknown
internal | compliance | CIS auth

Expected: 1000000000000
Collected: Not Defined
Result: FAIL




Compliance: Ensure 'Block user from showing account details on
sign-in' is set to 'Enabled' (123148)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Configure 'Interactive logon: Message text for users
attempting to log on' (122967)

internal | compliance | CIS auth

Expected: [a-zA-Z]
Collected: Empty string
Result: FAIL

Compliance: Ensure 'Prevent Internet Explorer security prompt
for Windows Installer scripts' is set to 'Disabled' (123242)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit System Integrity' is set to 'Success and
Failure' (123074)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS_FAILURE
Result: PASS

Compliance: Ensure 'Allow InPrivate Browsing' is set to 'Disabled’
(123199)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Windows Firewall: Public: Logging: Log
dropped packets' is set to 'Yes' (123046)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Domain member: Disable machine account
password changes' is set to 'Disabled' (122959)

internal | compliance | CIS auth
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Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure 'Set time limit for disconnected sessions' is
set to 'Enabled: 1 minute' (123221)

internal | compliance | CIS auth

Expected: 60000
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Microsoft network client: Digitally sign
communications (always)' is set to 'Enabled' (122974)
internal | compliance | CIS auth

Expected: 1
Collected: 0
Result: FAIL

Compliance: Configure 'Network access: Remotely accessible
registry paths and sub-paths' (122991)

internal | compliance | CIS auth

[Large data section omitted]

Compliance: Ensure 'System: Control Event Log behavior when
the log file reaches its maximum size' is set to 'Disabled' (123191)
internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Disallow Autoplay for non-volume devices'
is set to 'Enabled' (123172)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Removable Storage' is set to 'Success
and Failure' (123065)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure 'Increase scheduling priority' is set to
'Administrators' (122927)

internal | compliance | CIS auth
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Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Configure 'Manage auditing and security log'
(122931)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Ensure 'Audit Application Group Management' is set
to 'Success and Failure' (123049)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure '"MSS: (AutoAdminLogon) Enable Automatic
Logon (not recommended)’ is set to 'Disabled' (123084)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Configure 'Deny access to this computer from the
network' (122915)

internal | compliance | CIS auth

Expected: Guests
Collected: Empty string
Result: FAIL

Compliance: Ensure 'Allow network connectivity during
connected-standby (on battery)' is set to 'Disabled' (123155)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Set client connection encryption level' is set
to 'Enabled: High Level' (123218)

internal | compliance | CIS auth

Expected: 3
Collected: Not Defined
Result: FAIL
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Compliance: Ensure '"Network security: Allow Local System to use
computer identity for NTLM' is set to 'Enabled' (122996)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Configure Watson events' is set to 'Disabled’
(123236)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Logon' is set to 'Success and Failure'
(123062)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS_FAILURE
Result: PASS

Compliance: Ensure 'Audit Security Group Management' is set to

'Success and Failure' (123053)
internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS
Result: FAIL

Compliance: Ensure 'MSS: (DisablelPSourceRouting IPv6) IP
source routing protection level (protects against packet
spoofing)' is set to 'Enabled: Highest protection, source routing is
completely ... (123085)

internal | compliance | CIS auth

Expected: 2
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Do not show feedback notifications' is set to
'Enabled' (123183)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit User Account Management' is set to
'Success and Failure' (123054)

internal | compliance | CIS auth

Prepared for Demo Account - Confiden

N/A/ tep

unknown

N/A/ tep

unknown

N/A/ tep

unknown

N/A/ tep

unknown

N/A/ tep

unknown

N/A/ tep

unknown

N/A/ tep

unknown




Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS
Result: FAIL

Compliance: Ensure 'Audit: Force audit policy subcategory
settings (Windows Vista or later) to override audit policy category
settings' is set to 'Enabled' (122949)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Configure Solicited Remote Assistance' is set
to 'Disabled' (123160)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

IPv6 Enabled (142306)
internal | explicit | OS auth

IPv6 enabled on network interfaces with the following IPv4 addresses

10.27.34.88
10.27.34.88

Compliance: Ensure 'Windows Firewall: Public: Logging: Log
successful connections' is set to 'Yes' (123047)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'User Account Control: Run all administrators
in Admin Approval Mode' is set to 'Enabled’' (123015)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Debug programs' is set to '"Administrators’
(122914)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS
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Compliance: Ensure '"Windows Firewall: Domain: Settings: Apply N/A [ tcp
local connection security rules' is set to 'Yes (default)' (123023) unknown
internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Configure 'Network access: Remotely accessible N/A /tcp
registry paths' (122990) unknown

internal | compliance | CIS auth

Expected: A((System\\CurrentControlSet\\Control\\ProductOptions)|(System\\CurrentControlSet\\Control\\Server
Applications)|(Software\\Microsoft\\Windows NT\\CurrentVersion))$

Collected: System\CurrentControlSet\Control\ProductOptions

System\CurrentControlSet\Control\Server Applications

Software\Microsoft\Windows NT\CurrentVersion

Result: PASS
Compliance: Configure 'Network access: Named Pipes that canbe N/A/tcp
accessed anonymously' (122988) unknown

internal | compliance | CIS auth

Expected: .+
Collected:
netlogon
samr

Isarpc
Result: FAIL

Compliance: Ensure 'Domain controller: LDAP server signing N/A /tcp
requirements’ is set to 'Require signing' (DC only) (122954) unknown
internal | compliance | CIS auth

Expected: 2
Collected: 1
Result: FAIL

Compliance: Ensure 'Turn off app notifications on the lock screen' N/A/tcp
is set to 'Enabled' (123152) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow a Windows app to share application N/A [ tcp
data between users' is set to 'Disabled' (123168) unknown
internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Deny log on through Remote Desktop N/A [ tcp
Services' to include 'Guests, Local account' (122920) unknown
internal | compliance | CIS auth

Expected: Guests
Collected: Empty string
Result: FAIL

Compliance: Ensure 'Shutdown: Allow system to be shut down N/A [ tcp
without having to log on' is set to 'Disabled’ (123006) unknown

internal | compliance | CIS auth

Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure 'Windows Firewall: Private: Logging: Name' N/A / tcp
issetto unknown
'%SYSTEMROOT%\System32\logfiles\firewall\privatefw.log'

(123034)

internal | compliance | CIS auth

Expected: %SYSTEMROOT%)\System32\logfiles\firewall\privatefw.log
Collected: Not Defined

Result: FAIL
Compliance: Ensure '"Minimize the number of simultaneous N/A [ tcp
connections to the Internet or a Windows Domain' is set to unknown

'Enabled' (123121)

internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Setup: Specify the maximum log file size N/A [ tcp
(KB)' is set to 'Enabled: 32,768 or greater' (123190) unknown

internal | compliance | CIS auth

Expected: >= 32768
Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Act as part of the operating system'issetto  N/A/tcp
'No One' (122898) unknown

internal | compliance | CIS auth

Expected: No One
Collected: No One
Result: PASS
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Compliance: Ensure 'User Account Control: Virtualize file and N/A [ tcp
registry write failures to per-user locations' is set to 'Enabled' unknown
(123017)
internal | compliance | CIS auth
Expected: 1
Collected: 1
Result: PASS
Compliance: Ensure 'Network Security: Allow PKU2U N/A / tcp

authentication requests to this computer to use online identities'  unknown
is set to 'Disabled' (122998)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow user control over installs' is set to N/A [ tcp
'Disabled’ (123240) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Prevent access to the about:flags page in N/A [ tcp
Microsoft Edge' is set to 'Enabled' (123205) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Restrict Remote Desktop Servicesuserstoa  N/A/tcp
single Remote Desktop Services session’ is set to 'Enabled’ unknown
(123211)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow remote server management through N/A [ tcp
WinRM' is set to 'Disabled' (123250) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL




Compliance: Ensure 'User Account Control: Admin Approval Mode
for the Built-in Administrator account' is set to 'Enabled' (123009)

internal | compliance | CIS auth

Expected: 1
Collected: 0
Result: FAIL

Compliance: Ensure 'Turn on convenience PIN sign-in' is set to
'Disabled' (123153)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Interactive logon: Machine inactivity limit' is
set to '900 or fewer second(s), but not 0' (122965)

internal | compliance | CIS auth

Expected: not 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Use enhanced anti-spoofing when available’
is set to 'Enabled' (123175)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Deny log on as a service' to include 'Guests'
(122918)

internal | compliance | CIS auth

Expected: Guests
Collected: Empty string
Result: FAIL

Compliance: Ensure 'Set time limit for active but idle Remote
Desktop Services sessions' is set to 'Enabled: 15 minutes or less'
(123219)

internal | compliance | CIS auth

Expected: <= 900000
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Do not allow LPT port redirection' is set to
'Enabled' (123214)

internal | compliance | CIS auth
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Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure "Microsoft network server: Amount of idle N/A [ tcp
time required before suspending session' is set to '15 or fewer unknown

minute(s), but not 0' (122977)

internal | compliance | CIS auth

Expected: 15

Collected: 15

Result: PASS
Compliance: Ensure 'Microsoft network server: Digitally sign N/A/ tcp
communications (always)' is set to 'Enabled' (122979) unknown

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Configure search suggestions in Address bar' N/A/tcp
is set to 'Disabled' (123203) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Prevent enabling lock screen camera’' is set N/A [ tcp
to 'Enabled' (123075) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Create a token object' is set to '"No One' N/A [ tcp
(122909) unknown

internal | compliance | CIS auth

Expected: No One
Collected: No One
Result: PASS

Compliance: Ensure 'User Account Control: Behavior of the N/A [ tcp
elevation prompt for standard users' is set to '"Automatically deny  unknown
elevation requests' (123012)

internal | compliance | CIS auth

Expected: 0
Collected: 3
Result: FAIL




Compliance: Ensure 'Devices: Allowed to format and eject
removable media' is set to '"Administrators' (122951)
internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow Input Personalization' is set to
'Disabled' (123077)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow search and Cortana to use location' is
set to 'Disabled' (123228)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off handwriting recognition error
reporting' is set to 'Enabled' (123134)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow Telemetry' is set to 'Enabled: 0 -
Security [Enterprise Only]' (123181)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off access to the Store' is set to
'Enabled' (123131)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Configure Windows SmartScreen' is set to
'Enabled' (123193)

internal | compliance | CIS auth

Prepared for Demo Account - Confiden

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Other Account Management Events' is
set to 'Success and Failure' (123052)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Configure 'Interactive logon: Message title for users
attempting to log on' (122968)

internal | compliance | CIS auth

Expected: [a-zA-Z]
Collected: Empty string
Result: FAIL

Compliance: Ensure 'Windows Firewall: Public: Logging: Size limit
(KB)'is set to '16,384 KB or greater' (123045)

internal | compliance | CIS auth

Expected: >= 16384
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Credential Validation' is set to
'Success and Failure' (123048)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS
Result: FAIL

Compliance: Ensure '"Windows Firewall: Private: Firewall state' is
set to 'On (recommended)' (123028)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Enable Font Providers' is set to 'Disabled'
(123098)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'MSS: (PerformRouterDiscovery) Allow IRDP
to detect and configure Default Gateway addresses (could lead to
DoS)' is set to 'Disabled' (123090)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Windows Firewall: Private: Logging: Size
limit (KB)' is set to '16,384 KB or greater' (123035)

internal | compliance | CIS auth

Expected: >= 16384
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Generate security audits' is set to 'LOCAL
SERVICE, NETWORK SERVICE' (122924)

internal | compliance | CIS auth

Expected: LOCAL SERVICE,NETWORK SERVICE
Collected: LOCAL SERVICE,NETWORK SERVICE
Result: PASS

Compliance: Ensure 'Setup: Control Event Log behavior when the
log file reaches its maximum size' is set to 'Disabled' (123189)
internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Configure registry policy processing:
Process even if the Group Policy objects have not changed' is set
to 'Enabled: TRUE' (123128)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow unencrypted traffic' is set to 'Disabled’
(123247)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'No auto-restart with logged on users for N/A [ tcp
scheduled automatic updates installations' is set to 'Disabled' unknown
(123261)
internal | compliance | CIS auth
Expected: 0
Collected: Not Defined
Result: FAIL
Compliance: Ensure '"MSS: (TcpMaxDataRetransmissions IPv6) N/A / tcp

How many times unacknowledged data is retransmitted' is setto  unknown
'Enabled: 3' (123093)

internal | compliance | CIS auth

Expected: 3
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'System: Specify the maximum log file size N/A [ tcp
(KB)'is set to 'Enabled: 32,768 or greater' (123192) unknown

internal | compliance | CIS auth

Expected: >= 32768
Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Interactive logon: Do not display last user N/A [ tcp
name' is set to 'Enabled' (122963) unknown

internal | compliance | CIS auth

Expected: 1
Collected: 0
Result: FAIL

Compliance: Ensure 'Turn off the Store application' is set to N/A / tcp
'Enabled' (123233) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Network security: Configure encryption N/A [ tcp
types allowed for Kerberos' is set to 'RC4_HMAC_MD5, unknown
AES128_HMAC_SHA1, AES256_HMAC_SHAL, Future encryption

types' (122999)

internal | compliance | CIS auth

Expected: 2147483644
Collected: Not Defined
Result: FAIL




Compliance: Ensure '"Windows Firewall: Domain: Firewall state' is
set to 'On (recommended)' (123018)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Windows Firewall: Public: Settings: Apply
local connection security rules' is set to 'No' (123043)
internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'User Account Control: Detect application
installations and prompt for elevation' is set to 'Enabled'
(123013)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Synchronize directory service data' is set to
'No One' (DC only) (122941)

internal | compliance | CIS auth

Expected: No One
Collected: No One
Result: PASS

Compliance: Ensure 'Require domain users to elevate when
setting a network's location' is set to 'Enabled’ (123111)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"MSS: (NoNameReleaseOnDemand) Allow the
computer to ignore NetBIOS name release requests except from
WINS servers' is set to 'Enabled' (123089)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Network access: Let Everyone permissions
apply to anonymous users' is set to 'Disabled' (122987)

internal | compliance | CIS auth
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Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure 'Enumerate local users on domain-joined
computers' is set to 'Disabled' (123151)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit: Shut down system immediately if
unable to log security audits' is set to 'Disabled' (122950)

internal | compliance | CIS auth

Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure 'Audit Audit Policy Change' is set to 'Success
and Failure' (123066)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS
Result: FAIL

Compliance: Ensure 'Security: Specify the maximum log file size
(KB)' is set to 'Enabled: 196,608 or greater' (123188)

internal | compliance | CIS auth

Expected: >= 196608
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Sensitive Privilege Use' is set to
'Success and Failure' (123069)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure '"MSS: (TcpMaxDataRetransmissions) How
many times unacknowledged data is retransmitted’ is set to
'Enabled: 3' (123094)

internal | compliance | CIS auth

Expected: 3
Collected: Not Defined
Result: FAIL
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Compliance: Ensure '"Windows Firewall: Public: Settings: Apply
local firewall rules' is set to 'No' (123042)
internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Select when Quality Updates are received' is
set to 'Enabled: 0 days' (123257)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off Automatic Download and Install of
updates' is set to 'Disabled' (123231)

internal | compliance | CIS auth

Expected: 4
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow Basic authentication' is set to
'Disabled' (123249)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Network security: LAN Manager
authentication level' is set to 'Send NTLMv2 response only.
Refuse LM&NTLM' (123002)

internal | compliance | CIS auth

Expected: 5
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Domain member: Digitally encrypt secure
channel data (when possible)' is set to 'Enabled' (122957)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure "Network security: Allow LocalSystem NULL

session fallback' is set to 'Disabled' (122997)
internal | compliance | CIS auth
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Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Take ownership of files or other objects' is N/A [ tcp
set to 'Administrators' (122942) unknown

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Ensure 'Domain controller: Allow server operatorsto N/A/tcp
schedule tasks' is set to 'Disabled' (DC only) (122953) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Prevent the usage of OneDrive for file N/A / tcp
storage' is set to 'Enabled' (123209) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'User Account Control: Switch to the secure N/A [ tcp
desktop when prompting for elevation' is set to 'Enabled’ unknown
(123016)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Audit Distribution Group Management'isset N/A/tcp
to 'Success and Failure' (DC only) (123051) unknown

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE

Result: FAIL
Compliance: Ensure 'Turn off location' is set to 'Enabled' N/A/ tcp
(123197) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL




Prepared for Demo Account - Confiden

Compliance: Ensure '"Windows Firewall: Domain: Settings: Display N/A/tcp
a notification' is set to '"No' (123021) unknown
internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Network access: Do not allow storage of N/A [ tcp
passwords and credentials for network authentication' is set to unknown

'Enabled' (122986)

internal | compliance | CIS auth

Expected: 1

Collected: 0

Result: FAIL
Compliance: Ensure 'Reset account lockout counter after' issetto N/A/tcp
'15 or more minute(s)' (122894) unknown

internal | compliance | CIS auth

Expected: >=15
Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Account lockout duration' is set to '15 or N/A [ tcp
more minute(s)' (122891) unknown

internal | compliance | CIS auth

Expected: >=15
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Microsoft Support Diagnostic Tool: Turn on N/A [ tcp
MSDT interactive communication with support provider'issetto  unknown
'Disabled' (123163)

internal | compliance | CIS auth

Expected: 0

Collected: Not Defined

Result: FAIL
Compliance: Ensure '"Windows Firewall: Domain: Logging: Size N/A [ tcp
limit (KB)' is set to '16,384 KB or greater' (123025) unknown

internal | compliance | CIS auth

Expected: >= 16384
Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Profile single process' is set to N/A [ tcp
'Administrators' (122936) unknown

internal | compliance | CIS auth




Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Ensure 'Interactive logon: Smart card removal
behavior' is set to 'Lock Workstation' or higher (122973)

internal | compliance | CIS auth

Expected: A(1]2/3)$
Collected: 0
Result: FAIL

Compliance: Ensure '"Windows Firewall: Domain: Logging: Log
successful connections' is set to 'Yes' (123027)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Network access: Restrict anonymous access
to Named Pipes and Shares' is set to 'Enabled' (122992)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Load and unload device drivers' is set to
'Administrators' (122928)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS,PRINTER OPERATORS
Result: FAIL

Compliance: Ensure 'Turn off Data Execution Prevention for
Explorer' is set to 'Disabled' (123194)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Deny log on as a batch job' to include
'Guests' (122917)

internal | compliance | CIS auth

Expected: Guests
Collected: Empty string
Result: FAIL
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Compliance: Ensure 'Audit Account Lockout' is set to 'Successand N/A/ tcp
Failure' (123059) unknown

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS

Result: FAIL
Compliance: Ensure 'Turn off Autoplay' is set to 'Enabled: All N/A [ tcp
drives' (123174) unknown

internal | compliance | CIS auth

Expected: 255
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Do not delete temp folders upon exit' is set N/A / tcp
to 'Disabled' (123222) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Directory Service Access' is set to N/A [ tcp
'Success and Failure' (DC only) (123057) unknown
internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS

Result: FAIL
Compliance: Ensure 'Audit PNP Activity' is set to 'Success' N/A/ tcp
(123055) unknown

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS
Collected: AUDIT_NONE

Result: FAIL
Compliance: Ensure 'Add workstations to domain' is set to N/A [ tcp
'Administrators' (DC only) (122899) unknown

internal | compliance | CIS auth

Expected: Administrators
Collected: AUTHENTICATED USERS

Result: FAIL
Compliance: Ensure 'Deny log on locally' to include 'Guests' N/A [ tcp
(122919) unknown

internal | compliance | CIS auth
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Expected: Guests
Collected: Empty string
Result: FAIL

Compliance: Ensure 'Do not use temporary folders per session'is  N/A/tcp
set to 'Disabled' (123223) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Do not allow drive redirection’ is set to N/A [ tcp
'Enabled' (123213) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Configure 'Allow log on through Remote Desktop N/A / tcp
Services' (122903) unknown

internal | compliance | CIS auth

Expected: Administrators,Remote Desktop Users
Collected: ADMINISTRATORS
Result: FAIL

Compliance: Ensure 'Turn off downloading of print drivers over N/A [ tcp
HTTP' is set to 'Enabled’' (123132) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Disable pre-release features or settings' is N/A [ tcp
set to 'Disabled' (123182) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Application: Specify the maximum log file N/A [ tcp
size (KB)' is set to 'Enabled: 32,768 or greater' (123186) unknown

internal | compliance | CIS auth

Expected: >= 32768
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Include command line in process creation N/A [ tcp
events' is set to 'Disabled’' (123125) unknown

internal | compliance | CIS auth

Expected: 0

Collected: Not Defined

Result: FAIL
Link Local Multicast Name Resolution (LLMNR) Enabled (129962)  N/A/tcp
internal | recon | OS auth unknown

LLMNR is enabled

Compliance: Ensure 'Configure registry policy processing: Donot  N/A/tcp
apply during periodic background processing' is set to 'Enabled: unknown
FALSE' (123127)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Enable insecure guest logons' is set to N/A [ tcp
'Disabled’ (123099) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Disable all apps from Windows Store' is set N/A [ tcp
to 'Enabled' (123230) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Application: Control Event Log behavior N/A [ tcp
when the log file reaches its maximum size' is set to 'Disabled’ unknown
(123185)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Configure 'Enable computer and user accountstobe  N/A/tcp
trusted for delegation' (122921) unknown
internal | compliance | CIS auth




Expected: No One
Collected: ADMINISTRATORS
Result: FAIL

Compliance: Ensure 'Accounts: Block Microsoft accounts' is set to
'Users can't add or log on with Microsoft accounts' (122944)
internal | compliance | CIS auth

Expected: 3
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'User Account Control: Allow UlAccess
applications to prompt for elevation without using the secure
desktop' is set to 'Disabled' (123010)

internal | compliance | CIS auth

Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure 'Turn off background refresh of Group Policy'
is set to 'Disabled' (123130)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: PASS

Compliance: Ensure 'Audit Special Logon' is set to 'Success'
(123064)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS
Collected: AUDIT_SUCCESS
Result: PASS

Compliance: Ensure 'Require secure RPC communication' is set to
'Enabled' (123217)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow Microsoft accounts to be optional' is
set to 'Enabled' (123170)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Audit Directory Service Changes' is set to
'Success and Failure' (DC only) (123058)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Configure 'Accounts: Rename administrator
account' (122947)

internal | compliance | CIS auth

Expected: not Administrator
Collected: impact
Result: PASS

Compliance: Ensure '"Windows Firewall: Private: Logging: Log
successful connections' is set to 'Yes' (123037)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Network security: Force logoff when logon

hours expire' is set to 'Enabled' (123001)
internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Configure Automatic Updates' is set to
'Enabled' (123259)

internal | compliance | CIS auth

Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure '"Minimum password age' is set to '1 or more
day(s)' (122887)

internal | compliance | CIS auth

Expected: >=1
Collected: 0
Result: FAIL

Compliance: Ensure 'Turn off the advertising ID' is set to
'Enabled' (123165)

internal | compliance | CIS auth
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Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Network access: Sharing and security model N/A/tcp
for local accounts' is set to 'Classic - local users authenticate as unknown
themselves' (122995)

internal | compliance | CIS auth

Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure 'Turn off heap termination on corruption' is N/A / tcp
set to 'Disabled' (123195) unknown

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Microsoft network server: Digitally sign N/A [ tcp
communications (if client agrees)' is set to 'Enabled' (122980) unknown
internal | compliance | CIS auth

Expected: 1

Collected: 1

Result: PASS
Compliance: Ensure 'Require a password when a computer wakes N/A/tcp
(on battery)' is set to 'Enabled' (123157) unknown

internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Microsoft network client: Digitally sign N/A [ tcp
communications (if server agrees)' is set to 'Enabled' (122975) unknown

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure '"Network security: Minimum session security  N/A/tcp
for NTLM SSP based (including secure RPC) servers' is set to unknown

'Require NTLMv2 session security, Require 128-bit encryption'

(123005)

internal | compliance | CIS auth

Expected: 537395200
Collected: 536870912
Result: FAIL




Compliance: Ensure '"Windows Firewall: Private: Settings: Display
a notification' is set to 'No' (123031)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Configure cookies' is set to 'Enabled: Block
only 3rd-party cookies' or higher (123200)

internal | compliance | CIS auth

Expected: <=1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off Microsoft Peer-to-Peer Networking
Services' is set to 'Enabled' (123108)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Other System Events' is set to 'Success
and Failure' (123071)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS_FAILURE
Result: PASS

Compliance: Ensure 'Accounts: Administrator account status' is
set to 'Disabled' (122943)

internal | compliance | CIS auth

Expected: 0
Collected: 1
Result: FAIL

Compliance: Ensure 'Password must meet complexity
requirements' is set to 'Enabled' (122889)

internal | compliance | CIS auth

Expected: 1
Collected: 0
Result: FAIL

Compliance: Ensure 'Account lockout threshold' is set to '10 or
fewer invalid logon attempt(s), but not 0' (122892)

internal | compliance | CIS auth
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Expected: <= 10
Collected: 0
Result: PASS

Compliance: Ensure "Microsoft network server: Disconnect clients
when logon hours expire' is set to 'Enabled' (122981)
internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Turn on Mapper I/O (LLTDIO) driver' is set to
'Disabled' (123100)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off KMS Client Online AVS Validation' is
set to 'Enabled' (123229)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Perform volume maintenance tasks' is set to
'Administrators' (122935)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Configure 'Impersonate a client after
authentication' (122925)

internal | compliance | CIS auth

Expected: Administrators,LOCAL SERVICE,NETWORK SERVICE,SERVICE
Collected: LOCAL SERVICE,NETWORK SERVICE,ADMINISTRATORS,SERVICE
Result: PASS

Compliance: Ensure 'Configure SmartScreen Filter' is set to
'Enabled' (123204)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Change the time zone' is set to
'Administrators, LOCAL SERVICE' (122907)

internal | compliance | CIS auth

Expected: Administrators,LOCAL SERVICE
Collected: LOCAL SERVICE,ADMINISTRATORS,SERVER OPERATORS
Result: FAIL

Compliance: Ensure '"Windows Firewall: Private: Settings: Apply
local firewall rules' is set to 'Yes (default)' (123032)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'User Account Control: Only elevate UlAccess
applications that are installed in secure locations’ is set to
'Enabled' (123014)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Allow Basic authentication' is set to
'Disabled' (123246)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Sign-in last interactive user automatically
after a system-initiated restart’' is set to 'Disabled' (123243)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Set the default behavior for AutoRun' is set
to 'Enabled: Do not execute any autorun commands' (123173)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow Cortana' is set to 'Disabled' (123225)
internal | compliance | CIS auth
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Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"MSS: (KeepAliveTime) How often keep-alive  N/A/tcp
packets are sent in milliseconds' is set to 'Enabled: 300,000 or 5 unknown

minutes (recommended)' (123088)

internal | compliance | CIS auth

Expected: 300000
Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Maximum password age' is set to '60 or N/A / tcp
fewer days, but not 0' (122885) unknown

internal | compliance | CIS auth

Expected: <= 60
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off Microsoft consumer experiences'is  N/A/tcp
set to 'Enabled’ (123177) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'System objects: Require case insensitivity N/A [ tcp
for non-Windows subsystems' is set to 'Enabled' (123007) unknown
internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure '"Windows Firewall: Domain: Settings: Apply N/A [ tcp
local firewall rules' is set to 'Yes (default)' (123022) unknown
internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Prevent downloading of enclosures' issetto  N/A/tcp
'Enabled' (123224) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL




Compliance: Ensure 'Enable/Disable PerfTrack' is set to 'Disabled’
(123164)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Computer Account Management' is set
to 'Success and Failure' (123050)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_SUCCESS
Result: FAIL

Compliance: Ensure 'Audit Authentication Policy Change' is set to
'Success' (123067)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS
Collected: AUDIT_SUCCESS
Result: PASS

Compliance: Ensure 'Turn off Internet download for Web
publishing and online ordering wizards' is set to 'Enabled’
(123136)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Disallow Digest authentication' is set to
'Enabled' (123248)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Prevent using Localhost IP address for
WebRTC' is set to 'Enabled' (123208)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow Cortana above lock screen' is set to
'Disabled' (123226)

internal | compliance | CIS auth
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Expected: 0

Collected: Not Defined

Result: FAIL
Compliance: Ensure '"Modify an object label' is set to 'No One' N/A [ tcp
(122933) unknown

internal | compliance | CIS auth

Expected: No One
Collected: No One
Result: PASS

Compliance: Ensure 'Turn off Windows Error Reporting' is set to N/A [ tcp
'Enabled' (123144) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Logoff' is set to 'Success' (123061) N/A / tcp

internal | compliance | CIS auth unknown

Expected: AUDIT_SUCCESS
Collected: AUDIT_SUCCESS

Result: PASS
Compliance: Ensure '"Windows Firewall: Public: Firewall state' is N/A [ tcp
set to 'On (recommended)' (123038) unknown

internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure '"Minimum password length' is set to '14 or N/A [ tcp
more character(s)' (122888) unknown

internal | compliance | CIS auth

Expected: >= 14

Collected: 4
Result: FAIL
Compliance: Ensure 'Network security: Do not store LAN Manager N/A/tcp

hash value on next password change' is set to 'Enabled' (123000)  unknown
internal | compliance | CIS auth

Expected: 1

Collected: 1

Result: PASS
Compliance: Ensure 'Audit Security System Extension' is set to N/A [ tcp
'Success and Failure' (123073) unknown

internal | compliance | CIS auth




Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure 'Configure Pop-up Blocker' is set to 'Enabled'
(123202)

internal | compliance | CIS auth

Expected: yes
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off the "Order Prints" picture task' is
set to 'Enabled' (123140)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Replace a process level token' is set to
'LOCAL SERVICE, NETWORK SERVICE' (122938)

internal | compliance | CIS auth

Expected: LOCAL SERVICE,NETWORK SERVICE
Collected: LOCAL SERVICE,NETWORK SERVICE
Result: PASS

Compliance: Ensure 'Turn off Windows Customer Experience
Improvement Program' is set to 'Enabled' (123143)
internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Prohibit use of Internet Connection Sharing
on your DNS domain network' is set to 'Enabled' (123110)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Windows Firewall: Domain: Outbound
connections' is set to 'Allow (default)' (123020)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Lock pages in memory' is set to 'No One' N/A [ tcp
(122929) unknown

internal | compliance | CIS auth

Expected: No One
Collected: No One

Result: PASS
Compliance: Ensure 'System objects: Strengthen default N/A [ tcp
permissions of internal system objects (e.g. Symbolic Links)' is unknown

set to 'Enabled' (123008)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'Let Windows apps *' is set to 'Enabled: Force N/A/tcp
Deny' (123169) unknown

internal | compliance | CIS auth

Expected: 2
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Domain member: Maximum machine N/A [ tcp
account password age' is set to '30 or fewer days, but not 0' unknown
(122960)

internal | compliance | CIS auth

Expected: >0

Collected: 30

Result: PASS
Compliance: Ensure 'Shut down the system' is set to N/A / tcp
'Administrators' (122940) unknown

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS,SERVER OPERATORS,PRINTER OPERATORS,BACKUP OPERATORS
Result: FAIL

Compliance: Ensure 'Do not display network selection Ul'is setto  N/A/tcp
'Enabled' (123149) unknown

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure "Microsoft network client: Send unencrypted N/A/tcp
password to third-party SMB servers' is set to 'Disabled' (122976)  unknown

internal | compliance | CIS auth
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Expected: 0
Collected: 0
Result: PASS

Compliance: Ensure 'Adjust memory quotas for a process' is set
to 'Administrators, LOCAL SERVICE, NETWORK SERVICE' (122900)

internal | compliance | CIS auth

Expected: Administrators,LOCAL SERVICE,NETWORK SERVICE
Collected: LOCAL SERVICE,NETWORK SERVICE,ADMINISTRATORS
Result: PASS

Compliance: Ensure 'Prevent bypassing SmartScreen prompts for
files' is set to 'Enabled' (123206)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Allow unencrypted traffic' is set to 'Disabled’
(123251)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Configure 'Create symbolic links' (122912)

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Ensure 'Accounts: Limit local account use of blank
passwords to console logon only' is set to 'Enabled' (122946)
internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure '"Windows Firewall: Public: Logging: Name' is
set to '%SYSTEMROOT%\System32\logfiles\firewall\publicfw.log'
(123044)

internal | compliance | CIS auth

Expected: %systemroot%)\system32\logfiles\firewall\publicfw.log
Collected: Not Defined
Result: FAIL

TLS Connection: TLS Version 1.1 Enabled (145426)

internal | explicit | unauth
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Server supports TLS version 1.1

TLS Connection: TLS Version 1.0 Enabled (125641) 3389/ tcp

internal | explicit | unauth msrdp

Server supports TLS version 1.0

IP: 192.168.0.109

Asset name: ADSERV-WIN16

Operating system: Windows Server 2016
Asset type: Domain controller

Protocol Service
kerberos-sec 88 /tcp
msrpc 135/ tcp
netbios-ns 137 /udp
dap 389 /tcp
smb 445 [ tcp
msrdp 3389 /tcp
winrm 5985 / tcp
http 47001 / tcp
unknown N/A [ tcp
unknown N/A /icmp
Authenticated Scan Status 0s DB CIs Threatscan

N/A N/A Failure N/A
Vulnerability Title Service(s) Severity
Windows EFSRPC NTLM Relay Vulnerability (PetitPotam) (146093) 445/ tcp
internal | explicit | unauth smb

[Large data section omitted]




SSL Connection: Server Vulnerable to Bar Mitzvah Attack
(119343)

internal | explicit | unauth

Vulnerable to Bar Mitzvah attack.

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-SHA - TLSv1

RC4-MD5 - TLSv1

RC4-MD5 - TLSv1.1

RC4-SHA - TLSv1.1

RC4-MD5 - TLSv1.2

RC4-SHA - TLSv1.2

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SMB Domain SID Disclosure (100872)
internal | explicit | unauth

S-1-5-21-3985647337-4204166677-3319358195

SSL Connection: Sweet32 Vulnerability (121110)
internal | explicit | unauth

SSL Connection Vulnerable To Sweet32 Block Cipher Collision Attack:
TLSv1.2:
DES-CBC3-SHA

TLSv1.1:
DES-CBC3-SHA

TLSv1:
DES-CBC3-SHA

SSL Connection: SSLv3/TLSv1 Supports CBC Mode Ciphers
(112276)

internal | explicit | unauth

[Large data section omitted]

SSL Connection: SSL/TLS Supports RC4 Ciphers (113293)

internal | explicit | unauth

SSL connection supports the following SSL/TLS RC4 ciphers:
RC4-SHA - TLSv1

RC4-MD5 - TLSv1

RC4-MD5 - TLSv1.1

RC4-SHA - TLSv1.1

RC4-MD5 - TLSv1.2

RC4-SHA - TLSv1.2
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Kerberos User Enumeration Detected (138135)
internal | explicit | unauth

Kerberos User Enum confirmed with krbtgt user on domain ISMAILDOMAIN

TLS Connection: TLS Version 1.1 Enabled (145426)
internal | explicit | unauth

Server supports TLS version 1.1

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: Windows Server 2016 Datacenter 6.3
Domain: ISMAILDOMAIN
0S: Windows Server 2016 Datacenter 14393

TLS Connection: TLS Version 1.0 Enabled (125641)
internal | explicit | unauth

Server supports TLS version 1.0

192.168.0.112
IP:192.168.0.112

Asset name: 192.168.0.112
Operating system: VMware ESXi Server
Asset type: Server

Protocol

unknown

svrloc

unknown (ssl)

gsoap (ssl)

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title
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VMware Security Advisory: VMSA-2019-0012 (129470)

internal | explicit | unauth

Missing VMware patches: ESXi670-201904101-SG
VMware Server Version: 6.7

Fixed Build: 13006603

Host Build: 8169922

VMware Security Advisory: VMSA-2020-0023 (142849)

internal | explicit | unauth

Missing VMware patches: ESXi670-202008101-SG
VMware Server Version: 6.7

Fixed Build: 16713306

Host Build: 8169922

VMware Security Advisory: VMSA-2021-0002 (144096)

internal | explicit | unauth

Missing VMware patches: ESXi670-202102401-SG
VMware Server Version: 6.7

Fixed Build: 17499825

Host Build: 8169922

VMware Security Advisory: VMSA-2018-0026 (126662)

internal | explicit | unauth

Missing VMware patches: ESXi670-201810101-SG
VMware Server Version: 6.7

Fixed Build: 10302608

Host Build: 8169922

VMware Security Advisory: VMSA-2020-0026 (143435)

internal | explicit | unauth

Missing VMware patches: ESXi670-202011101-SG
VMware Server Version: 6.7

Fixed Build: 17167734

Host Build: 8169922

VMware Security Advisory: VMSA-2019-0022 (131818)

internal | explicit | unauth

Missing VMware patches: ESXi670-201912001
VMware Server Version: 6.7

Fixed Build: 15160138

Host Build: 8169922

VMware Security Advisory: VMSA-2015-0007 (121637)

internal | explicit | unauth

Missing VMware patches: ESXi670-201806401-BG
VMware Server Version: 6.7

Fixed Build: 8941472

Host Build: 8169922
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N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown




VMware Security Advisory: VMSA-2021-0014 (148212)

internal | explicit | unauth

Missing VMware patches: ESXi670-202103101-SG
VMware Server Version: 6.7

Fixed Build: 17700523

Host Build: 8169922

VMware Security Advisory: VMSA-2020-0008 (137342)

internal | explicit | unauth

Missing VMware patches: ESXi670-202004103-SG
VMware Server Version: 6.7

Fixed Build: 16075168

Host Build: 8169922

VMware Security Advisory: VMSA-2020-0012 (137344)

internal | explicit | unauth

Missing VMware patches: ESXi670-202006401-SG
VMware Server Version: 6.7

Fixed Build: 16316930

Host Build: 8169922

VMware Security Advisory: VMSA-2020-0015 (137463)

internal | explicit | unauth

Missing VMware patches: ESXi670-202006401-SG
VMware Server Version: 6.7

Fixed Build: 16075168

Host Build: 8169922

VMware Security Advisory: VMSA-2018-0016 (127203)

internal | explicit | unauth

Missing VMware patches: ESXi670-201806401-BG
VMware Server Version: 6.7

Fixed Build: 8941472

Host Build: 8169922

VMware Security Advisory: VMSA-2022-0001 (148215)

internal | explicit | unauth

Missing VMware patches: ESXi670-202111101-SG
VMware Server Version: 6.7

Fixed Build: 18828794

Host Build: 8169922

VMware Security Advisory: VMSA-2022-0004 (148216)

internal | explicit | unauth

Missing VMware patches: ESXi670-202111101-SG
VMware Server Version: 6.7

Fixed Build: 18828794

Host Build: 8169922
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N/A [ tcp
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N/A [ tcp
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N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown
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Medium

Medium

Medium

Medium

Medium

Medium




VMware Security Advisory: VMSA-2019-0013 (129784)

internal | explicit | unauth

Missing VMware patches: ESXi670-201810101-SG
VMware Server Version: 6.7

Fixed Build: 10302608

Host Build: 8169922

VMware Security Advisory: VMSA-2019-0006 (129035)

internal | explicit | unauth

Missing VMware patches: ESXi670-201904101-SG
VMware Server Version: 6.7

Fixed Build: 13006603

Host Build: 8169922

VMware Security Advisory: VMSA-2018-0018 (126661)

internal | explicit | unauth

Missing VMware patches: ESXi670-201806401-BG
VMware Server Version: 6.7

Fixed Build: 8941472

Host Build: 8169922

VMware Security Advisory: VMSA-2020-0018 (138134)

internal | explicit | unauth

Missing VMware patches: ESXi670-202008101-SG, ESXi670-202008401-BG
VMware Server Version: 6.7

Fixed Build: 16713306

Host Build: 8169922

VMware Security Advisory: VMSA-2019-0020 (131817)

internal | explicit | unauth

Missing VMware patches: ESXi670-201911402-BG
VMware Server Version: 6.7

Fixed Build: 15018017

Host Build: 8169922

VMware Security Advisory: VMSA-2018-0020 (126059)

internal | explicit | unauth

Missing VMware patches: ESXi670-201808401-BG, ESXi670-201808402-BG, ESXi670-201808403-BG

VMware Server Version: 6.7
Fixed Build: 9484548
Host Build: 8169922

VMware Security Advisory: VMSA-2019-0008 (129335)

internal | explicit | unauth

Missing VMware patches: ESXi670-201905401-BG
VMware Server Version: 6.7

Fixed Build: 13644319

Host Build: 8169922
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N/A [ tcp
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unknown

N/A [ tcp

unknown
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Medium
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Medium
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VMware Security Advisory: VMSA-2018-0012 (126058)

internal | explicit | unauth

Missing VMware patches: ESXi670-201806401-BG, ESXi670-201806402-BG

VMware Server Version: 6.7
Fixed Build: 8832884
Host Build: 8169922

VMware Security Advisory: VMSA-2018-0027 (127205)

internal | explicit | unauth

Missing VMware patches: ESXi670-201811401-BG
VMware Server Version: 6.7

Fixed Build: 10764712

Host Build: 8169922

VMware Security Advisory: VMSA-2019-0014 (129785)

internal | explicit | unauth

Missing VMware patches: ESXi670-201904101-SG
VMware Server Version: 6.7

Fixed Build: 13006603

Host Build: 8169922

VMware Security Advisory: VMSA-2019-0005 (128528)

internal | explicit | unauth

Missing VMware patches: ESXi670-201903001
VMware Server Version: 6.7

Fixed Build: 13004448

Host Build: 8169922

VMware Security Advisory: VMSA-2022-0016 (149533)

internal | explicit | unauth

Missing VMware patches: ESXi670-202206101-SG
VMware Server Version: 6.7

Fixed Build: 19898906

Host Build: 8169922

VMware Security Advisory: VMSA-2020-0011 (137343)

internal | explicit | unauth

Missing VMware patches: ESXi670-202004101-SG
VMware Server Version: 6.7

Fixed Build: 15820472

Host Build: 8169922

VMware Security Advisory: VMSA-2019-0019 (131816)

internal | explicit | unauth

Missing VMware patches: ESXi670-201908101-SG
VMware Server Version: 6.7

Fixed Build: 14320388

Host Build: 8169922
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unknown

N/A [ tcp
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N/A [ tcp
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N/A [ tcp
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N/A [ tcp

unknown

N/A [ tcp

unknown

Medium

Low

Low

Low

Low

Low

Low
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VMware Security Advisory: VMSA-2022-0020 (149535) N/A / tcp Low

internal | explicit | unauth unknown

Missing VMware patches: ESXi670-202207401-SG
VMware Server Version: 6.7

Fixed Build: 19997733

Host Build: 8169922

Content Security Policy Missing (148043) 443 [ tcp

internal | explicit | unauth unknown (ssl)

Missing Content Security Policy.

IP: 192.168.0.228

Asset name: HTORRES

Operating system: Windows 10 Enterprise
Asset type: Client

Protocol Service
unknown 445 [ tcp
vmwareauth 902 / tcp
vmwareauth 912 /tcp
general N/A /[ tcp
unknown N/A [ tcp
unknown N/A /icmp
Authenticated Scan Status (0] DB CIs Threatscan

Failure N/A Failure Failure
Vulnerability Title Service(s) Severity
MS13-098: Vulnerability in Windows Could Allow Remote Code N/A [ tcp
Execution - Registry Entry Not Set (149637) general

internal | explicit | OS auth
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MS13_098: Microsoft Security Update is installed but the registry entry has not been set.
Registry key incorrectly set:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck => None
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck

=>None
MS17-JUN: Microsoft Internet Explorer Security Update - Registry  N/A/tcp Medium
Entry Not Set (128597) general

internal | explicit | OS auth

MS17-JUN: Microsoft Internet Explorer Security Update is installed but the registry entry has not been set.
Registry keys missing:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_ENABLE_PRINT_INFO_DISCLOSURE_FIX\iexplore.exe => 1

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_ENABLE_PRINT_INFO_DISCLOSURE_FIX\iexplore.exe => 1

MS17-SEP: Microsoft Internet Explorer Security Update - Registry  N/A/tcp Medium

Entry Not Set (128598) general
internal | explicit | OS auth

MS17-SEP: Microsoft Internet Explorer Security Update is installed but the registry entry has not been set.
Registry keys missing:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_ENABLE_PRINT_INFO_DISCLOSURE_FIX\iexplore.exe => 1

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_ENABLE_PRINT_INFO_DISCLOSURE_FIX\iexplore.exe => 1

SMB Security Signatures Not Required (104188) 445 [ tcp

internal | explicit | unauth unknown

SMBV2 NTLM signatures are not required

SMB Null Session Authentication (101373) 445 / tcp

internal | recon | unauth unknown

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092) 445 / tcp

internal | recon | unauth unknown

LAN Manager: 10.0.19041.15
Domain: HTORRES0721
0S: Windows 10 Build 19041

Link Local Multicast Name Resolution (LLMNR) Enabled (129962) N/A [ tcp

internal | recon | OS auth general

LLMNR is enabled




NetBIOS Over TCP/IP Enabled (124295)

internal | recon | OS auth

NetBIOS is enabled:

GUID: {63424239-4e81-45f3-b9db-5bdaa4a6894e} - Value: 0
GUID: {70be01f5-0004-4fa8-b588-d4d2700ba51d} - Value: 0
GUID: {7T5elade8-74ae-4038-b245-19bb79429257} - Value: 0

IPv6 Enabled (142306)
internal | explicit | OS auth

IPv6 enabled on network interfaces with the following IPv4 addresses
10.71.48.12

192.168.72.1

192.168.37.1

192.168.1.53
IP:192.168.1.53

Asset name: 192.168.1.53
Operating system: Ubuntu Linux
Asset type: Server

Protocol

ssh

http

unknown

unknown

Authenticated Scan Status (0} DB

N/A N/A

Vulnerability Title

Apache HTTP Server Security Update 2.4.48 (145498)

internal | potential | unauth

2.4.29

Apache HTTP Server 'Module Scripts' Privilege Escalation
Vulnerability (128443)

internal | potential | unauth

2.4.29

CIs

N/A

Prepared for Demo Account - Confiden

N/A/ tep
general
N/A/ tep
general

Service
22 [tcp
80 /tcp
N/A [ tcp
N/A /icmp
Threatscan
N/A
Service(s) Severity
50/t
http
80/tcp
http




Apache HTTP Server Internal Data Buffering Denial of Service
Vulnerability (129589)

internal | potential | unauth

2.4.29

OpenSSH 'ssh-agent' Double Free Vulnerability (144213)

internal | potential | unauth

7.6pl

Apache HTTP Server 'mod_proxy_ftp' Uninitialized Memory
Usage Vulnerability (133605)

internal | potential | unauth

2.4.29

Apache HTTP Server Multiple Vulnerabilities (126218)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_http2' Read-After-Free (CVE-2019-
10082) (129592)

internal | potential | unauth

2.4.29

OpenSSH 'scp’' Command Evaluation Vulnerability (138013)

internal | potential | unauth

7.6pl

Apache HTTP Server 'mod_auth_digest' Access Control Bypass
Vulnerability (128444)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_session_cookie' Expiry Time Ignored
Vulnerability (126276)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_http2' Memory Corruption
Vulnerability (129588)

internal | potential | unauth

Prepared for Demo Account - Confiden

80 /tcp
http

22 [tcp

ssh

80/ tcp
http

80 /tcp
http

80 /tcp
http

22 /tcp

ssh

80 /tcp
http

80 /tcp
http

80 /tcp
http

Medium

Medium

Medium

Medium

Medium

Medium




2.4.29

Apache HTTP Server 'mod_cache_socache' Out of Bound Read
Denial of Service Vulnerability (126242)

internal | potential | unauth

2.4.29

Apache HTTP 'HTTP/2 mod' Denial of Service Vulnerability
(137993)

internal | potential | unauth

2.4.29

Apache HTTP Server Crafted Request Denial of Service
Vulnerability (127001)

internal | potential | unauth

2.4.29

Apache HTTP Server HTTP/2 Connections Crafted Request Denial
of Service Vulnerability (908009)

internal | potential | unauth

apache 2.4.29

Apache HTTP Server 'Cache-Digest' Denial of Service
Vulnerability (137995)

internal | potential | unauth

2.4.29

OpenSSH Missing Character Man-in-The-Middle Attack
Vulnerability (127849)

internal | potential | unauth

7.6pl

OpenSSH 'stderr' Man-in-The-Middle Attack Vulnerability
(127850)

internal | potential | unauth

7.6pl

Apache HTTP Server 'mod_rewrite' Redirect Vulnerability
(133604)

internal | potential | unauth

2.4.29
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Apache HTTP Server URL Redirect Vulnerability (129591)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_proxy' Cross-Site Scripting
Vulnerability (129590)

internal | potential | unauth

2.4.29

OpenSSH 'Observable Discrepancy' Man-in-the-Middle
Vulnerability (137503)

internal | potential | unauth

7.6pl

OpenSSH scp Server Man-in-The-Middle Attack Vulnerability
(127851)

internal | potential | unauth

7.6pl

Apache HTTP Server 'SETTINGS' Denial of Service Vulnerability
(126966)

internal | potential | unauth

2.4.29

Apache HTTP Server 'httpd' URL Normalization Inconsistency
Vulnerability (128448)

internal | potential | unauth

2.4.29

Apache HTTP Server 'mod_http2' Read-After-Free (CVE-2019-
0196) (128447)

internal | potential | unauth

2.4.29

OpenSSH 'auth-gss2.c' User Detection Vulnerability (126832)

internal | potential | unauth

7.6pl

OpenSSH User Enumeration Vulnerability (126863)

internal | potential | unauth
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7.6pl
Apache HTTP Server Slow Request Bodies Denial of Service 80 /tcp Medium
Vulnerability (126273) http
internal | potential | unauth

2.4.29
OpenSSH Account Enumeration Vulnerability (126640) 22 /tcp Medium
internal | potential | unauth ssh

7.6pl
OpenSSH scp Client Access Bypass Vulnerability (127848) 22 /tcp Low
internal | potential | unauth ssh

7.6pl
Apache HTTP Server Denial of Service (902560) 80 /tcp
internal | potential | unauth http

2.4.29

IP: 192.168.1.252

Asset name: LAPTOP-SU09C2DM
Operating system: Windows 11 Home
Asset type: Client

Protocol Service
general N/A /[ tcp
Authenticated Scan Status (0] DB CIS Threatscan

N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
MS13-098: Vulnerability in Windows Could Allow Remote Code N/A [ tcp
Execution - Registry Entry Not Set (149637) general

internal | explicit | OS auth
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MS13_098: Microsoft Security Update is installed but the registry entry has not been set.
Registry key incorrectly set:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck => None

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck
=>None

MS17-JUN: Microsoft Internet Explorer Security Update - Registry  N/A/tcp Medium

Entry Not Set (128597) general
internal | explicit | OS auth

MS17-JUN: Microsoft Internet Explorer Security Update is installed but the registry entry has not been set.
Registry keys missing:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_ENABLE_PRINT_INFO_DISCLOSURE_FIX\iexplore.exe => 1
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_ENABLE_PRINT_INFO_DISCLOSURE_FIX\iexplore.exe => 1

MS17-SEP: Microsoft Internet Explorer Security Update - Registry  N/A/tcp Medium

Entry Not Set (128598) general
internal | explicit | OS auth

MS17-SEP: Microsoft Internet Explorer Security Update is installed but the registry entry has not been set.
Registry keys missing:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_ENABLE_PRINT_INFO_DISCLOSURE_FIX\iexplore.exe => 1
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_ENABLE_PRINT_INFO_DISCLOSURE_FIX\iexplore.exe => 1

Link Local Multicast Name Resolution (LLMNR) Enabled (129962) N/A [ tcp

internal | recon | OS auth general

LLMNR is enabled

NetBIOS Over TCP/IP Enabled (124295) N/A/ tep

internal | recon | OS auth general

NetBIOS is enabled:
GUID: {9235256b-1a5b-45eb-ac83-ee6f15cbf99e} - Value: 0

IPv6 Enabled (142306) N/A/tcp

internal | explicit | OS auth general

IPv6 is Enabled

IP: 192.168.67.35

Asset name: S1-WIN2019-DC01
Operating system: Windows Server 2019
Asset type: Domain controller
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Protocol Service
kerberos-sec 88 /tcp
msrpc 135/tcp
netbios-ns 137 /udp
ldap 389 /tcp
unknown 445 [ tcp
winrm 5985 / tcp
http 47001/ tcp
unknown N/A [ tcp
unknown N/A /icmp
Authenticated Scan Status (0] DB CIs Threatscan
Failure N/A Failure N/A
Vulnerability Title Service(s) Severity
Windows EFSRPC NTLM Relay Vulnerability (PetitPotam) (146093) 445/ tcp

internal | explicit | unauth

[Large data section omitted]

SMB Null Session Authentication (101373)

internal | recon | unauth

It was possible to log into the remote host using a NULL session.

SMB Native LanMan Version (100092)

internal | recon | unauth

LAN Manager: 10.0.17763.15
Domain: ADO1
0S: Windows 2019 Build 17763

Kerberos User Enumeration Detected (138135)

internal | explicit | unauth

Kerberos User Enum confirmed with krbtgt user on domain AD01

unknown

445/ tep

unknown

445/ tep

unknown

88/ tcp

kerberos-sec
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IP: 192.168.67.53

Asset name: WIN-30QQRC10MGG
Operating system: Windows Server 2012 R2
Asset type: Server

Protocol Service
http 80/ tcp
msrpc 135/ tcp
netbios-ns 137 /udp
netbios 139 /tcp
smb 445 [ tcp
lpd 515/ tcp
winrm 5985 / tcp
unknown N/A [ tcp
unknown N/A /icmp
Authenticated Scan Status (0] DB CIs Threatscan

N/A N/A N/A N/A
Vulnerability Title Service(s) Severity
MS15-034: Microsoft IIS HTTP.sys Remote Code Execution 80 /tcp
(Network Check) (117590) http

internal | explicit | unauth

[Large data section omitted]

SMB Security Signatures Not Required (104188) 139/ tcp Low

internal | explicit | unauth netbios

SMBv1 NTLM signatures are not required
SMBV2 NTLM signatures are not required

Compliance: Ensure 'Audit Authentication Policy Change'issetto  N/A/tcp
'Success' (120674) unknown

internal | compliance | CIS auth




Expected: AUDIT_SUCCESS
Collected: AUDIT_SUCCESS
Result: PASS

Compliance: Ensure 'Windows Firewall: Domain: Logging: Log
dropped packets' is set to 'Yes' (120635)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Audit Application Group Management' is set
to 'Success and Failure' (120658)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure 'Allow Basic authentication' is set to
'Disabled' (120809)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Turn off heap termination on corruption’ is
set to 'Disabled' (120773)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Create a token object' is set to 'No One'
(120533)

internal | compliance | CIS auth

Expected: No One
Collected: No One
Result: PASS

Compliance: Ensure 'Prohibit installation and configuration of
Network Bridge on your DNS domain network’ is set to 'Enabled'
(120704)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Windows Firewall: Private: Settings: Apply N/A [ tcp
local firewall rules' is set to 'Yes (default)' (120641) unknown
internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Configure 'Accounts: Rename administrator N/A [ tcp
account' (120563) unknown

internal | compliance | CIS auth

Expected: not Administrator
Collected: Administrator

Result: FAIL
Compliance: Ensure 'Increase scheduling priority' is set to N/A / tcp
'Administrators' (120544) unknown

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Ensure 'Windows Firewall: Public: Settings: Apply N/A [ tcp
local connection security rules' is set to 'No' (120652) unknown
internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL
Compliance: Ensure 'Audit: Force audit policy subcategory N/A [ tcp

settings (Windows Vista or later) to override audit policy category  unknown
settings' is set to 'Enabled' (120565)

internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Apply UAC restrictions to local accounts on N/A / tcp
network logons' is set to 'Enabled' (MS only) (120712) unknown

internal | compliance | CIS auth

Expected: 0

Collected: Not Defined

Result: FAIL
Compliance: Configure 'Manage auditing and security log' N/A [ tcp
(120548) unknown

internal | compliance | CIS auth




Expected: Administrators
Collected: ADMINISTRATORS
Result: PASS

Compliance: Ensure 'Audit Security State Change' is set to
'Success' (120678)

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS
Collected: AUDIT_SUCCESS
Result: PASS

Compliance: Ensure 'User Account Control: Admin Approval Mode
for the Built-in Administrator account' is set to 'Enabled' (120618)

internal | compliance | CIS auth

Expected: 1
Collected: 0
Result: FAIL

Compliance: Ensure 'Configure registry policy processing:
Process even if the Group Policy objects have not changed' is set
to 'Enabled: TRUE' (120717)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'User Account Control: Behavior of the
elevation prompt for administrators in Admin Approval Mode' is
set to 'Prompt for consent on the secure desktop' (120620)
internal | compliance | CIS auth

Expected: 2
Collected: 0
Result: FAIL

Compliance: Ensure 'Do not delete temp folders upon exit' is set
to 'Disabled' (120787)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Windows Firewall: Domain: Inbound
connections' is set to 'Block (default)' (120628)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL
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Compliance: Ensure 'Do not allow password expiration time N/A [ tcp
longer than required by policy' is set to 'Enabled' (MS only) unknown
(120684)

internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Network Security: Configure encryption N/A / tcp
types allowed for Kerberos' is set to 'RC4_HMAC_MD5, unknown
AES128_HMAC_SHA1, AES256_HMAC_SHAL, Future encryption

types' (120608)

internal | compliance | CIS auth

Expected: 2147483644
Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Windows Firewall: Private: Settings: Display  N/A/tcp
a notification' is set to '"No' (120640) unknown

internal | compliance | CIS auth

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Audit Sensitive Privilege Use' is set to N/A / tcp
'Success and Failure' (120675) unknown

internal | compliance | CIS auth

Expected: AUDIT_SUCCESS_FAILURE
Collected: AUDIT_NONE
Result: FAIL

Compliance: Ensure 'Password Settings: Password Age (Days)' is N/A [ tcp
set to 'Enabled: 30 or fewer' (MS only) (120688) unknown

internal | compliance | CIS auth

Expected: <=30
Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Password must meet complexity N/A [ tcp
requirements' is set to 'Enabled' (120520) unknown

internal | compliance | CIS auth

Expected: 1
Collected: 0
Result: FAIL




Compliance: Ensure 'Devices: Prevent users from installing
printer drivers' is set to 'Enabled' (120568)

internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure 'System objects: Require case insensitivity
for non-Windows subsystems' is set to 'Enabled' (120616)
internal | compliance | CIS auth

Expected: 1
Collected: 1
Result: PASS

Compliance: Ensure '"Network Security: Allow PKU2U
authentication requests to this computer to use online identities'
is set to 'Disabled' (120607)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'WDigest Authentication' is set to 'Disabled’
(120713)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Set the default behavior for AutoRun' is set
to 'Enabled: Do not execute any autorun commands' (120751)
internal | compliance | CIS auth

Expected: 1
Collected: Not Defined
Result: FAIL

Compliance: Ensure 'Enumerate administrator accounts on
elevation' is set to 'Disabled' (120754)

internal | compliance | CIS auth

Expected: 0
Collected: Not Defined
Result: FAIL

Compliance: Ensure '"Windows Firewall: Public: Firewall state' is

set to 'On (recommended)' (120647)
internal | compliance | CIS auth

Prepared for Demo Account - Confiden

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

N/A [ tcp

unknown

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial

Trivial




Prepared for Demo Account - Confiden

Expected: 1

Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Password Settings: Password Length'isset  N/A/tcp
to 'Enabled: 15 or more' (MS only) (120687) unknown

internal | compliance | CIS auth

Expected: >=15
Collected: Not Defined

Result: FAIL
Compliance: Ensure 'Always install with elevated privileges' isset N/A/tcp
to 'Disabled' (120825) unknown

internal | compliance | CIS auth

User Configuration\Administrative Templates\Windows Components\Windows Installer\Always install with elevated

privileges

Result: PASS
Compliance: Ensure 'Debug programs' is set to 'Administrators' N/A [ tcp
(120537) unknown

internal | compliance | CIS auth

Expected: Administrators
Collected: ADMINISTRATORS

Result: PASS
Compliance: Ensure 'Default Action and Mitigation Settings' isset N/A/tcp
to 'Enabled’' (plus subsettings) (120756) unknown

internal | compliance | CIS auth

Computer Configuration\Policies\Administrative Templates\Windows Components\EMET\Default Action and Mitigation

Settings

Result: FAIL
Compliance: Ensure 'Do not enumerate connected users on N