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Lean Business Performance, Data
Transparency and Security with DLP

as a Managed Service

About The Customer

Founded in January 2015 io oil & gas consulting is a joint venture between GE
Oil & Gas and McDermott that was created to help oil and gas projects move
forward efficiently and profitably by combining upstream consultancy with
engineering expertise. To achieve this goal, io requires sensitive financial,
engineering, and operational data, all of which would be valuable in the hands
of a competitor.

The Business Challenge

When io was set up, its core strategy from an IT perspective was to operate in
a lean and nimble fashion with a high level of data transparency via the use
of cloud and cloud applications wherever possible. However, security also had
to play a pivotal role. This is because io would be handling customer reservoir
data; highly confidential information detailing exactly how much oil or gas

is present at a drill site, its depth, quality and other important factors that
determine the economic viability of the site. This highly sensitive data must be
kept secure at all times as it would be invaluable to competitors.

io’s CIO John Barton knew that a security led model encompassing both
physical and IT security would be required in order to manage data loss and
mitigate against internal threats within the business (whether malicious or
unintentional). However, as a startup and in order to maintain lean business
efficiency, Barton knew it would have to be achieved without significant
investments in both internal infrastructure and resources.

Critical Success Factors

- Deliver a high level of security across the entire business operation

+ Providing full visibility on sensitive data throughout io network and endpoints
« Assure client movements were fully traceable and accountable

» Implement highly effective security without significant overhead

+ Allow for fine tuning based on data analytics and other information sources

INDUSTRY
» Energy

ENVIRONMENT
+ Globally distrubuted employee base
+ Windows workstations

» Lean IT and organizational strucutre

CHALLENGE

+ Required deep visibility into technical,
financial, and operation data

+ Hosting sensitive customer data

» Highly cost conscious industry

RESULTS

« Visibility into wide variety unstructured
data

+ Early detection and automated
responses to threats

+ Real-time user education to reinforce
security policies

+ Documented and robust security
program to reassure clients
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The Solution
io decided to engage with Fortra

™y,

s Digital Guardian® based on both empirical
evidence and Barton's prior experience with the Digital Guardian Data Loss
Prevention (DLP) platform. He knew the platform was highly robust and would
provide the ideal solution to io business challenges of protecting critical
intellectual property. Another key factor in the decision was Digital Guardian’s
ability to offer the full power of the platform as a managed service. As a result,
there would be no up front infrastructure costs or ongoing maintenance that
would drain resources and detract from the lean strategy. io could focus on
their business, while Digital Guardian’s team of security experts was watching
the data.

io had an aggressive deployment timeline to align with their customers’ needs,
Digital Guardian and io collaborated to complete the deployment and be
operational within 90 days. The Digital Guardian platform covers the io core
team and assets storing sensitive data, while also allowing for the flexibility to
scale up, rapidly, when large projects demanded it. Digital Guardian is deployed
on all company endpoints and also at the remote gateway, providing full
visibility of data going in and out to trusted third parties as well.

Data Types We Protect

OIL AND GAS

)

Site Exploration Plans
Process Flow
Engineering Designs
Business Plans

Legal Data

GAS AND ELECTRIC UTILITIES

Distribution Plans
Vendor Contracts
Business Plans
Legal Data
Customer Data

COAL MINING

Productivity Data
Coalbed Thickness Data
Process Flow
Engineering Designs
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“With Digital Guardian, we can be completely
transparent with our clients about how we
handle their data, giving them peace of
mind that their sensitive reservoir data is fully e A —

proteCted.” Education, Energy, Financial Services,
Government, Healthcare, Manufacturing,
Retail, Technology

About Digital Guardian

INSTALLED BASED
» Over 600 Custom From Across the Globe

- John Barton CIO io oil & gas consulting

+ Used by 7 of the top 10 patent holders

DISCOVERY AND CLASSIFICATION

The Results » Endpoint, Network, Cloud and Local Data

Digital Guardian enabled io to monitor data movement patterns and spot Storage

. . . . » Content, Context, and User Classification
red flags early, preventing data loss. io can drive behavioral change amongst

. T . + Fully Automated to Fully Manual
employees and educate them on the importance of maintaining data security. Classificati
assification

« Over 300 data types, over 90 languages
io can be completely transparent about how all data is handled, providing

clients peace of mind that sensitive data is fully protected. Finally, io enjoys a EDUCATE AND ENFORCE
strong relationship with the Digital Guardian technical team, helping to fine + Monitor log, prompt, justification request
tune the platform through assessments and data analytics. + Auto-encrypt, quarantine, move, block

ACTIONABLE ANALYTICS

« System, User, and Data level event
visibility

+ Analytics that Filter Out the Noise

« Drag and Drop Incident Management

+ Right Click Remediation in Real Time

OPERATION SYSTEM SUPPORT

« Full visibility, analytics and controls
across multiple Operating Systems

* Mac
- Windows
e Linux

DEPLOYMENT

+ On-Premise

» SaasS

+ Managed Security Program

About Fortra
F O R I R ﬁ Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our
™ customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and

Fortra.com control to organizations around the world. We're the positive changemakers and your relentless ally

to provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.
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