FORTRA

Protect Sensitive Data in Microsoft 365

with Fortra DLP

Microsoft 365 is more than just email; it includes
communication, storage, and productivity solutions, that
seemlessly integrate with your existing business systems,
processes and data. Migrating to Microsoft 365 means
users can create, access, manage, and transmit business
related information from almost anywhere. Fortra Data Loss
Prevention (DLP) extends the built-in Microsoft security with
enterprise DLP and endpoint protection features, analytics,
and reporting. To secure sensitive data in Microsoft 365,
Fortra DLP relies on visibility, after analytics, and controls on
endpoints and BYOD devices, to and from the cloud, and
throughout the corporate ecosystem.
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Centralized Policy Management
With multiple Microsoft 365 services —
email, cloud storage, and both
web-based and desktop applications —
creating a single, unified data protection
policy reduces InfoSec overhead while
ensuring consistent enforcement across
the environment. Fortra DLP delivers
flexible, centralized controls that span
everything from detailed activity logging
to automatically blocking uploads of
sensitive data.



https://www.fortra.com

Key Benefits

Flexible, Tailored Responses

With Fortra DLP, you can easily create automated responses
tailored to your Microsoft 365 environment. Policy-based
actions include: allow, log, prompt, move, block, encrypt,
reroute, and quarantine. User notification at the time of
potentially risky behavior reinforces desired data handling
procedures.

Comprehensive Traffic Monitoring

Fortra Network DLP monitors and controls all
communications channels — including email (SMTP), web
(HTTP/HTTPS), File Transfer Protocol (FTP), Secure Sockets
Layer (SSL), and applications such as webmail. Fortra DLP
appliances can be deployed as either physical or virtual
machines.

Sensitive Data Discovery

Fortra Discovery automatically scans of local and network shares using specific inspection policies to identify sensitive content

wherever it is resides. Fortra can append permanent, tamper-resistant tags that resist attempts to mask content via file renaming,

changing extensions, archiving, copy/pasting, or even screen captures. For existing documents or on-demand, our discovery

capabilities catalog files to ensure complete visibility of data at rest across the organization and in the Microsoft 365 cloud.
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About Fortra

Fortra provides advanced offensive and defensive security solutions that deliver
comprehensive protection across the cyber kill chain. With complete visibility
across the attack chain, access to threat intelligence spanning the globe,

and flexible solution delivery, Fortra customers can anticipate criminal behavior
and strengthen their defenses in real time. Break the chain at fortra.com.
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