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KEY RESULTS

DMZ Gateway® is a multi-platform solution that works in conjunction with EFT to
create a multi-layered security solution for data storage and retrieval, authentication
and firewall transversal. Using a two-way connection originating from the back-end
(internal) EFT, the DMZ Gateway acts as a communication proxy to process requests
that replaces inherently insecure inbound connections from the Demilitarized Zone
(DMZ) to your network.

How Does DMZ Gateway Work?
DMZ Gateway resides in the DMZ. EFT resides inside your network and initiates a 
persistent outbound (east-west) session with the DMZ Gateway.

When a client (partner) connects to the DMZ Gateway, DMZ Gateway will notify EFT 
over the pre-established session. Subsequently, EFT will initiate another outbound 
session to the DMZ Gateway, and the DMZ Gateway then glues together this 
new session and the client’s session. From that point forward, all client and server 
communications are streamed through DMZ Gateway to EFT. 

DMZ Gateway®

UNLIKE STORE-AND-FORWARD 

technologies, our DMZ Gateway does 
not store or process data. It’s simply a 
liaison to your internal network.

YOUR DATA STAYS SECURE 

because it’s never stored in the DMZ.

YOUR DATA REMAINS SAFE 

behind the firewall for EFT to store 
and process.
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From the client’s view point, DMZ Gateway makes the back-end EFT appear to be inside the DMZ, when EFT actually resides securely behind 
your corporate firewall. No transferred data resides in the DMZ (not even temporarily), client authentication takes place on the back-end 
EFT, and no firewall holes are punched through your internal firewall in the wrong direction. 

You don’t need to choose between top security and being efficient. With DMZ Gateway, you can have both.

https://www.fortra.com
https://www.fortra.com


Fortra Datasheet

© Fortra, LLC and its group of companies. All trademarks and registered trademarks are the property of their respective owners.	 (fta-gs-ds-1022-r1-79d)

DMZ Gateway®

Fortra.com

About Fortra

Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our 
customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and 

control to organizations around the world. We’re the positive changemakers and your relentless ally 
to provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.

Security Benefits: 
• Facilitates compliance with mandates that forbid storage of 

sensitive data in the demilitarized zone (DMZ).

• Eliminates the need for compensating methods of securing 
data in the DMZ, such as file encryption, store-and-forward 
systems, or polling for changes.

• Eliminates the need for a file transfer system in the DMZ or for 
exposing any part of your network to the DMZ, such as Active 
Directory services for user authentication or SQL services for 
auditing

• Ability to configure secure PNC for remote administration of 
EFT over MX protocol

• Updated support for non-Windows operating systems

Efficiency Benefits 
• DMZ Gateway can map and route connections to all EFT Sites to 

not only reduce your total cost of ownership, but also simplify 
network maintenance.

• Single outbound connection means greatly reduced overhead 
as compared to traditional proxy and firewall configuration.

• Save time and reduce points of failure over traditional store-
and-forward or polling for changes.

• Data is made available to back-end systems in real-time.

• No inbound (west to east) holes through the network firewall

• No data is ever stored in the DMZ – Data streams to the  
back-end EFT

• Virtual authentication – DMZ Gateway acts as a proxy for 
authentication

• Supports all protocols allowed by EFT (FTP/S, SFTP, HTTP/S  
and AS2)

• Transparent to your partners – EFT services are virtualized in  
the DMZ

• No storage, synchronization, or replication of user database 
needed in the DMZ
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Zero data in DMZ--ever X X

Highly reliable X X

Zero maintenance X X

Streamlined/transparent to clients X X

No cumbersome deployment X X

Point and click, easy initial setup X X X

Facilitates compliance X X X

No inbound firewall holes to internal network X X

No breaking of encryption X X X

No access to authentication sources X X
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