FORTRA ’y‘z

Globalscape Enhanced File Transfer

(EFT) for Healthcare

In the world of healthcare, client confidentiality is a valuable asset. While
organizations within the healthcare industry face strict compliance mandates
like the Health Insurance Portability and Accountability Act (HIPAA) and the
Health Information Technology for Economic and Clinical Health (HITECH) in
the U.S, and the Data Protection Act (DPA) throughout the UK and Europe, they
also face the challenge of efficient data management.

Healthcare organizations store vast amounts of healthcare records —
which are more valuable to criminals than credit card numbers or social
security numbers. Because of this, healthcare organizations must take extra
precautions to protect their data. Maintaining the security of that personally
identifiable information (PIl) is not an easy task when your organization is
required to transmit such data every day.

Protect Personally Identifiable and Financial
Information

Compliance requires balancing visibility and privacy. All files must have a
paper trail, meaning access to files at rest and their movement must be
carefully tracked. At the same time, the contents of these files — including Pl
and sensitive financial information — must be kept private and only viewable
by authorized personnel. To ensure the safety of these information systems,
encryption is commonly used to protect data from unauthorized access.

Additionally, the local network storing this information needs to be isolated
behind network firewalls so that information is not stored in the demilitarized
zone (DMZ). Data stored or processed in the DMZ is vulnerable to attack.

Globalscape EFT Modules

Fortra’s Globalscape EFT includes modules that are purpose-built to help
healthcare organizations meet security and compliance best practices. Some
of the modules include:

The Regulatory Compliance Module helps you meet and exceed data
transfer, access and storage requirements for a number of regulatory
compliance standards such as HIPAA and PCI DSS.

Visibility
« Generate reports of transfers
and admin/user activity

* Monitor transfers in real time

Security

- Exceed security and
compliance mandates

« Secure web transfers
» Secure P2P data exchange
« Keep data out of the DMZ

Automation

« Advanced workflow
automation

- Automated AV/DLP

Governance

» Real-time network
management

- Generate reports for auditors

SYSTEM REQUIREMENTS

« Windows Server 2019 or 2022
« 8 GB RAM recommended

» Oracle or Microsoft SQL
database

« MS.NET framework 4.8 or later
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The Advanced Authentication Modes Module protects data
in transit and allows organizations to centralized user access
roles. The module enforces the use of secure protocols and
provides support for easy-to-use authentication methods
like SAML (WebSS0), RSA SecurlD, RADIUS, and CAC.

The OpenPGP Module protects data at rest and in transit
with encryption, decryption, and signing of files.

DMZ Gateway® functions as a proxy network in the DMZ to
protect internal processes by segmenting data transmission
so there is no direct line of sight into your internal network,
acting as a go-between for EFT and the external network.
With DMZ Gateway, no data is ever stored — not even
temporarily — in the DMZ.

The Auditing and Reporting Module captures all of the
transactions passing through the EFT platform and allows
admins to query the data and view reports. This process
simplifies the task of compiling reports for audits.

Business Activity Monitoring helps monitor business
processes and transactions in real-time. This easy-to-use
dashboard allows users to drill down on transactions for
more granular EFT data.

SFT Threat Protection provides an additional layer of
security to file transfers. With integration to Fortra's
Clearswift Secure ICAP Gateway, organizations can inspect
managed file transfer content for threats and additional
controls can be put into place. For example, preventing
files with malware from being shared or redacting sensitive

information from file transfers.

Not all MFT platforms are the same. Globalscape EFT
includes everything you need to not only ensure the security
of your environment, but also meet or exceed compliance

mandates and protect that valuable healthcare data.
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EFT CAPABILITIES

¢ Auditing & Reporting
+ Data Encryption
+ Drummond Certified AS2

Link Integration  * Advanced Workflow Engine

e Email

» Mobile Devices

» Advanced Authentication
Modes

» Automation

* Web-based Transfer Client

* Mobile Transfer Client
Two-factor  Audit DB User Auth . o g
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* Big Data Gateway

* Enterprise File Sync & Share

About Fortra

Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our

F O RT R A® customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and
control to organizations around the world. We're the positive changemakers and your relentless ally to

provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.
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