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Meeting Security Standards with GoAnywhere MFT

Need to meet industry, state, or privacy laws and regulations in your organization?
Ensuring your file transfers are 100% compliant is an important step in preventing data
breaches, heavy fines, and public distrust—and our secure file transfer solution,
GoAnywhere MFT, can help.

Here's how GoAnywhere MFT can help you manage and secure the exchange of private
data in order to comply with a variety of compliance laws and regulations.

PCI DSS

The Payment Card Industry Data Security Standard (PClI DSS) is a regulation that increases
controls over cardholder data (like credit and debit card information) to reduce the
likelihood of fraud.

Key Features
GoAnywhere helps organizations achieve compliant file transfers with features like:
«+ Centralized controls and management
+ Role-based administration and permissions
- Strong Key Management System (KMS)
+ Detailed audit logs and reporting
« PCl Security Settings Audit Report

To learn more, visit: www.goanywhere.com/solutions/compliance/pci-dss

HIPAA & HITECH

The Health Insurance Portability and Accountability Act (HIPAA) is a regulation that sets the standard for protecting patient data, like

protected health information (PHI).

The Health Information Technology for Economic and Clinical Health Act (HITECH) was passed to hold healthcare providers responsible

for the adoption of electronic health records (EHR) and the adherence of data breach notification requirements.

Key Features
GoAnywhere helps organizations achieve compliant file transfers with features like:
« File transfer monitoring
-+ Detailed audit logs and reporting
« Granular user permissions
- Secure data exchange using SFTP, SCP, FTPS, and HTTPS

To learn more, visit: www.goanywhere.com/solutions/compliance/hipaa-hitech
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GDPR

The General Data Protection Regulation (GDPR) is a new data
protection regulation designed to harmonize data privacy laws

throughout the European Union. It applies to organizations located

within the EU or organizations that handle, process, or transfer the
personal data of EU citizens.

Key Features
GoAnywhere helps organizations achieve compliant file transfers
with features like:

- File transfer encryption technologies (e.g. OpenPGP,
SSH, and TLS)

+ Integrity checks for successful file transfers

+ Detailed audit logs and reporting

« Secure Mail module for sending sensitive emails

+ Admin User Roles for auditors and security or data
protection officers

To learn more, visit:
www.goanywhere.com/solutions/compliance/gdpr

FISMA & NIST

The Federal Information Security Management Act (FISMA) is
a set of security guidelines designed to reduce the security risk of
data processed in the public sector.

The National Institute of Standards and Technology (NIST) is an
agency that’s responsible for developing FISMA security standards
and guidelines. They list publications and best practices that
government agencies must follow to be FISMA compliant.

Key Features
GoAnywhere helps organizations achieve compliant file transfers
with features like:

« AFIPS 140-2 compliance mode for all file transfers

+ Detailed audit logs and reporting

- Stringent security controls

« Granular user permissions

To learn more, visit:
www.goanywhere.com/solutions/compliance/fisma

Other Regulations and Laws
GoAnywhere MFT can also help organizations meet requirements
for regulations and laws including:

« Family Educational Rights and Privacy Act (FERPA)

+ The Dodd-Frank Act

+ The Gramm-Leach-Bliley Act (GLBA)

+ The Sarbanes-Oxley Act (SOX)

+ Federal Trade Commission (FTC) & Federal

Test Procedure (FTP)
- State Privacy Laws

Ensure File Transfer Compliance with GoAnywhere
We can help you meet compliance requirements for your file transfers! Request a demo for your specific data security needs,

and we'll walk you through the product to see if it fits your organization.

www.goanywhere.com/demo

About Fortra
Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our
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customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and
control to organizations around the world. We're the positive changemakers and your relentless ally
to provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.
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