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A HelpSystems Solution

Meeting IT Security and Compliance Requirements
with GoAnywhere

Explore the areas GoAnywhere works with to help organizations and IT

professionals meet strict security, compliance, and business
requirements.

Security Controls

GoAnywhere addresses many controls in popular and widely-used security frameworks,
standards, and regulations including:

- SO 27001 & 27002

- NIST 800-53r4, CSF, SP 800-37r2 RMF
- CIS

- PCI DSS

- HIPAA

Data Encryption Methods & Technologies

GoAnywhere offers cutting-edge encryption technologies for data in transit and at rest.

Many organizations use multiple solutions for their secure file transfer needs. With GoAnywhere, organizations
can centralize their encryption processes within a single, affordable solution for the enterprise.

End-users can also securely upload files from their own infrastructure, which mitigates organizational
remote access compliance issues.

To meet compliance requirements, GOAnywhere uses:

NIST certified FIPS 140-2 crypto module -
Strong cipher suites
Secure transmission protocols
Detailed audit logs

Role-based access control -

Multi-factor authentication -

Interoperability

GoAnywhere can interface with trading partners and external users via multiple protocols and advanced workflows.
These features make GoAnywhere an excellent integrator at an affordable price.

How does
GoAnywhere

provide
interoperability?

A non-compliant legacy system resides | Consider ,. Data arrives at location B and meets data
in location A and must communicate this example transmission/encryption requirements,
with location B. courtesy of GoOAnywhere.

GoAnywhere can serve as a
‘compliance bridge”
for data transfer.

Data is encrypted prior to transmission
out of location A.

GoAnywhere is installed in location A to
pull data from the non-compliant
legacy system.

CIA Triad
GoAnywhere supports the "CIA" triad: Confidentiality, Integrity, and Availability.
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File Integrity Checks
Detailed Audit Logs
Automated Checksum
Secure Remote Access
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Secure Data in Transi
Encrypt Data at Rest
FIPS 140-2 Compliant E
Access Control Utomated Backups

CONFIDENTIALITY AVAILABILITY

Explore the many compliance and security requirements
GoAnywhere addresses:
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Compliance: Security:
WWW.goanywhere.com/resource-center/compliance www.goanywhere.com/managed-file-transfer/more/security
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Encryption: Brochures & Compliance Specs:

www.goanywhere.com/managed-file-transfer/encryption www.goanywhere.com/resource-center/filter/brochures/all



https://www.goanywhere.com/resource-center/compliance/pci
https://www.goanywhere.com/resource-center/compliance/hipaa
https://www.goanywhere.com/managed-file-transfer/encryption
https://www.goanywhere.com/resource-center/compliance
https://www.goanywhere.com/managed-file-transfer/more/security
https://www.goanywhere.com/resource-center/filter/brochures/all



