
What Is Phishing?
Phishing is a cyber crime that uses tactics 
like deceptive emails, websites, and text 

addresses, names, and social insurance 

open bank accounts, and commit other 

MAN-IN- 
THE-MIDDLE
M a n - i n - t h e - m i d d l e 
phishing attacks occur 
when a cyber criminal tricks 
two people into sending 

The phisher may send 

the data being sent 
and received by each 

EMAIL

email may arrive when least expected, to either 

This email can include instructions to CONTENT 
INJECTION

This type of phishing 
attack injects a familiar 

website, such as an email 
login page or an online 

banking portal, with ma-
licious content. This can 

include a link, form, or 
pop-up that directs 
users to a secondary 
website where they’re 

dential information.

LINK 
MANIPULATION

A phishing scam can sometimes 

SPEAR PHISHING

email phishing, spear phishing 

Examples of 
Different Phishing 

Attacks

Who Could Be a Phishing Target?
Any type of business, government, organization, or individual can be the target 
of a phishing attack. Anyone can be deceived by a phishing tactic and tricked into 
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