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Singapore Personal Data

Protection Act

The Singapore Personal Data Protection Act
(PDPA) of 2012 establishes a general data
protection law governing the collection, use,
and disclosure of an individual’s information
by an organization.

With penailties that target the organization and the individual, PDPA strives
to entrench the protection of personal data into the business culture of an

organization.

The foundation of any data security strategy is to identify your sensitive
and regulated data as it empowers users and automated policies to make
informed, deliberate decisions on how that information should be protected.

Fortra's Data Classification Suite (DCS) helps organizations comply with PDPA
by locating, identifying, and classifying the unstructured data that contains
personal identifiable information (PIl). Once the data has been identified,
DCS helps to enforce the critical PDPA obligations for protection, transfer, and
retention.

Information Protection

« Identify unstructured data that contains Pl automatically or by user involvement
- Display visual classification markings to inform users of the data’s sensitivity
+ Analyse user activity with sensitive PIl to detect insider threats

Data Transfers

« Alert users about PDPA policy violations and educate them while they work
« Apply encryption automatically to the most sensitive files

- Enforce safe recipient policies to ensure Pl is sent only to authorised users

Retention and Deletion

« Apply appropriate retention metadata to documents and files

« Discover and delete redundant duplicate data in local and cloud file shares
» Move outdated information to trash folders for deletion

PDPA Breach Consequences
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BUSINESSES
Fines up to $1,000,000
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INDIVIDUALS
Fines up to $10,000 and/or a
jail term of up to 12 months
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LOSS OF REPUTATION
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LOSS OF CUSTOMERS

Data Classification Suite (DCS)
« DCS for Data at Rest

« DCS for Outlook
» DCS for Microsoft Office
» DCS for Desktop

« Fortra's Mail for iOS
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Fortra Solution Brief

Singapore Personal Data Protection Act

Promote a culture of security by prompting users to stop, think, and consider the business value of the
information they are creating and handling. DCS helps employees follow security policy by providing targeted,
interactive security education when handling email and documents — without disrupting everyday workflow.

Align end users with policy to avoid costly and embarrassing PDPA compliance violations with DCS.
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DCS policy alerts help foster
a culture of data security

About Fortra

F O R I R ﬁ Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our
™

customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and

Fortra.com control to organizations around the world. We're the positive changemakers and your relentless ally

to provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.




