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Gain Control Over Retention

Management with Data Classification

The explosive growth in electronically stored information (ESI) has left
organizations struggling to manage huge volumes of unstructured data in

email and file shares. With a default retention policy of “let’s keep everything,”
enterprises are facing soaring storage costs, rising legal costs in the event of a
lawsuit, and the increased risk that sensitive data like PIl and PCI will get lost in the
data chaoos.

Keeping everything forever is no longer an option. Instead, a retention
management and defensible deletion strategy is needed to manage this growing
volume of data. By deleting data as it goes from asset to liability, organizations
can more easily protect and maintain the information that still has value.

An effective retention strategy starts with your users. When users are given the
ability to proactively identify data at the time of creation, organizations develop
a more accurate view of what data they have and how it should be handled. This
information can then be mapped to retention policies, so that archiving software
can make informed and consistent decisions about retention and deletion.
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Data Classification Suite (DCS) solutions enable users to identify and classify their data when sending email or saving

a document. The user interface is integrated into familiar office applications, including Microsoft Outlook’, Microsoft
Office® (Word®, PowerPoint’, Excel*), and Windows Explorer® (all file types). The interface is intuitive and easy to understand,
requiring minimal assistance from IT.

After the user identifies their data, DCS saves the information as classification metadata. This metadata describes the
contents of the email or document, so that archiving software can apply the appropriate retention and deletion policies.
The metadata also makes it easier to find relevant information for eDiscovery, compliance, and regulatory requests.
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Classification metadata also helps to proactively identify and manage intellectual property, Pll, PCI, and other sensitive business
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data. By applying a security classification such as “Confidential,” users are asking IT to protect the data in every way they can. This
makes users active participants in security, rather than placing all the responsibility on IT.

The Power of Data Classification
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About Fortra

Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our

F O RT R Aw customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and
control to organizations around the world. We're the positive changemakers and your relentless ally to

provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.
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