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Tripwire Enterprise for 
Industrial Devices rapidly 
audits your environment, 
increases visibility into asset 
compliance gaps, reduces 
unplanned work and 
automates compliance policy. 
You receive highly detailed 
information on the 
configurations of your systems, 
applications, firewalls, routers 
and switches. CyberArk 
integrates with it to deliver 
credential-protected scans. 

Seamlessly Integrated to Deliver 
Credential-Protected Scans
Tripwire® Enterprise for Industrial Devices integrates with CyberArk 

Application Access Manager to deliver centralized, secure management 

of privileged credentials used for comprehensive vulnerability scans. 

Privileged credentials (password and SSH keys) used by Tripwire are 

securely stored and automatically rotated by CyberArk Application Access 

Manager, reducing the risk of credential compromise and simplifying 

regulatory compliance. 

How it Works
Tripwire includes a choice of creden-
tial types in the Edit Scan Credential 
window. This not only improves usability 
by hiding complexity when not required, 
it also allows users to add a credential 
stored in the CyberArk solution.

For privileged credential retrieval and 
rotation, organizations are required to 
install the CyberArk Application Access 
Manager Credential Provider on the 
Management Server. Tripwire Enterprise 
includes a test button to confirm that 
password retrieval is functional prior to 
using it as part of a scan.

1.	 User configures Tripwire Enterprise 
to connect to CyberArk Application 
Access Manager

2.	 During a scan, Tripwire Enterprise 
retrieves the credentials from the 
CyberArk solution

3.	 Tripwire Enterprise audits the assets 
with the configured credentials

4.	 The CyberArk solution manages the 
privileged credentials for the assets

In addition, CyberArk Application Access 
Manager automatically rotates the 
credentials based on an organization’s 
security policy or on demand. In order to 
follow security best practices, privileged 
credentials are not saved or stored on 
the disk in Tripwire Enterprise.

Key Benefits
Tripwire integrated with CyberArk 
provides a comprehensive view of 
customers’ security and compliance 
posture.

Through the integration, customers can:

	» Enable automated active/passive 
credential-protected scans

	» Secure credentials and simplify 
management by centrally storing and 
rotating Tripwire Enterprise privileged 
account credentials

	» Maintain comprehensive credential 
usage audit trail for compliance 
initiatives

	» Save time and effort when deploying 
Tripwire Enterprise by using an 
already existing system and process 
for credential management with 
CyberArk

Tripwire Enterprise for  
Industrial Devices and CyberArk



Tripwire is the trusted leader for establishing a strong cybersecurity foundation. Partnering with 
Fortune 500 enterprises, industrial organizations and government agencies, Tripwire protects the inte
grity of mission-critical systems spanning physical, virtual, cloud and DevOps environments. Tripwire’s 
award-winning portfolio delivers top critical security controls, including asset discovery, secure config-
uration management, vulnerability management and log management. As the pioneers of file integrity 
monitoring (FIM), Tripwire’s expertise is built on a 20+ year history of innovation helping organizations 
discover, minimize and monitor their attack surfaces. Learn more at tripwire.com
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Connect with us on LinkedIn, Twitter and Facebook
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About CyberArk 
CyberArk is the only security company 
that proactively stops the most advanced 
cyber threats—those that exploit insider 
privileges to attack the heart of the 
enterprise. The company has pioneered 
a new category of targeted security 
solutions to protect against cyber 
threats before attacks can escalate and 
do irreparable business damage.

User configures Tripwire Enterprise 
to connect to the CyberArk 
Application Access Manager

At scan time, Tripwire Enterprise 
retrieves the credential from the 
CyberArk Application Access Manager

Tripwire Enterprise audits the assets 
with the configured credentials. 

CyberArk Application Access 
Manager manages the credentials 
on the assets.
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Fig. 1 Centralized and secure management of privileged credentials using Tripwire 
Enterprise for Industrial Devices and CyberArk Application Access Manager 

https://tripwire.com
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