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ADVANCED THREAT PROTECTION, SECURITY AND COMPLIANCE

TRIPWIRE ENTERPRISE 
AND SERVICENOWuuServiceNow provides a 

service model that defines, 
structures and automates 
the flow of work, removing 
email and spreadsheets from 
the process to streamline 
the delivery of services. 
www.servicenow.com u

Companies need to expand their vis-
ibility into their organization’s security 
and compliance status. Unfortunately 
they are often stuck with multiple 
tools and system that makes things 
too complex. The integration between 
Tripwire Enterprise and ServiceNow 
creates a workflow for the smooth 
exchange of system change and security 
configuration state information with 
a wide variety of compliance, opera-
tions and reporting/analytics solutions. 
This combination enables organiza-
tions to validate authorized change and 
immediately determine the efficacy 
of the change management process.

SOLUTION
The integration between Tripwire 
Enterprise and ServiceNow ben-
efits the customers in two main areas: 
Systems & Service Management 
and Policy Management. 

SYSTEMS & SERVICE MANAGEMENT
Organizations want to have a “single 
source of truth” in their configura-
tion management database (CMDB) 
for the inventory of the systems in the 
infrastructure, the applications present 
on those systems, and the systems and 
applications owners and other associated 
metadata. While CMDBs may launch 
with accurate information, over time 
the information drifts or becomes stale, 
and system administrators often can’t 
definitively state what systems they 
have, who owns them, what’s on them, 
and even what data center they’re in. 

With an inaccurate CMDB, a system 
administrator would be hard-pressed 
to quickly list the applications installed 
on a system or the systems on which 
a particular application is installed. 
Tripwire Enterprise automatically har-
vests a list of every application installed 
on a system along with detailed system 
configuration information. By feed-
ing that data into a CMDB, you can 
quickly produce an applications list for 
a system and ensure that your CMDB 
contains the most current information 
about the systems in your environment. 

CMDBs typically organize and cat-
egorize assets using a structure that 
reflects how the business operates. The 
integration also lets you feed this type 
of CMDB information into Tripwire 
Enterprise and use it in the solution to 
automatically assign asset tags, node 
(asset) groupings and naming schemes. 
As a result, Tripwire Enterprise’s 
home pages, reports and alerts consis-
tently and accurately represent your 
assets from your business perspective. 
Plus, when you bring new systems 
online, retire older systems or update 
applications in the CMDB, Tripwire 
Enterprise reflects those changes. This 
helps identify situations that warrant 
investigation—for example, when 
Tripwire Enterprise detects that a 
retired system that should be offline 
is actually still recording changes. 

The Change Management system in 
ServiceNow helps verify that changes 
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has worse or better compliance scores 
in some regions compared to others. 

FOR SYSTEM HARDENING 
Tripwire Enterprise has a library of 
over 600 combinations of compli-
ance policies and platforms supported 
for regulations and standards. Plus, 
its detailed step-by-step reme-
diation instructions are accessible 
from ServiceNow, providing your 
system administrators the directions to 
manually or automatically operational-
ize security and harden systems against 
industry standard best practices and 
your own organization’s guidelines.

FOR OPERATIONAL EXCELLENCE
With policy tests for Microsoft 
Exchange, Oracle Database and 
Microsoft IIS, as well as easily customiz-
able policy content, Tripwire Enterprise’s 
detailed policy content in ServiceNow 
will also ensure systems are maintained 
for optimum performance and reliability.

made to a system were authorized 
and performed properly. The integra-
tion enables Tripwire to query the 
Change Management system to verify 
that the changes that were detected 
were properly planned for and autho-
rized—that is, the right changes 
were made to the right system, at the 
right time, and by the right person.

Additionally, unexpected changes found 
by Tripwire Enterprise generate incident 
tickets in the Change Management 
system to notify the proper channels 
of a change management process viola-
tion or a possible security event. For 
example, Tripwire Enterprise detects 
a system change that has no ticket in 
the Change Management system or 
finds that more changes were made 
than authorized on the ticket.

POLICY MANAGEMENT
FOR COMPLIANCE
Tripwire Enterprise’s integration with 
governance, risk and compliance (GRC) 

tools lets you extract high-level informa-
tion from Tripwire Enterprise and feed 
it into GRC solutions like those found 
in ServiceNow applications. That lets 
you keep track of important trends 
in security and compliance, such as 
whether the organization is experiencing 
an increase in unauthorized changes, 
is failing more compliance tests, or 

uu FIG. 1 Tripwire Enterprise and ServiceNow change management workflow.

CHANGE DETECTED 
BY TRIPWIRE ENTERPRISE

1

CHANGE REQUEST? YES

NO

APPROVED

SERVICENOW 
INCIDENT

2

TRIPWIRE®

ENTERPRISE

uu FIG. 2 Tripwire Enterprise and ServiceNow policy analysis workflow.
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