SOLUTION BRIEF

Your One-Stop Shop for

-Federal Policy Compliance

Tripwire Offers Critical Systems Security with True Depth and Breadth

Let us take you through a demo of
Tripwire security and compliance

solutions and answer any of your

questions.

Visit

Federal security professionals are tasked with protecting agencies against attacks,
detecting threats, identifying vulnerabilities, and hardening configurations while
simultaneously demonstrating that critical systems are in compliance. Each of these
complex processes must be executed with limited time and resources. In an ideal
environment, an agency's security solutions would enable personnel to deploy fewer
tools to get the job done, and to know right out of the box—and at all times—that
they are in compliance with a wide range of security policies. This is precisely how
Tripwire outperforms other cybersecurity solutions.

Tripwire® Enterprise pairs the industry’s
most respected file integrity monitoring
(FIM] capabilities with secure configu-
ration management (SCM) for real-time
change intelligence and threat detection
while ensuring continuous compliance
with system hardening standards and
security policies.

There are many solutions that can
assess systems against configuration
standards and security policies. But few
combine that capability with contextual
change detection, as Tripwire does. By

combining best-in-class FIM with SCM,
agencies can minimize “drift” away from
the last known secure state, or from an
ideal configured state. This is impera-
tive because the state of systems tends
to change over time through routine
updates, patches, integrations, and con-
figuration changes to make the business
run. What sets Tripwire apart from other
solutions regularly evaluated by federal
agencies is not just its strength in the
area of FIM capabilities. Tripwire pro-
vides the largest policy content library
right out of the box, which saves gov-
ernment customers time and resources
during implementation.



https://www.tripwire.com/contact/request-demo/?referredby=pdf/

What sets Tripwire apart from other
solutions regularly evaluated by federal
agencies is not just its strength in the
area of FIM capabilities. Tripwire pro-
vides the largest policy content library
right out of the box, which saves gov-
ernment customers time and resources
during implementation.

Tripwire supports over 3,000 combi-
nations of platforms and security and
compliance policies, standards, reg-
ulations, and vendor guidelines. This
platform and policy support includes
NIST 800-53, FISMA SI-7, CMMC, DISA
STIGS, and more than 40 others. We
offer easy-to-build custom rules that
allow security and IT professionals to
address compliance and security issues
unique to their agency without writing
code.

“The policy content supplied by Tripwire
means that [we] had to do minimal
tuning for implementation,” said an
Army customer. “Support for a broad set
of platforms allows [us] to deploy fewer
tools to get the job done.” Meanwhile,
competitors offer “watch lists” solutions
that make customers code the policies
themselves.

Deep Visibility, Deep Insight
Tripwire provides deep, rich insight into
our government customers’ current
state, security posture, and activity of
critical systems which need the most
protection. This insight includes the
ability to compare what we see against
the largest library of compliance
requirements and secure configuration
standards. It also includes the ability
to alert to unauthorized and malicious

changes. Since cyber attackers must
make a change sooner or later, this is
a great way to detect compromise on
critical systems.

Tripwire provides this type of security
and compliance monitoring across a
wide variety of IT and OT assets, and in
a variety of environments:

» |T assets, including servers,
databases, network devices, directory
services, and workstations

» OT assets, including SCADA systems,
industrial network devices (routers,
switches, firewalls), PLCs, and RTUs

Environments, including on-premises
(agency environment] data centers,
cloud-hosted data centers [AWS,
Azure, etc.) and industrial control
system environments (factories,
weapons systems, building
management systems, etc.)
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The fact that Tripwire customers can
use one tool to monitor all critical
systems across enterprise servers—in
many different environments—sets
Tripwire apart.

Your One-Stop Shop for
Policy Compliance

Tripwire Enterprise capabilities such as
FIM, configuration hardening, and log
management satisfy multiple security
compliance requirements, including
Audit and Accountability (AU) and
System and Informational Integrity (Sl)
requirements, and are used to support
Plan of Action and Milestone (POA&M]
reporting.

Tripwire understands the multi-dimen-
sional nature of the federal enterprise
and provides a one-stop shop for policy
compliance, including:

b

M

Over 35,000 unique, ready-to-

use individual tests to quickly
assure system integrity and policy
compliance and to proactively detect
endpoint threats—no other vendor
comes close to Tripwire’s depth of
supporting applications on RHEL,
Ubuntu, Solaris, AlIX, HP-UX, Debian,
and all versions of Windows
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More than 50 different policy and
regulation sources and support for
more than 200 platforms, including
Docker, OpenStack, and Amazon Web
Services
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The freshest policy content,
continually updated by a dedicated
team, so you can keep up with
changing compliance requirements

The Product

Tripwire Enterprise is known for its
robust FIM capabilities. Easy-to-read
graphs identify changes by platform and
show whether they were authorized or
not. Changes can then be examined on
a granular level to see the date, time,
user, and other pertinent information—
including forensic details about the spe-
cific content in a file that was changed.
Tripwire Enterprise makes it possible to
quickly detect any unplanned changes
that affect compliance status, which
may be early indicators of cyberattacks.
Its Policy Manager proactively hardens
systems by assessing configurations
against internal and external security
standards using a library of well over
3,000 combinations of compliance poli-
cies and platforms.

Tripwire is the trusted leader for establishing a strong cybersecurity foundation. We protect the world's

systems safe. Learn more at tripwire.com

leading organizations against the most damaging cyberattacks, keeping pace with rapidly changing tech
complexities to defend against ever-evolving threats for more than 20 years. On-site and in the cloud, our
diverse portfolio of solutions find, monitor and mitigate risks to organizations’ digital infrastructure—all
without disrupting day-to-day operations or productivity. Think of us as the invisible line that keeps

The State of Security: News, trends and insights at tripwire.com/blog
Connect with us on LinkedIn, Twitter and Facebook
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