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Tripwire Solutions
and the CIS Controls

Many organizations face the challenging threat environment by strategically
choosing a security controls framework as a reference for initiating,
implementing, measuring, and evaluating their security posture, as well as
managing risk. While many frameworks are available, one of the most notable
and commonly used is the Center for Internet Security’s CIS Controls.

This well-known framework has the goal of offering combined knowledge and
proven guidance for protecting confidentiality, integrity, and availability of critical
assets, infrastructure, and information. Security controls themselves are technical
safeguards and operational procedures that strengthen defenses against threats.
They typically involve the triad of technology, people, and process and when imple-
mented and automated.

One of the main reasons organizations put off choosing a security controls frame-
work is the fear that it may be too large an undertaking and will not get completed.
However, security is a job that is never done, and getting started is essential. If your
organization is serious about improving its security posture, it should have a strate-
gic plan, a framework and a set of security controls against which progress can be
measured and evaluated. The CIS Controls help guide organizations by starting with
implementing the most critical controls and working their way to implementing all .

Fortra’s Tripwire® provides solutions that align with each of the controls, as well as
many other security control frameworks. Tripwire can accelerate your organization’s
efforts to evaluate risk, improve security, and achieve immediate short-term wins
and long-term confidence.

CIS Controls Overview

The CIS Controls reflect the combined knowledge of actual attacks and effective
defenses as well as exclusive and deep knowledge about current threats by a
broad range of industry experts. For this reason, they are constantly being updated
and are currently in their eighth version. The Controls are a foundational reference
and starting point for any organization.

Background

» A prioritized, agreed-upon set of “most critical controls,” heavily informed/drawn
from NIST SP 800-53

» Developed by a consortium of information security experts

» Customizable and applicable regardless of organization size, type (government
or commercial), maturity level, likely threat vectors, or technologies in use

» Recommended for use by Verizon in their Data Breach Investigations Report to
address the majority of breaches they investigated

Key Highlights

Tripwire solutions capture
activity data from
monitored assets in order to
meet foundational security
controls—regardless of
your preferred framework.
No matter if you rely on
physical, virtual or cloud-
based IT infrastructure,
Tripwire provides centrally-
managed controls and
information you need to
protect your sensitive data
and evaluate risk.
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» Provides detailed guidance to prioritize implementation and customize your security controls as well as sequence, test, and
achieve continuous automation

Regardless of your organization’s starting point, there is a lot of implementation flexibility. Tripwire solutions enable faster adop-
tion of your chosen security framework as they meet key criteria, multiple controls, continuous monitoring automation, and the
evolving threat environment.

Accelerate Security Management

Security control frameworks give freely researched and broadly validated guidelines for protecting confidentiality, integrity, and
availability of critical assets, infrastructure, and information.

Tripwire knows that some of the biggest security gains against the most common threat vectors can be simply and inex-
pensively achieved by starting with the foundational controls, as documented in the CIS Controls framework. Implementing
Controls 1 through 5 assures that you know your network assets and what's on them (e.g. hardware, software, configurations,
locations, etc.), and that their configurations are in a secure, hardened state regularly scanned for vulnerabilities, policy com-
pliance and other weaknesses. And finally, that as they are discovered, issues are remediated. Getting started is the most
important step, and the CIS Controls apply to nearly any enterprise.
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CIS CONTROL

I: Inventory and Control of Enterprise Assets

2: Inventory and Control of Software Assets

3: Data Protection

4: Secure Configuration of Enterprise Assets and Software

5: Account Management

6: Access Control Management

7: Continuous Vulnerability Management

8: Audit Log Management

9: Email and Web Browser Protections

10: Malware Defenses

11: Data Recovery

12: Network and Infrastructure Management

13: Network Monitoring and Defense

14: Security Awareness and Skills Training

15: Service Provider Management

16: Application Software Security

17: Incident Response Management

18: Penetration Testing

For detailed information on sub-controls, read Tripwire Solutions and the CIS Controls Detailed Mapping
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About Fortra

Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our
customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and
control to organizations around the world. We're the positive changemakers and your relentless ally to

Fortra.com
provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.
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