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It’s not enough to cast a wide cybersecurity net and hope you catch the  
adversaries trying to compromise your data. 
Instead, you need to narrow your focus to make your efforts truly impactful.

But which of the countless potential cybersecurity attacks 
out there should you choose to prioritize? MITRE’s Adversarial 
Tactics, Techniques, and Common Knowledge (ATT&CK)​ 
Framework and the Center for Internet Security’s CIS Controls 
are two industry-leading sources clearly stating which 
cybersecurity best practices organizations and agencies 
should heed.

» MITRE is a not-for-profit organization that operates 
federally-​funded research and development centers. 
Their ATT&CK framework is a useful cybersecurity model 
illustrating how adversaries behave and explaining the 
tactics you should use to mitigate risk and improve security.

» The Center for Internet Security (CIS) is a nonprofit 
organization that sources knowledge from IT experts around 
the world. The CIS Controls is a list of 18 critical security 
controls prioritized to protect from attack vectors. We’ll focus 
on the first six controls, known as their “basic controls” (note 
that Control 1 does not apply to the ATT&CK framework). 

How  MITRE ATT&CK and the CIS Controls Intersect
Both MITRE ATT&CK framework and the CIS Controls provide 
the crucial intelligence you need in order to maintain a 
strong cybersecurity stance. Where MITRE focuses on specific 
actions taken by adversaries in an enterprise network and 
shows you how to combat them proactively, CIS lays out 
a step-by-step process for securing your data in terms of 
configuration management and other system hardening 
processes.

Both empower you to take charge of your data’s and 
systems’ safety. All in all, these are two distinct models 
addressing similar issues. It’s not a matter of picking which 
institution’s guidelines to follow—you should be utilizing 
both of these resources simultaneously and ensuring your 
alignment with them often.

MITRE’s Adversarial Tactics, Techniques, and Common 
Knowledge (ATT&CK™) is a curated knowledge base and 
model for cyber adversary behavior, reflecting the various 
phases of an adversary’s lifecycle and the platforms they 
are known to target. ATT&CK is useful for understanding 
security risk against known adversary behavior, for 
planning security improvements, and verifying defenses 
work as expected.

	— MITRE

Many organizations facing the current cybersecurity 
environment are overwhelmed by what we call the 
“Fog of More”—a constant stream of new information 
and problems. ... The CIS Controls are designed to bring 
priority and focus to this daunting task, to harness the 
power of a large expert community to identify and 
support high-value practices and foundational steps, and 
to stop “admiring the problem.”

	— Center for Internet Security
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