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Is your vulnerability management program ready for 

DevOps, cloud infrastructure, and the evolving threat 

landscape? Many organizations have already developed 

a mature VM program for their traditional enterprise and 

application platforms. But radical new shifts in the tech 

ecosystem mean you will need to protect your systems on 

new platforms and processes against a wide assortment of 

potential vulnerabilities. 

This paper outlines the five stages of VM maturity to help 

you determine where you are and what work is required 

to improve your program—even in the face of emerging 

DevOps and cloud complications. The need for on-demand 

and real-time assessment is now more critical than ever as 

security programs need to keep up with current trends. 

Organizations fall into various levels of maturity in their VM 

programs. The five stages of maturity used in this paper are 

based on the Capability Maturity Model (CMM)—developed 

by the U.S. Department of Defense to improve processes.

VM programs aren’t just necessary for successful 

cybersecurity—most regulatory policies mandate them. The 

Center for Internet Security (CIS) ranks VM seventh in the CIS 

Controls, their prioritized list of the top 18 critical security controls.

The Capability Maturity Model
The CMM is a model that helps develop and refine a process 

in an incremental and definable method. The five stages of 

the CMM follow. 

Stage 1: Initial
In the “Initial” stage of a VM program, there are minimal 

processes and procedures in place. Vulnerability scans are 

performed by a third-party vendor as part of a penetration 

test or external scan. These scans are typically done one to 

four times per year due to a regulatory requirement or at the 

request of an auditor.

The vendor who performs the audit will provide a report 

of the vulnerabilities found within the organization. The 

organization will typically remediate any “critical” or “high” 

risks, ensuring that they achieve or remain compliant. 

The remaining information typically gets filed away once 

a passing grade has been given. Organizations are easy 

targets for attackers at this stage. 

Also in this stage, DevOps and cloud teams have likely 

worked around IT security processes and are either failing to 

assess containers and cloud images or are only relying on 

the rudimentary tools available in their respective provider 

environments.

Stage 2: Managed
In the “managed” stage of a VM program, scanning is 

brought in-house. The organization acquires a VM solution 

and begins scanning on a more regular—typically weekly or 

monthly—basis. Unauthenticated vulnerability scans are run 

to collect basic information about network assets, and the 

security administrators begin to see assets’ vulnerabilities 

from an exterior perspective.

Many organizations in this stage don’t have support from 

their upper management, resulting in a limited budget to 

work with. This results in purchasing a “budget” solution. 

While lower-end solutions provide basic scans, they’re 

limited in the reliability of their data collection, their ability to 

incorporate business context, and their ability to automate 

and improve operational efficiency. 

When it comes to DevOps and cloud in this stage, scanners 

are deployed in cloud environments running periodic 

network-based scans and/or agent-based data collection. 

However, there’s likely little to no integration with the DevOps 

workflow or image orchestration. Security has been inserted 

into the cloud environment so stakeholders can claim that a 

VM program is present, but it is likely ineffective.

The five stages of VM maturity

1      INITIAL Process unpredictable,  
poorly controlled, and reactive

5      OPTIMIZING

4      QUANTITATIVELY     	
         MANAGED

3      DEFINED

2      MANAGED Process characterized for 
projects and is often reactive

Process characterized for the 
organization and is proactive

Process measured 
and controlled

Focus on continuous 
process improvement
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Stage 3: Defined
In the “defined” stage, the processes and procedures are 

well-defined and understood throughout the organization. 

The information security team has executive management 

support and trust from system administrators. The majority 

of organizations are somewhere between “managed” and 

the “defined.” 

At this point, the information security team has proven that 

the VM solution they chose is reliable and safe for scanning 

the organization’s network. Authenticated vulnerability scans 

that are run daily or weekly generate audience-specific 

reports; system administrators receive vulnerability reports, 

while management receives risk trending reports. VM state 

data is shared with the rest of the information security 

ecosystem to provide actionable intelligence. Critical assets 

have VM agents deployed for streamlined data gathering 

without the need for scanning credentials.

Security and DevOps teams run on-demand assessments 

of containers pre-deployment. Cloud images are subject to 

automated scans. Agent-based data collection is integrated 

into each image so it will be scanned on deployment and 

through the lifecycle. Container assessment is standardized 

across teams so that the vulnerability risk of each container 

is at an acceptable level prior to the container being moved 

through the development pipeline.

Stage 4: Quantitatively Managed
Once your VM program is “quantitatively managed,” the 

specific attributes of the program are quantifiable and 

metrics are provided to the management team. The 

organization uses well-defined pass/fail criteria for cloud 

assets and containers, and there is a strategy in place for 

remediating or destroying non-compliant images and 

containers. The following is a summary of the automation 

metrics recommended by CIS:

•	 What is the percentage of the organization’s business 
systems that have not recently been scanned by the 
organization’s VM system?

•	 What is the average vulnerability score of each of the 
organization’s business systems?

•	 What is the total vulnerability score of each of the 
organization’s business systems?

•	 How long does it take, on average, to completely 
deploy operating system software updates to a 
business system?

•	 How long does it take, on average, to completely 
deploy application software updates to a business 
system?

These metrics can be viewed holistically as an organization, 

or broken down by the various business units to see which 

are reducing their risk—and which ones are lagging. 

Stage 5: Optimizing
Lastly, in the “optimizing” stage, the metrics defined 

in the previous stage are targeted for improvement. 

Container assessment is fully automated and integrated 

into the DevOps workflow. The acceptable level of risk for 

containers is reduced to a more secure level. Vulnerability 

and compliance scanning are integrated with cloud 

orchestration systems to automatically onboard/offboard 

assets as they scale up and down through the lifecycle. The 

information security and management teams collaborate 

to set attainable targets. Once those targets are met 

consistently, new and more aggressive targets can be set 

with the goal of continuous process improvement.

VM Maturity in DevOps and Cloud 
Environments
Even mature organizations are now finding that 

development teams are pushing back on security teams so 

speed can take precedence at the cost of security. In many 

cases, business and DevOps teams have gone around the 

security teams to deploy their applications in an insecure 

manner. If your organization already has a great VM model 

but are now facing this setback, how do you reach VM 

program maturity again? 

Fortra’s Vulnerability Management Solutions
Security practitioners quickly run into problems with 

agentless scanning approaches because of the constraints 

of modern cloud infrastructure, such as authentication and 

dynamic IPs. Agents give you deeper cloud visibility, and 

they’re an increasingly-popular strategy in organizations 

with elastic, scaling cloud environments. Agent-based 

vulnerability management (ABVM) is a feature of Fortra’s 

VM solutions that lets you install agents within your images 

to collect data and report back to your dashboard—no 

credentials or service ports required. ABVM also allows you 

to set up scans that trigger upon registration. 
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Summary
As one of the top CIS Controls, vulnerability management 

is one of the first things that should be implemented in 

a successful information security program. Vulnerability 

and risk management is an ongoing process; the most 

successful programs continuously adapt and are aligned 

with the risk reduction goals of the cybersecurity program 

within the organization. Ensuring the ongoing maturation of 

your VM program is essential for reducing the attack surface 

of your organization.

R E Q U E S T  A  D E M O

Let us take you through a demo of Fortra’s 
VM solutions and answer your questions.   
Visit  fortra.com/contact-us
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