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Why Tripwire?

The Industry’s Most Trusted
Cybersecurity and Compliance Tools

Imagine becoming more effective and efficient at securing your infrastructure.
Fortra’s Tripwire has always been the leader in file integrity monitoring (FIM) and
change control, but we offer much more. We help simplify compliance with proven
integrity management solutions, but also deliver advanced security capabilities far
beyond simple compliance use cases.

Our solutions and services provide effective security, continuous compliance and
reliable operations for enterprises, industrial organizations, service providers and
government agencies. Tripwire is part of Fortra’s robust cybersecurity portfolio of
integrated and scalable solutions that protects your organization from cyberthreats
and simplifies compliance in innovative ways.

Tripwire Capabilities

To support your organization's cyber integrity and alignment with wide-ranging
industry-standard frameworks and regulations, our solutions and services include
the following capabilities:

» File integrity monitoring

» Security configuration management
» Analytics and dashboards

» Log management

» Change detection

» Configuration assessment

» Policy management

» Vulnerability management

» Asset discovery

» Network device and SCADA security
» Factory automation system security

Tripwire’s Product Portfolio

With a portfolio built on maintaining the most critical cybersecurity practices at
the highest standards, we deliver the technology and expertise to stay on top of
unauthorized changes, vulnerabilities and weaknesses, and drifts away from your
security policy.

Tripwire® Enterprise is the leading compliance monitoring solution, using file integ-
rity monitoring (FIM) and security configuration management (SCM). Backed by
decades of experience, it's capable of advanced use cases unmatched by other
solutions.

Key Highlights

Tripwire protects the world’s
leading organizations
against the most damaging
cyberattacks. Our solutions
work on-site and in the
cloud to find, monitor, and
minimize a wide range of
threats without disrupting
daily operations or
productivity. Think of us as
the invisible line of defense
that keeps systems safe.

Tripwire solutions combine
essential capabilities

that deliver breach
detection, remediation

and compliance, while
addressing nearly every
compliance standard—PCI
DSS, NIST, FISMA, NERC, HIPAA,
DISA, ISO/IEC 27002, SOX and
many others.
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Tripwire IP360™ proactively discovers, profiles, and assesses the vulnerability risk of your organization’s assets to be a powerful
foundation for your vulnerability management (VM) program. It enables fast detection of vulnerabilities, granular prioritization
of risk and remediation management.

Tripwire LogCenter® provides secure and reliable log collection to add real-time intelligence to machine data, with security
analytics and forensics for rapid incident detection and response. It readily integrates with your existing infrastructure and
includes a growing library of available correlation rules.

Tripwire’s Industrial Solutions lay the foundation for industrial cybersecurity by discovering the assets present in industrial
environments. Protect your industrial control systems (ICS) from cyber events that threaten safety, productivity and quality.

Tripwire ExpertOpsSM delivers a cloud-based managed services model of the industry’s best FIM, SCM and VM capabilities. A
single subscription includes personalized consulting from trained experts and hands-on tool management to help you achieve
and maintain compliance and critical asset security.

Tripwire also offers an additional range of services, such as cybersecurity assessments, IoT and medical device assessments,
and a rich array of apps and integrations you can use to optimize your cybersecurity program.

Better Together

While each solution in the Tripwire portfolio provides valuable capabilities in a stand-alone implementation, customers receive
maximum value when they are integrated—with each other or with third-party products—to achieve faster and more accurate
security and compliance in both IT and OT environments.

Tripwire integrates with a wide array of third-party products to offer a multitude of benefits and use-cases in these distinct
categories:

» Threat intelligence

» Network security

» Analytics and security information and event management (SIEM)

» IT service management (ITSM)

» Integrated access management (IAM)

» Industrial control systems (ICS)

» Factory automation systems (FAS)

» Government risk compliance (GRC)

You'll gain a significant advantage against operational inefficiencies with Tripwire integrations. These integrations automate the
sharing and validating of critical data and intelligence, and drive productivity by enabling richer collaboration between your IT
operations and security teams.

summary

Tripwire provides superior security and continuous compliance you can depend on. As part of Fortra, your cybersecurity ally,
Tripwire brings over 25 years of experience to the current threat landscape to solve your biggest security and compliance
challenges. With the bonus of integration and automation, our solutions further enhance operational efficiency and threat
response. Known and trusted, we keep complex digital systems protected in a world of unknowns.

Ready To Dig Deeper?

To learn more about Tripwire Enterprise
capabilities, reports, available policies,
and platform support, visit tripwire.com.

About Fortra

Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our
customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and
control to organizations around the world. We're the positive changemakers and your relentless ally to

Fortra.com
provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.
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