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A.1 License Stubs

A.1.1 Apache Version 1.1

Website: http://www.apache.org/licenses/LICENSE-1.1

/* ====================================================================

* The Apache Software License , Version 1.1

*

* Copyright (c) 2000 The Apache Software Foundation. All rights

* reserved.

*

* Redistribution and use in source and binary forms , with or without

* modification , are permitted provided that the following conditions

* are met:

*

* 1. Redistributions of source code must retain the above copyright

* notice , this list of conditions and the following disclaimer.

*

* 2. Redistributions in binary form must reproduce the above copyright

* notice , this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the

* distribution.

*

* 3. The end -user documentation included with the redistribution ,

* if any , must include the following acknowledgment:

* ”This product includes software developed by the

* Apache Software Foundation (http ://www.apache.org/).”

* Alternately , this acknowledgment may appear in the software itself ,

* if and wherever such third -party acknowledgments normally appear.

*

* 4. The names ”Apache” and ”Apache Software Foundation” must

* not be used to endorse or promote products derived from this

* software without prior written permission. For written

* permission , please contact apache@apache.org.

*

* 5. Products derived from this software may not be called ”Apache”,

* nor may ”Apache” appear in their name , without prior written

* permission of the Apache Software Foundation.

*

* THIS SOFTWARE IS PROVIDED ‘‘AS IS ’’ AND ANY EXPRESSED OR IMPLIED

* WARRANTIES , INCLUDING , BUT NOT LIMITED TO , THE IMPLIED WARRANTIES

* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

* DISCLAIMED. IN NO EVENT SHALL THE APACHE SOFTWARE FOUNDATION OR

* ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT , INDIRECT , INCIDENTAL ,

* SPECIAL , EXEMPLARY , OR CONSEQUENTIAL DAMAGES (INCLUDING , BUT NOT

* LIMITED TO , PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF

* USE , DATA , OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

* ON ANY THEORY OF LIABILITY , WHETHER IN CONTRACT , STRICT LIABILITY ,

* OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT

* OF THE USE OF THIS SOFTWARE , EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

* ====================================================================

*

* This software consists of voluntary contributions made by many

* individuals on behalf of the Apache Software Foundation. For more

* information on the Apache Software Foundation , please see

* ¡http ://www.apache.org/¿.

*

* Portions of this software are based upon public domain software

* originally written at the National Center for Supercomputing Applications ,

* University of Illinois , Urbana -Champaign.

*/

SilentDefense Operational Guide



APPENDIX A. THIRD-PARTY LICENSING (OPEN SOURCE SOFTWARE) 125

A.1.2 Apache Version 2.0

Website: http://www.apache.org/licenses/LICENSE-2.0.html

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License , Version 2.0 (the ”License ”);

you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http :// www.apache.org/licenses/LICENSE -2.0

Unless required by applicable law or agreed to in writing , software

distributed under the License is distributed on an ”AS IS” BASIS ,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND , either express or implied.

See the License for the specific language governing permissions and

limitations under the License.

A.1.3 BSD 3-clause

Website: http://opensource.org/licenses/BSD-3-Clause

Copyright (c) ¡YEAR ¿, ¡OWNER ¿

All rights reserved.

Redistribution and use in source and binary forms , with or without modification , are

permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice , this list

of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice , this

list of conditions and the following disclaimer in the documentation and/or other

materials provided with the distribution.

* Neither the name of the ¡ORGANIZATION ¿ nor the names of its contributors may be

used to endorse or promote products derived from this software without specific

prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ”AS IS” AND ANY

EXPRESS OR IMPLIED WARRANTIES , INCLUDING , BUT NOT LIMITED TO , THE IMPLIED WARRANTIES

OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT

SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT , INDIRECT ,

INCIDENTAL , SPECIAL , EXEMPLARY , OR CONSEQUENTIAL DAMAGES (INCLUDING , BUT NOT LIMITED

TO , PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE , DATA , OR PROFITS; OR

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY , WHETHER IN

CONTRACT , STRICT LIABILITY , OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE , EVEN IF ADVISED OF THE POSSIBILITY OF SUCH

DAMAGE.

A.1.4 Common Development and Distribution License Version 1.0

Website: https://opensource.org/licenses/CDDL-1.0

COMMON DEVELOPMENT AND DISTRIBUTION LICENSE Version 1.0 (CDDL -1.0)

1. Definitions.

1.1. Contributor means each individual or entity that creates or contributes to the

creation of Modifications.

1.2. Contributor Version means the combination of the Original Software , prior

Modifications used by a Contributor (if any), and the Modifications made by that

particular Contributor.

1.3. Covered Software means (a) the Original Software , or (b) Modifications , or (c)

the combination of files containing Original Software with files containing

Modifications , in each case including portions thereof.
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1.4. Executable means the Covered Software in any form other than Source Code.

1.5. Initial Developer means the individual or entity that first makes Original

Software available under this License.

1.6. Larger Work means a work which combines Covered Software or portions thereof

with code not governed by the terms of this License.

1.7. License means this document.

1.8. Licensable means having the right to grant , to the maximum extent possible ,

whether at the time of the initial grant or subsequently acquired , any and all of

the rights conveyed herein.

1.9. Modifications means the Source Code and Executable form of any of the following

:

A. Any file that results from an addition to , deletion from or modification of the

contents of a file containing Original Software or previous Modifications;

B. Any new file that contains any part of the Original Software or previous

Modification; or

C. Any new file that is contributed or otherwise made available under the terms of

this License.

1.10. Original Software means the Source Code and Executable form of computer

software code that is originally released under this License.

1.11. Patent Claims means any patent claim(s), now owned or hereafter acquired ,

including without limitation , method , process , and apparatus claims , in any patent

Licensable by grantor.

1.12. Source Code means (a) the common form of computer software code in which

modifications are made and (b) associated documentation included in or with such

code.

1.13. You (or Your) means an individual or a legal entity exercising rights under ,

and complying with all of the terms of , this License. For legal entities , You

includes any entity which controls , is controlled by, or is under common control

with You. For purposes of this definition , control means (a) the power , direct or

indirect , to cause the direction or management of such entity , whether by contract

or otherwise , or (b) ownership of more than fifty percent (50%) of the outstanding

shares or beneficial ownership of such entity.

2. License Grants.

2.1. The Initial Developer Grant.

Conditioned upon Your compliance with Section 3.1 below and subject to third party

intellectual property claims , the Initial Developer hereby grants You a world -wide ,

royalty -free , non -exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable

by Initial Developer , to use , reproduce , modify , display , perform , sublicense and

distribute the Original Software (or portions thereof), with or without

Modifications , and/or as part of a Larger Work; and

(b) under Patent Claims infringed by the making , using or selling of Original

Software , to make , have made , use , practice , sell , and offer for sale , and/or

otherwise dispose of the Original Software (or portions thereof).

(c) The licenses granted in Sections 2.1(a) and (b) are effective on the date

Initial Developer first distributes or otherwise makes the Original Software

available to a third party under the terms of this License.
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(d) Notwithstanding Section 2.1(b) above , no patent license is granted: (1) for code

that You delete from the Original Software , or (2) for infringements caused by: (i)

the modification of the Original Software , or (ii) the combination of the Original

Software with other software or devices.

2.2. Contributor Grant.

Conditioned upon Your compliance with Section 3.1 below and subject to third party

intellectual property claims , each Contributor hereby grants You a world -wide ,

royalty -free , non -exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable

by Contributor to use , reproduce , modify , display , perform , sublicense and

distribute the Modifications created by such Contributor (or portions thereof),

either on an unmodified basis , with other Modifications , as Covered Software and/or

as part of a Larger Work; and

(b) under Patent Claims infringed by the making , using , or selling of Modifications

made by that Contributor either alone and/or in combination with its Contributor

Version (or portions of such combination), to make , use , sell , offer for sale , have

made , and/or otherwise dispose of: (1) Modifications made by that Contributor (or

portions thereof); and (2) the combination of Modifications made by that Contributor

with its Contributor Version (or portions of such combination).

(c) The licenses granted in Sections 2.2(a) and 2.2(b) are effective on the date

Contributor first distributes or otherwise makes the Modifications available to a

third party.

(d) Notwithstanding Section 2.2(b) above , no patent license is granted: (1) for any

code that Contributor has deleted from the Contributor Version; (2) for

infringements caused by: (i) third party modifications of Contributor Version , or (

ii) the combination of Modifications made by that Contributor with other software (

except as part of the Contributor Version) or other devices; or (3) under Patent

Claims infringed by Covered Software in the absence of Modifications made by that

Contributor.

3. Distribution Obligations.

3.1. Availability of Source Code.

Any Covered Software that You distribute or otherwise make available in Executable

form must also be made available in Source Code form and that Source Code form must

be distributed only under the terms of this License. You must include a copy of this

License with every copy of the Source Code form of the Covered Software You

distribute or otherwise make available. You must inform recipients of any such

Covered Software in Executable form as to how they can obtain such Covered Software

in Source Code form in a reasonable manner on or through a medium customarily used

for software exchange.

3.2. Modifications.

The Modifications that You create or to which You contribute are governed by the

terms of this License. You represent that You believe Your Modifications are Your

original creation(s) and/or You have sufficient rights to grant the rights conveyed

by this License.

3.3. Required Notices.

You must include a notice in each of Your Modifications that identifies You as the

Contributor of the Modification. You may not remove or alter any copyright , patent

or trademark notices contained within the Covered Software , or any notices of

licensing or any descriptive text giving attribution to any Contributor or the

Initial Developer.

3.4. Application of Additional Terms.
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You may not offer or impose any terms on any Covered Software in Source Code form

that alters or restricts the applicable version of this License or the recipients

rights hereunder. You may choose to offer , and to charge a fee for , warranty ,

support , indemnity or liability obligations to one or more recipients of Covered

Software. However , you may do so only on Your own behalf , and not on behalf of the

Initial Developer or any Contributor. You must make it absolutely clear that any

such warranty , support , indemnity or liability obligation is offered by You alone ,

and You hereby agree to indemnify the Initial Developer and every Contributor for

any liability incurred by the Initial Developer or such Contributor as a result of

warranty , support , indemnity or liability terms You offer.

3.5. Distribution of Executable Versions.

You may distribute the Executable form of the Covered Software under the terms of

this License or under the terms of a license of Your choice , which may contain terms

different from this License , provided that You are in compliance with the terms of

this License and that the license for the Executable form does not attempt to limit

or alter the recipients rights in the Source Code form from the rights set forth in

this License. If You distribute the Covered Software in Executable form under a

different license , You must make it absolutely clear that any terms which differ

from this License are offered by You alone , not by the Initial Developer or

Contributor. You hereby agree to indemnify the Initial Developer and every

Contributor for any liability incurred by the Initial Developer or such Contributor

as a result of any such terms You offer.

3.6. Larger Works.

You may create a Larger Work by combining Covered Software with other code not

governed by the terms of this License and distribute the Larger Work as a single

product. In such a case , You must make sure the requirements of this License are

fulfilled for the Covered Software.

4. Versions of the License.

4.1. New Versions.

Sun Microsystems , Inc. is the initial license steward and may publish revised and/or

new versions of this License from time to time. Each version will be given a

distinguishing version number. Except as provided in Section 4.3, no one other than

the license steward has the right to modify this License.

4.2. Effect of New Versions.

You may always continue to use , distribute or otherwise make the Covered Software

available under the terms of the version of the License under which You originally

received the Covered Software. If the Initial Developer includes a notice in the

Original Software prohibiting it from being distributed or otherwise made available

under any subsequent version of the License , You must distribute and make the

Covered Software available under the terms of the version of the License under which

You originally received the Covered Software. Otherwise , You may also choose to use

, distribute or otherwise make the Covered Software available under the terms of any

subsequent version of the License published by the license steward.

4.3. Modified Versions.

When You are an Initial Developer and You want to create a new license for Your

Original Software , You may create and use a modified version of this License if You:

(a) rename the license and remove any references to the name of the license steward

(except to note that the license differs from this License); and (b) otherwise make

it clear that the license contains terms which differ from this License.

5. DISCLAIMER OF WARRANTY.

COVERED SOFTWARE IS PROVIDED UNDER THIS LICENSE ON AN AS IS BASIS , WITHOUT WARRANTY

OF ANY KIND , EITHER EXPRESSED OR IMPLIED , INCLUDING , WITHOUT LIMITATION , WARRANTIES

THAT THE COVERED SOFTWARE IS FREE OF DEFECTS , MERCHANTABLE , FIT FOR A PARTICULAR

PURPOSE OR NON -INFRINGING. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
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COVERED SOFTWARE IS WITH YOU. SHOULD ANY COVERED SOFTWARE PROVE DEFECTIVE IN ANY

RESPECT , YOU (NOT THE INITIAL DEVELOPER OR ANY OTHER CONTRIBUTOR) ASSUME THE COST OF

ANY NECESSARY SERVICING , REPAIR OR CORRECTION. THIS DISCLAIMER OF WARRANTY

CONSTITUTES AN ESSENTIAL PART OF THIS LICENSE. NO USE OF ANY COVERED SOFTWARE IS

AUTHORIZED HEREUNDER EXCEPT UNDER THIS DISCLAIMER.

6. TERMINATION.

6.1. This License and the rights granted hereunder will terminate automatically if

You fail to comply with terms herein and fail to cure such breach within 30 days of

becoming aware of the breach. Provisions which , by their nature , must remain in

effect beyond the termination of this License shall survive.

6.2. If You assert a patent infringement claim (excluding declaratory judgment

actions) against Initial Developer or a Contributor (the Initial Developer or

Contributor against whom You assert such claim is referred to as Participant)

alleging that the Participant Software (meaning the Contributor Version where the

Participant is a Contributor or the Original Software where the Participant is the

Initial Developer) directly or indirectly infringes any patent , then any and all

rights granted directly or indirectly to You by such Participant , the Initial

Developer (if the Initial Developer is not the Participant) and all Contributors

under Sections 2.1 and/or 2.2 of this License shall , upon 60 days notice from

Participant terminate prospectively and automatically at the expiration of such 60

day notice period , unless if within such 60 day period You withdraw Your claim with

respect to the Participant Software against such Participant either unilaterally or

pursuant to a written agreement with Participant.

6.3. In the event of termination under Sections 6.1 or 6.2 above , all end user

licenses that have been validly granted by You or any distributor hereunder prior to

termination (excluding licenses granted to You by any distributor) shall survive

termination.

7. LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY , WHETHER TORT (INCLUDING NEGLIGENCE

), CONTRACT , OR OTHERWISE , SHALL YOU , THE INITIAL DEVELOPER , ANY OTHER CONTRIBUTOR ,

OR ANY DISTRIBUTOR OF COVERED SOFTWARE , OR ANY SUPPLIER OF ANY OF SUCH PARTIES , BE

LIABLE TO ANY PERSON FOR ANY INDIRECT , SPECIAL , INCIDENTAL , OR CONSEQUENTIAL DAMAGES

OF ANY CHARACTER INCLUDING , WITHOUT LIMITATION , DAMAGES FOR LOST PROFITS , LOSS OF

GOODWILL , WORK STOPPAGE , COMPUTER FAILURE OR MALFUNCTION , OR ANY AND ALL OTHER

COMMERCIAL DAMAGES OR LOSSES , EVEN IF SUCH PARTY SHALL HAVE BEEN INFORMED OF THE

POSSIBILITY OF SUCH DAMAGES. THIS LIMITATION OF LIABILITY SHALL NOT APPLY TO

LIABILITY FOR DEATH OR PERSONAL INJURY RESULTING FROM SUCH PARTYS NEGLIGENCE TO THE

EXTENT APPLICABLE LAW PROHIBITS SUCH LIMITATION. SOME JURISDICTIONS DO NOT ALLOW THE

EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES , SO THIS EXCLUSION

AND LIMITATION MAY NOT APPLY TO YOU.

8. U.S. GOVERNMENT END USERS.

The Covered Software is a commercial item , as that term is defined in 48 C.F.R.

2.101 (Oct. 1995), consisting of commercial computer software (as that term is

defined at 48 C.F.R. 252.227 -7014(a)(1)) and commercial computer software

documentation as such terms are used in 48 C.F.R. 12.212 (Sept. 1995). Consistent

with 48 C.F.R. 12.212 and 48 C.F.R. 227.7202 -1 through 227.7202 -4 (June 1995) , all U

.S. Government End Users acquire Covered Software with only those rights set forth

herein. This U.S. Government Rights clause is in lieu of, and supersedes , any other

FAR , DFAR , or other clause or provision that addresses Government rights in computer

software under this License.

9. MISCELLANEOUS.

This License represents the complete agreement concerning subject matter hereof. If

any provision of this License is held to be unenforceable , such provision shall be

reformed only to the extent necessary to make it enforceable. This License shall be

governed by the law of the jurisdiction specified in a notice contained within the

Original Software (except to the extent applicable law , if any , provides otherwise),

excluding such jurisdictions conflict -of -law provisions. Any litigation relating to
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this License shall be subject to the jurisdiction of the courts located in the

jurisdiction and venue specified in a notice contained within the Original Software ,

with the losing party responsible for costs , including , without limitation , court

costs and reasonable attorneys fees and expenses. The application of the United

Nations Convention on Contracts for the International Sale of Goods is expressly

excluded. Any law or regulation which provides that the language of a contract shall

be construed against the drafter shall not apply to this License. You agree that

You alone are responsible for compliance with the United States export

administration regulations (and the export control laws and regulation of any other

countries) when You use , distribute or otherwise make available any Covered Software

.

10. RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors , each party is responsible for

claims and damages arising , directly or indirectly , out of its utilization of rights

under this License and You agree to work with Initial Developer and Contributors to

distribute such responsibility on an equitable basis. Nothing herein is intended or

shall be deemed to constitute any admission of liability.

A.1.5 GPL (GNU Public License)

Website : https://www.gnu.org/licenses/gpl-3.0.html

Note: We opt to generalize to GPLv3 for all libraries under GPLv2 or GPLv3.

Copyright (C) ¡year ¿ ¡name of author ¿

This program is free software: you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by

the Free Software Foundation , either version 2 of the License , or

(at your option) any later version.

This program is distributed in the hope that it will be useful ,

but WITHOUT ANY WARRANTY; without even the implied warranty of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program. If not , see ¡http ://www.gnu.org/licenses/¿.

A.1.6 LGPL (GNU Lesser Public License)

Website: https://www.gnu.org/licenses/lgpl-3.0.html

Note: We opt to generalize to LGPLv3 for all libraries under LGPLv2.1 or LGPLv3.

Copyright (C) ¡year ¿ ¡name of author ¿

This library is free software; you can redistribute it and/or

modify it under the terms of the GNU Lesser General Public

License as published by the Free Software Foundation; either

version 2.1 of the License , or (at your option) any later version.

This library is distributed in the hope that it will be useful ,

but WITHOUT ANY WARRANTY; without even the implied warranty of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public

License along with this library; if not , write to the Free Software

Foundation , Inc., 51 Franklin Street , Fifth Floor , Boston , MA 02110 -1301 USA
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A.1.7 MIT

Website: http://opensource.org/licenses/MIT

Copyright (c) ¡year ¿ ¡copyright holders ¿

Permission is hereby granted , free of charge , to any person obtaining a copy

of this software and associated documentation files (the ”Software ”), to deal

in the Software without restriction , including without limitation the rights

to use , copy , modify , merge , publish , distribute , sublicense , and/or sell

copies of the Software , and to permit persons to whom the Software is

furnished to do so , subject to the following conditions:

The above copyright notice and this permission notice shall be included in

all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED ”AS IS”, WITHOUT WARRANTY OF ANY KIND , EXPRESS OR

IMPLIED , INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY ,

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE

AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM , DAMAGES OR OTHER

LIABILITY , WHETHER IN AN ACTION OF CONTRACT , TORT OR OTHERWISE , ARISING FROM ,

OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN

THE SOFTWARE.

A.1.8 MPL-2.0 (Mozilla Public License Version 2.0)

Website: https://www.mozilla.org/en-US/MPL/2.0/

Mozilla Public License

Version 2.0

1. Definitions

1.1. ”Contributor”

means each individual or legal entity that creates , contributes to the creation of ,

or owns Covered Software.

1.2. ”Contributor Version”

means the combination of the Contributions of others (if any) used by a Contributor

and that particular Contributor ’s Contribution.

1.3. ”Contribution”

means Covered Software of a particular Contributor.

1.4. ”Covered Software”

means Source Code Form to which the initial Contributor has attached the notice in

Exhibit A, the Executable Form of such Source Code Form , and Modifications of such

Source Code Form , in each case including portions thereof.

1.5. ”Incompatible With Secondary Licenses”

means

that the initial Contributor has attached the notice described in Exhibit B to the

Covered Software; or

that the Covered Software was made available under the terms of version 1.1 or

earlier of the License , but not also under the terms of a Secondary License.

1.6. ”Executable Form”

means any form of the work other than Source Code Form.

1.7. ”Larger Work”

means a work that combines Covered Software with other material , in a separate file

or files , that is not Covered Software.

1.8. ”License”

means this document.
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1.9. ”Licensable”

means having the right to grant , to the maximum extent possible , whether at the time

of the initial grant or subsequently , any and all of the rights conveyed by this

License.

1.10. ”Modifications”

means any of the following:

any file in Source Code Form that results from an addition to , deletion from , or

modification of the contents of Covered Software; or

any new file in Source Code Form that contains any Covered Software.

1.11. ”Patent Claims” of a Contributor

means any patent claim(s), including without limitation , method , process , and

apparatus claims , in any patent Licensable by such Contributor that would be

infringed , but for the grant of the License , by the making , using , selling , offering

for sale , having made , import , or transfer of either its Contributions or its

Contributor Version.

1.12. ”Secondary License”

means either the GNU General Public License , Version 2.0, the GNU Lesser General

Public License , Version 2.1, the GNU Affero General Public License , Version 3.0, or

any later versions of those licenses.

1.13. ”Source Code Form”

means the form of the work preferred for making modifications.

1.14. ”You” (or ”Your”)

means an individual or a legal entity exercising rights under this License. For

legal entities , ”You” includes any entity that controls , is controlled by , or is

under common control with You. For purposes of this definition , ”control” means (a)

the power , direct or indirect , to cause the direction or management of such entity ,

whether by contract or otherwise , or (b) ownership of more than fifty percent (50%)

of the outstanding shares or beneficial ownership of such entity.

2. License Grants and Conditions

2.1. Grants

Each Contributor hereby grants You a world -wide , royalty -free , non -exclusive license

:

under intellectual property rights (other than patent or trademark) Licensable by

such Contributor to use , reproduce , make available , modify , display , perform ,

distribute , and otherwise exploit its Contributions , either on an unmodified basis ,

with Modifications , or as part of a Larger Work; and

under Patent Claims of such Contributor to make , use , sell , offer for sale , have

made , import , and otherwise transfer either its Contributions or its Contributor

Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution become

effective for each Contribution on the date the Contributor first distributes such

Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under this

License. No additional rights or licenses will be implied from the distribution or

licensing of Covered Software under this License. Notwithstanding Section 2.1(b)

above , no patent license is granted by a Contributor:

for any code that a Contributor has removed from Covered Software; or

for infringements caused by: (i) Your and any other third party ’s modifications of

Covered Software , or (ii) the combination of its Contributions with other software (

except as part of its Contributor Version); or
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under Patent Claims infringed by Covered Software in the absence of its

Contributions.

This License does not grant any rights in the trademarks , service marks , or logos of

any Contributor (except as may be necessary to comply with the notice requirements

in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as a result of Your choice to distribute the

Covered Software under a subsequent version of this License (see Section 10.2) or

under the terms of a Secondary License (if permitted under the terms of Section 3.3)

.

2.5. Representation

Each Contributor represents that the Contributor believes its Contributions are its

original creation(s) or it has sufficient rights to grant the rights to its

Contributions conveyed by this License.

2.6. Fair Use

This License is not intended to limit any rights You have under applicable copyright

doctrines of fair use , fair dealing , or other equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted in Section

2.1.

3. Responsibilities

3.1. Distribution of Source Form

All distribution of Covered Software in Source Code Form , including any

Modifications that You create or to which You contribute , must be under the terms of

this License. You must inform recipients that the Source Code Form of the Covered

Software is governed by the terms of this License , and how they can obtain a copy of

this License. You may not attempt to alter or restrict the recipients ’ rights in

the Source Code Form.

3.2. Distribution of Executable Form

If You distribute Covered Software in Executable Form then:

such Covered Software must also be made available in Source Code Form , as described

in Section 3.1, and You must inform recipients of the Executable Form how they can

obtain a copy of such Source Code Form by reasonable means in a timely manner , at a

charge no more than the cost of distribution to the recipient; and

You may distribute such Executable Form under the terms of this License , or

sublicense it under different terms , provided that the license for the Executable

Form does not attempt to limit or alter the recipients ’ rights in the Source Code

Form under this License.

3.3. Distribution of a Larger Work

You may create and distribute a Larger Work under terms of Your choice , provided

that You also comply with the requirements of this License for the Covered Software.

If the Larger Work is a combination of Covered Software with a work governed by one

or more Secondary Licenses , and the Covered Software is not Incompatible With

Secondary Licenses , this License permits You to additionally distribute such Covered

Software under the terms of such Secondary License(s), so that the recipient of the

Larger Work may , at their option , further distribute the Covered Software under the

terms of either this License or such Secondary License(s).

3.4. Notices

You may not remove or alter the substance of any license notices (including

copyright notices , patent notices , disclaimers of warranty , or limitations of

liability) contained within the Source Code Form of the Covered Software , except

that You may alter any license notices to the extent required to remedy known

factual inaccuracies.

3.5. Application of Additional Terms
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You may choose to offer , and to charge a fee for , warranty , support , indemnity or

liability obligations to one or more recipients of Covered Software. However , You

may do so only on Your own behalf , and not on behalf of any Contributor. You must

make it absolutely clear that any such warranty , support , indemnity , or liability

obligation is offered by You alone , and You hereby agree to indemnify every

Contributor for any liability incurred by such Contributor as a result of warranty ,

support , indemnity or liability terms You offer. You may include additional

disclaimers of warranty and limitations of liability specific to any jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it is impossible for You to comply with any of the terms of this License with

respect to some or all of the Covered Software due to statute , judicial order , or

regulation then You must: (a) comply with the terms of this License to the maximum

extent possible; and (b) describe the limitations and the code they affect. Such

description must be placed in a text file included with all distributions of the

Covered Software under this License. Except to the extent prohibited by statute or

regulation , such description must be sufficiently detailed for a recipient of

ordinary skill to be able to understand it.

5. Termination

5.1. The rights granted under this License will terminate automatically if You fail

to comply with any of its terms. However , if You become compliant , then the rights

granted under this License from a particular Contributor are reinstated (a)

provisionally , unless and until such Contributor explicitly and finally terminates

Your grants , and (b) on an ongoing basis , if such Contributor fails to notify You of

the non -compliance by some reasonable means prior to 60 days after You have come

back into compliance. Moreover , Your grants from a particular Contributor are

reinstated on an ongoing basis if such Contributor notifies You of the non -

compliance by some reasonable means , this is the first time You have received notice

of non -compliance with this License from such Contributor , and You become compliant

prior to 30 days after Your receipt of the notice.

5.2. If You initiate litigation against any entity by asserting a patent

infringement claim (excluding declaratory judgment actions , counter -claims , and

cross -claims) alleging that a Contributor Version directly or indirectly infringes

any patent , then the rights granted to You by any and all Contributors for the

Covered Software under Section 2.1 of this License shall terminate.

5.3. In the event of termination under Sections 5.1 or 5.2 above , all end user

license agreements (excluding distributors and resellers) which have been validly

granted by You or Your distributors under this License prior to termination shall

survive termination.

6. Disclaimer of Warranty

Covered Software is provided under this License on an ”as is” basis , without

warranty of any kind , either expressed , implied , or statutory , including , without

limitation , warranties that the Covered Software is free of defects , merchantable ,

fit for a particular purpose or non -infringing. The entire risk as to the quality

and performance of the Covered Software is with You. Should any Covered Software

prove defective in any respect , You (not any Contributor) assume the cost of any

necessary servicing , repair , or correction. This disclaimer of warranty constitutes

an essential part of this License. No use of any Covered Software is authorized

under this License except under this disclaimer.

7. Limitation of Liability

Under no circumstances and under no legal theory , whether tort (including negligence

), contract , or otherwise , shall any Contributor , or anyone who distributes Covered

Software as permitted above , be liable to You for any direct , indirect , special ,

incidental , or consequential damages of any character including , without limitation ,

damages for lost profits , loss of goodwill , work stoppage , computer failure or

malfunction , or any and all other commercial damages or losses , even if such party

shall have been informed of the possibility of such damages. This limitation of

liability shall not apply to liability for death or personal injury resulting from

such party ’s negligence to the extent applicable law prohibits such limitation. Some

jurisdictions do not allow the exclusion or limitation of incidental or

consequential damages , so this exclusion and limitation may not apply to You.
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8. Litigation

Any litigation relating to this License may be brought only in the courts of a

jurisdiction where the defendant maintains its principal place of business and such

litigation shall be governed by laws of that jurisdiction , without reference to its

conflict -of-law provisions. Nothing in this Section shall prevent a party ’s ability

to bring cross -claims or counter -claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject matter hereof.

If any provision of this License is held to be unenforceable , such provision shall

be reformed only to the extent necessary to make it enforceable. Any law or

regulation which provides that the language of a contract shall be construed against

the drafter shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section 10.3, no

one other than the license steward has the right to modify or publish new versions

of this License. Each version will be given a distinguishing version number.

10.2. Effect of New Versions

You may distribute the Covered Software under the terms of the version of the

License under which You originally received the Covered Software , or under the terms

of any subsequent version published by the license steward.

10.3. Modified Versions

If you create software not governed by this License , and you want to create a new

license for such software , you may create and use a modified version of this License

if you rename the license and remove any references to the name of the license

steward (except to note that such modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary Licenses

If You choose to distribute Source Code Form that is Incompatible With Secondary

Licenses under the terms of this version of the License , the notice described in

Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public License , v. 2.0.

If a copy of the MPL was not distributed with this file , You can obtain one at

https :// mozilla.org/MPL /2.0/.

If it is not possible or desirable to put the notice in a particular file , then You

may include the notice in a location (such as a LICENSE file in a relevant directory

) where a recipient would be likely to look for such a notice.

You may add additional accurate notices of copyright ownership.

Exhibit B - ”Incompatible With Secondary Licenses” Notice

This Source Code Form is ”Incompatible With Secondary Licenses”, as defined by the

Mozilla Public License , v. 2.0.

A.1.9 PSF (PSF License Agreement for Python 2.7.15)

Website: https://docs.python.org/2/license.html

1. This LICENSE AGREEMENT is between the Python Software Foundation (”PSF”), and the

Individual or Organization (” Licensee ”) accessing and otherwise using Python 2.7.15

software in source or binary form and its associated documentation.

2. Subject to the terms and conditions of this License Agreement , PSF hereby grants

Licensee a nonexclusive , royalty -free , world -wide license to reproduce , analyze ,

test , perform and/or display publicly , prepare derivative works , distribute , and

otherwise use Python 2.7.15 alone or in any derivative version , provided , however ,

that PSF ’s License Agreement and PSF ’s notice of copyright , i.e., ”Copyright (c)

2001 -2018 Python Software Foundation; All Rights Reserved” are retained in Python

2.7.15 alone or in any derivative version prepared by Licensee.
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3. In the event Licensee prepares a derivative work that is based on or incorporates

Python 2.7.15 or any part thereof , and wants to make the derivative work available

to others as provided herein , then Licensee hereby agrees to include in any such

work a brief summary of the changes made to Python 2.7.15.

4. PSF is making Python 2.7.15 available to Licensee on an ”AS IS” basis. PSF MAKES

NO REPRESENTATIONS OR WARRANTIES , EXPRESS OR IMPLIED. BY WAY OF EXAMPLE , BUT NOT

LIMITATION , PSF MAKES NO AND DISCLAIMS ANY REPRESENTATION OR WARRANTY OF

MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF PYTHON

2.7.15 WILL NOT INFRINGE ANY THIRD PARTY RIGHTS.

5. PSF SHALL NOT BE LIABLE TO LICENSEE OR ANY OTHER USERS OF PYTHON 2.7.15 FOR ANY

INCIDENTAL , SPECIAL , OR CONSEQUENTIAL DAMAGES OR LOSS AS A RESULT OF MODIFYING ,

DISTRIBUTING , OR OTHERWISE USING PYTHON 2.7.15 , OR ANY DERIVATIVE THEREOF , EVEN IF

ADVISED OF THE POSSIBILITY THEREOF.

6. This License Agreement will automatically terminate upon a material breach of its

terms and conditions.

7. Nothing in this License Agreement shall be deemed to create any relationship of

agency , partnership , or joint venture between PSF and Licensee. This License

Agreement does not grant permission to use PSF trademarks or trade name in a

trademark sense to endorse or promote products or services of Licensee , or any third

party.

8. By copying , installing or otherwise using Python 2.7.15 , Licensee agrees to be

bound by the terms and conditions of this License Agreement.
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A.2 Per-library copyright or license

This section lists for each open source library used in the SilentDefense Suite either the full license

or the license name and copyright information.

alembic

License: MIT

Copyright 2019 Mike Bayer

amqp

License: BSD-2-Clause

Copyright 2019 Barry Pederson

aniso8601

License: BSD-2-Clause

Copyright 2019 Brandon Nielsen

ansible

License: GPL-3.0

Copyright 2019 Ansible , Inc.

linenoise

License: BSD 2-Clause ”Simplified” License

Copyright (c) 2010 -2014 , Salvatore Sanfilippo ¡antirez@gmail.com ¿

Copyright (c) 2010 -2013 , Pieter Noordhuis ¡pcnoordhuis@gmail.com ¿

Apache Commons

License: Apache V2.0

Sub-libraries used: beanutils, codec, collections, csv, dbcp, digester, lang, logging, modeler, net, pool,

validator

Copyright 2004 Apache Software Foundation.

Apache HttpClient

License: Apache-2.0

Copyright 2005 -2019 The Apache Software Foundation

Apache HttpCore

License: Apache-2.0

Copyright 2005 -2019 The Apache Software Foundation
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Apache Kafka

License: Apache V2.0

Sub-libraries used: zookeeper, lz4, zkclient, jopt-simple

Copyright 2012 The Apache Software Foundation.

Apache Log4J

License: Apache V2.0

Copyright(C) 1999 -2012 Apache Software Foundation

Apache Wicket

License: Apache V2.0

Copyright 2006 -2013 The Apache Software Foundation

Apache Zookeeper

License: Apache V2.0

Copyright (c) 2010 -2017 The Apache Software Foundation

APScheduler

License: MIT

Copyright 2019 Alex Gronholm

asap

License: MIT

Copyright 2009 -2014 Kris Kowal and contibutors

asn1crypto

License: MIT

Copyright 2015 -2018 Will Bond

asynckit

License: MIT

Copyright 2016 Alex Indigo

attrs

License: MIT

Copyright 2019 Hynek Schlawack
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Babel

License: MIT

Copyright 2014 -2019 Sebastian McKenzie

backstretch.js

License: MIT License

Copyright (c) 2012 Scott Robbin

balanced-match

License: MIT

Copyright 2013 Julian Gruber ¡julian@juliangruber.com ¿

bcrypt

License: Apache-2.0

Copyright 2019 The Python Cryptographic Authority developers

billiard

License: BSD-2-Clause

Copyright 2019 R Oudkerk / Python Software Foundation

Binpac

License: BSD 3-clause

Copyright (c) 1995 -2012 , The Regents of the University of California

through the Lawrence Berkeley National Laboratory and the

International Computer Science Institute. All rights reserved.

Blueprint

License: Apache-2.0

Copyright 2019 Palantir Technologies

Boost

License: Custom license, listed in full below Sub-libraries used: regex, program options, locale, filesys-

tem, system, thread

Boost Software License - Version 1.0 - August 17th , 2003

Permission is hereby granted , free of charge , to any person or organization

obtaining a copy of the software and accompanying documentation covered by

this license (the ”Software ”) to use , reproduce , display , distribute ,

execute , and transmit the Software , and to prepare derivative works of the

Software , and to permit third -parties to whom the Software is furnished to

do so , all subject to the following:

The copyright notices in the Software and this entire statement , including
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the above license grant , this restriction and the following disclaimer ,

must be included in all copies of the Software , in whole or in part , and

all derivative works of the Software , unless such copies or derivative

works are solely in the form of machine -executable object code generated by

a source language processor.

THE SOFTWARE IS PROVIDED ”AS IS”, WITHOUT WARRANTY OF ANY KIND , EXPRESS OR

IMPLIED , INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY ,

FITNESS FOR A PARTICULAR PURPOSE , TITLE AND NON -INFRINGEMENT. IN NO EVENT

SHALL THE COPYRIGHT HOLDERS OR ANYONE DISTRIBUTING THE SOFTWARE BE LIABLE

FOR ANY DAMAGES OR OTHER LIABILITY , WHETHER IN CONTRACT , TORT OR OTHERWISE ,

ARISING FROM , OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER

DEALINGS IN THE SOFTWARE.

Bouncy Castle

License: MIT License

Copyright (c) 2000 - 2013 The Legion Of The Bouncy Castle (http ://www.bouncycastle.

org)

celery

License: BSD-2-Clause

Copyright 2019 Ask Solem

certifi

License: MPL-2.0

Copyright 2019 Kenneth Reitz

chardet

License: LGPL-3.0

Copyright 2017 Daniel Blanchard

classnames

License: MIT

Copyright 2018 Jed Watson

Click

License: BSD-2-Clause

Copyright 2018 Armin Ronacher

CodeMirror

License: MIT License

MIT Copyright (C) 2016 by Marijn Haverbeke ¡marijnh@gmail.com ¿ and others
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cola.js

License: MIT License

Copyright (c) 2013 Tim Dwyer

combined-stream

License: MIT

Copyright 2011 Debuggable Limited , Felix Geisendorfer

commander

License: MIT

Copyright 2011 TJ Holowaychuk

commons IO

License: Apache V2.0

component-emitter

License: MIT

Copyright 2014 Nathan Rajlich

cookiejar

License: MIT

Copyright 2013 Bradley Meck

core-js

License: MITT

Copyright 2014 -2019 Denis Pushkarev

core-util-is

License: MIT

Copyright 2015 Isaac Z. Schlueter

cryptography

License: BSD-3-Clause or Apache-2.0

Copyright 2019 The cryptography developers

csstype

License: MIT

Copyright 2017 -2018 Fredrik Nicol
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d3ks Data Driven Documents

License: BSD-3-Clause

Copyright 2019 Mike Bostock

Date Range Picker

License: MIT License

Copyright (c) 2012 -2015 Dan Grossman

debug

License: MIT

Copyright 2014 TJ Holowaychuk

decimal.js-light

License: MIT

Copyright 2018 Michael Mclaughlin

deepmerge

License: MIT

Copyright 2012 Nicholas Fisher

DefinitelyTyped

License: MIT

Copyright 2012 -2019 John Vrbanac and contributors

delayed-stream

License: MIT

Copyright 2011 Debuggable Limited

delayed-stream

License: MIT

Copyright 2011 Debuggable Limited

dom-helpers

License: MIT

Copyright 2011 Jason Quense
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dom4

License: MIT

Copyright 2013 -2015 Andrea Giammarchi

Druid

License: Apache V2.0

Druid - a distributed column store.

Copyright 2012 -2015 Metamarkets Group Inc.

Copyright 2015 Yahoo! Inc.

EditArea

License: BSD 3-clause

Copyright (c) 2008, Christophe Dolivet

All rights reserved.

encoding

License: MIT

Copyright 2012 -2014 Andris Reinman

extend

License: MIT

Copyright 2014 Stefan Thomas

fbemitter

License: BSD-2-Clause

Copyright 2013 -2019 Facebook , Inc.

fbjs

License: MIT

Copyright 2013 -2019 Stefan Thomas for Facebook , Inc.

Flask

License: BSD-2-Clause

Copyright 2018 Armin Ronacher

Flask-APScheduler

License: Apache-2.0

Copyright 2018 Vinicius Chiele
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Flask-Migrate

License: MIT

Copyright 2019 Miguel Grinberg

flask-restplus

License: BSD-3-Clause

Copyright 2018 Axel Haustant

Flask-SQLAlchemy

License: BSD-3-Clause

Copyright 2019 Armin Ronacher

flexboxgrid

License: Apache-2.0

Copyright 2013 Kristofer Joseph

fn-name

License: MIT

Copyright 2014 Sindre Sorhus

form-data

License: MIT

Copyright 2012 Felix Geisendorfer and contributors

Format.js Intl Format Cache

License: BSD-2-ClauseBSD

Copyright 2014 Eric Ferraiuolo for Yahoo.com

Format.js Intl Messageformat

License: BSD-2-Clause

Copyright 2014 Eric Ferraiuolo for Yahoo.com

Format.js Intl Messageformat Parser

License: BSD-2-Clause

Copyright 2014 Eric Ferraiuolo for Yahoo.com
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Format.js Intl React

License: BSD-2-Clause

Copyright 2014 Eric Ferraiuolo for Yahoo.com

Format.js Intl Relativeformat

License: BSD-2-Clause

Copyright 2014 Caridy Patino for Yahoo.com

formidable

License: MIT

Copyright 2018 Felix Geisendorfer and contributors

formik

License: MIT

Copyright 2017 Jared Palmer

Freemarker

License: BSD 3-clause

Copyright (c) 2003 The Visigoth Software Society. All rights reserved.

future

License: MIT

Copyright 2018 Ed Schofield

guava

License: Apache V2.0

GlassFish

License: CDDL and GPLv2

Copyright (c) 1989, 1991 Free Software Foundation , Inc.

51 Franklin Street , Fifth Floor , Boston , MA 02110 -1301 , USA

Everyone is permitted to copy and distribute verbatim copies

of this license document , but changing it is not allowed.

gunicorn

License: MIT

Copyright 2018 Benoit Chesneau
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guava

License: Apache V2.0

Copyright (c) Copyright 2007 -04 -05 Wael Chatila

Hamcrest

License: BSD 3-clause

Copyright (c) 2000 -2006 , www.hamcrest.org

All rights reserved.

hoist-non-react-statics

License: BSD-2-Clause

Copyright 2015 Michael Ridgway

global-unique-id

License: MIT

Copyright 2018 Jamie Kyle

history

License: MIT

Copyright 2016 -2018 React Training

humps

License: MIT

Copyright 2012 Dom Christie

iconv-lite

License: MIT

Copyright 2011 Alexander Shtuchkin

ICU

License: Custom license, listed in full below

Copyright (c) 1995 -2009 International Business Machines Corporation and others. All

rights reserved.

Permission is hereby granted , free of charge , to any person obtaining a copy of this

software and associated documentation files (the ”Software ”), to deal in the

Software without restriction , including without limitation the rights to use , copy ,

modify , merge , publish , distribute , and/or sell copies of the Software , and to

permit persons to whom the Software is furnished to do so, provided that the above

copyright notice(s) and this permission notice appear in all copies of the Software

and that both the above copyright notice(s) and this permission notice appear in

supporting documentation.

SilentDefense Operational Guide



APPENDIX A. THIRD-PARTY LICENSING (OPEN SOURCE SOFTWARE) 147

THE SOFTWARE IS PROVIDED ”AS IS”, WITHOUT WARRANTY OF ANY KIND , EXPRESS OR IMPLIED ,

INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY , FITNESS FOR A

PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE

COPYRIGHT HOLDER OR HOLDERS INCLUDED IN THIS NOTICE BE LIABLE FOR ANY CLAIM , OR ANY

SPECIAL INDIRECT OR CONSEQUENTIAL DAMAGES , OR ANY DAMAGES WHATSOEVER RESULTING FROM

LOSS OF USE , DATA OR PROFITS , WHETHER IN AN ACTION OF CONTRACT , NEGLIGENCE OR OTHER

TORTIOUS ACTION , ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS

SOFTWARE.

Except as contained in this notice , the name of a copyright holder shall not be used

in advertising or otherwise to promote the sale , use or other dealings in this

Software without prior written authorization of the copyright holder.

All trademarks and registered trademarks mentioned herein are the property of their

respective owners.

idna

Licenses: BSD-like License, PSF License

Copyright (c) 2013 -2018 , Kim Davies. All rights reserved.

Copyright (c) 2001 -2018 Python Software Foundation; All Rights Reserved

immer

License: MIT

Copyright 2017 Michel Weststrate

inherits

License: ICS

Copyright 2013 Isaac Z. Schlueter

intl

License: MIT

Copyright 2013 Andy Earnshaw

invariant

License: MIT

Copyright 2013 -2019 Andres Suarez for Facebook , Inc.

is-stream

License: MIT

Copyright 20019 Sindre Sorhus

isarray

License: MIT

Copyright 2013 Julian Gruber
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isomorphic-fetch

License: MIT

Copyright 2015 Matt Andrews

itsdangerous

License: BSD-2-Clause

Copyright 2018 Armin Ronacher

Jackson

License: Apache V2.0

Copyright (c) 2007- Tatu Saloranta , tatu.saloranta@iki.fi

Jasper Reports

License: LGPLv3

Copyright (C) 2001 - 2013 Jaspersoft Corporation. All rights reserved.

http :// www.jaspersoft.com

Jasypt

License: Apache V2.0

Copyright (c) 2007 -2010 , The JASYPT team (http ://www.jasypt.org)

JCommon

CDDL v1.1 and GPL V2 with Classpath Exception

Copyright (c) 2017 Oracle and/or its affiliates. All rights reserved

JCommon

License: LGPLv2.1

(C)opyright , 2000 -2012 , by Object Refinery Limited and Contributors.

Jersey

License: EPL-2.0

Copyright 2010 -2019 Oracle Corporation

JFreeChart

License: LGPLv3

(C)opyright 2000 -2013 , by Object Refinery Limited and Contributors.
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Jinja2

License: BSD-2-Clause

Copyright 2019 Armin Ronacher

Joda time

License: Apache V2.0

Copyright 2001 -2005 Stephen Colebourne

JRobin

License: LGPLv3

Copyright (c) 2001 -2005 Sasa Markovic and Ciaran Treanor.

Copyright (c) 2011 The OpenNMS Group , Inc.

js-tokens

License: MIT

Copyright 2014 -2018 Simon Lydell

jsonschema

License: MIT

Copyright 2019 Julian Berman

kombu

License: BSD-2-Clause

Copyright 2019 Ask Solem

libpcap

License: BSD 3-clause

Copyright (c) 1982, 1986, 1993

The Regents of the University of California. All rights reserved.

lodash

License: MIT

Copyright 2017 John -David Dalton

loose-envify

License: MIT

Copyright 2015 Andres Suarez
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Luaj

License: MIT license

Copyright (c) 2009 -2014 Luaj.org

LuaJIT

License: MIT license

LuaJIT -- a Just -In-Time Compiler for Lua. http :// luajit.org/

Copyright (C) 2005 -2014 Mike Pall. All rights reserved.

Mako

License: MIT

Copyright 2019 Mike Bayer

MarkupSafe

License: BSD-3-Clause

Copyright 2019 Armin Ronacher

math-expression-evaluator

License: MIT

Copyright 2015 Ankit G.

meld3

License: BSD-derived

License: BSD -derived (http :// www.repoze.org/LICENSE.txt)

Author: Chris McDonough

Meld3 is licensed under the following license:

A copyright notice accompanies this license document that identifies the copyright

holders.

Redistribution and use in source and binary forms , with or without modification , are

permitted provided that the following conditions are met:

1. Redistributions in source code must retain the accompanying copyright notice ,

this list of conditions , and the following disclaimer.

2. Redistributions in binary form must reproduce the accompanying copyright notice ,

this list of conditions , and the following disclaimer in the documentation and/or

other materials provided with the distribution.

3. Names of the copyright holders must not be used to endorse or promote products

derived from this software without prior written permission from the copyright

holders.

4. If any files are modified , you must cause the modified files to carry prominent

notices stating that you changed the files and the date of any change.

Disclaimer
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS ‘‘AS IS’’ AND ANY EXPRESSED OR

IMPLIED WARRANTIES , INCLUDING , BUT NOT LIMITED TO , THE IMPLIED WARRANTIES OF

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT

SHALL THE COPYRIGHT HOLDERS BE LIABLE FOR ANY DIRECT , INDIRECT , INCIDENTAL , SPECIAL ,

EXEMPLARY , OR CONSEQUENTIAL DAMAGES (INCLUDING , BUT NOT LIMITED TO , PROCUREMENT OF

SUBSTITUTE GOODS OR SERVICES; LOSS OF USE , DATA , OR PROFITS; OR BUSINESS

INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY , WHETHER IN CONTRACT ,

STRICT LIABILITY , OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT

OF THE USE OF THIS SOFTWARE , EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

memoize-one

License: MIT

Copyright 2019 Alexander Reardon

methods

License: MIT

Copyright 2013 -2014 TJ Holowaychuk

Copyright 2015 -2016 Douglas Christopher Wilson

mime

License: MIT

Copyright 2010 Benjamin Thomas , Robert Kieffer

mime-db

License: MIT

Copyright 2014 Jonathan Ong

mime-types

License: MIT

Copyright 2014 -2015 TJ Holowaychuk

Copyright 2015 -2016 Douglas Christopher Wilson

mock

License: BSD-2-Clause

Copyright 2016 Testing Cabal

moment

License: MIT

Copyright 2016 JS Foundation and contributors
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ms

License: MIT

Copyright 2016 Zeit , Inc.

node-ethernet-ip

License: MIT

Copyright (c) 2018 Canaan Seaton

node-fetch

License: MIT

Copyright 2016 David Frank

normalize.css

License: MIT

Copyright 2016 Nicolas Gallagher and Jonathan Neal

object-assign

License: MIT

Copyright 2014 Sindre Sorhus

OOLua

License: MIT License

Copyright (c) 2009 - 2015 Liam Devine

OpenSSL

License: Custom licenses, listed in full below

/* ====================================================================

* Copyright (c) 1998 -2011 The OpenSSL Project. All rights reserved.

*

* Redistribution and use in source and binary forms , with or without

* modification , are permitted provided that the following conditions

* are met:

*

* 1. Redistributions of source code must retain the above copyright

* notice , this list of conditions and the following disclaimer.

*

* 2. Redistributions in binary form must reproduce the above copyright

* notice , this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the

* distribution.

*

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* ”This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit. (http ://www.openssl.org/)”

*

* 4. The names ”OpenSSL Toolkit” and ”OpenSSL Project” must not be used to
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* endorse or promote products derived from this software without

* prior written permission. For written permission , please contact

* openssl -core@openssl.org.

*

* 5. Products derived from this software may not be called ”OpenSSL”

* nor may ”OpenSSL” appear in their names without prior written

* permission of the OpenSSL Project.

*

* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:

* ”This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http ://www.openssl.org/)”

*

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ‘‘AS IS ’’ AND ANY

* EXPRESSED OR IMPLIED WARRANTIES , INCLUDING , BUT NOT LIMITED TO , THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT , INDIRECT , INCIDENTAL ,

* SPECIAL , EXEMPLARY , OR CONSEQUENTIAL DAMAGES (INCLUDING , BUT

* NOT LIMITED TO , PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE , DATA , OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY , WHETHER IN CONTRACT ,

* STRICT LIABILITY , OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE , EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

* ====================================================================

*

* This product includes cryptographic software written by Eric Young

* (eay@cryptsoft.com). This product includes software written by Tim

* Hudson (tjh@cryptsoft.com).

*

*/

Original SSLeay License

-----------------------

/* Copyright (C) 1995 -1998 Eric Young (eay@cryptsoft.com)

* All rights reserved.

*

* This package is an SSL implementation written

* by Eric Young (eay@cryptsoft.com).

* The implementation was written so as to conform with Netscapes SSL.

*

* This library is free for commercial and non -commercial use as long as

* the following conditions are aheared to. The following conditions

* apply to all code found in this distribution , be it the RC4 , RSA ,

* lhash , DES , etc., code; not just the SSL code. The SSL documentation

* included with this distribution is covered by the same copyright terms

* except that the holder is Tim Hudson (tjh@cryptsoft.com).

*

* Copyright remains Eric Young ’s, and as such any Copyright notices in

* the code are not to be removed.

* If this package is used in a product , Eric Young should be given attribution

* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

*

* Redistribution and use in source and binary forms , with or without

* modification , are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice , this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice , this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. All advertising materials mentioning features or use of this software

* must display the following acknowledgement:
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* ”This product includes cryptographic software written by

* Eric Young (eay@cryptsoft.com)”

* The word ’cryptographic ’ can be left out if the rouines from the library

* being used are not cryptographic related :-).

* 4. If you include any Windows specific code (or a derivative thereof) from

* the apps directory (application code) you must include an acknowledgement:

* ”This product includes software written by Tim Hudson (tjh@cryptsoft.com)”

*

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ‘‘AS IS ’’ AND

* ANY EXPRESS OR IMPLIED WARRANTIES , INCLUDING , BUT NOT LIMITED TO , THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT , INDIRECT , INCIDENTAL , SPECIAL , EXEMPLARY , OR CONSEQUENTIAL

* DAMAGES (INCLUDING , BUT NOT LIMITED TO , PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE , DATA , OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY , WHETHER IN CONTRACT , STRICT

* LIABILITY , OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE , EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence .]

*/

paramiko

License: LGPL-3.0

Copyright 2018 Jeff Forcier

path-to-regexp

License: MIT

Copyright 2014 Blake Embrey

pbr

License: Apache-2.0

Copyright 2019 OpenStack

PCRE (Perl Compatible Regex Expressions)

License: BSD 3-clause

Copyright (c) 1997 -2013 University of Cambridge

All rights reserved.

performance-now

License: MIT

Copyright 2013 Meryn Stol (Braveg1rl)
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PF Ring

PF-Ring userland: LGPLv2.1

PF-Ring kernel and driver: GPLv2

Copyright (C) 2005 -2012 Luca Deri ¡deri@ntop.org ¿

Alfredo Cardigliano ¡cardigliano@ntop.org ¿

Note: The PF-Ring kernel and driver are installed on the SilentDefense system, but are

not linked to by any of our software.

pluggy

License: MIT

Copyright 2019 Holger Krekel

popper.js

License: MIT

Copyright 2016 Federico Zivolo and contributors

PostgreSQL

License: PostgreSQL License

PostgreSQL Database Management System

(formerly known as Postgres , then as Postgres95)

Portions Copyright (c) 1996 -2013 , The PostgreSQL Global Development Group

Portions Copyright (c) 1994, The Regents of the University of California

Permission to use , copy , modify , and distribute this software and its documentation

for any purpose , without fee , and without a written agreement is hereby granted ,

provided that the above copyright notice and this paragraph and the following two

paragraphs appear in all copies.

IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY PARTY FOR DIRECT ,

INDIRECT , SPECIAL , INCIDENTAL , OR CONSEQUENTIAL DAMAGES , INCLUDING LOST PROFITS ,

ARISING OUT OF THE USE OF THIS SOFTWARE AND ITS DOCUMENTATION , EVEN IF THE

UNIVERSITY OF CALIFORNIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES , INCLUDING , BUT

NOT LIMITED TO , THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A

PARTICULAR PURPOSE. THE SOFTWARE PROVIDED HEREUNDER IS ON AN ”AS IS” BASIS , AND THE

UNIVERSITY OF CALIFORNIA HAS NO OBLIGATIONS TO PROVIDE MAINTENANCE , SUPPORT , UPDATES

, ENHANCEMENTS , OR MODIFICATIONS.

process-nextick-args

License: MIT

Copyright 2015 Calvin Metcalf

promise

License: MIT

Copyright 20014 Forbes Lindesay
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prop-types

License: MIT

Copyright 2013 -2019 Facebook , Inc.

property-expr

License: MIT

Copyright 2014 Jason Quense

protobuf-java-format

License: Custom license

Copyright (c) 2009, Orbitz World Wide

All rights reserved.

Redistribution and use in source and binary forms , with or without modification , are

permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice , this list

of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice , this

list of conditions and the following disclaimer in the documentation and/or other

materials provided with the distribution.

* Neither the name of the Orbitz World Wide nor the names of its contributors may be

used to endorse or promote products derived from this software without specific

prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ”AS IS” AND ANY

EXPRESS OR IMPLIED WARRANTIES , INCLUDING , BUT NOT LIMITED TO , THE IMPLIED WARRANTIES

OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT

SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT , INDIRECT ,

INCIDENTAL , SPECIAL , EXEMPLARY , OR CONSEQUENTIAL DAMAGES (INCLUDING , BUT NOT LIMITED

TO , PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE , DATA , OR PROFITS; OR

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY , WHETHER IN

CONTRACT , STRICT LIABILITY , OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE , EVEN IF ADVISED OF THE POSSIBILITY OF SUCH

DAMAGE.

Protocol Buffers

License: BSD 3-clause

Copyright (c) 2008, Google Inc.

All rights reserved.

http :// code.google.com/p/protobuf/

psutil

License: BSD-2-Clause

Copyright 2019 Giampaolo Rodola

psycopg2-binary

License: LGPL-3.0 or ZPL-2.0

Copyright 2019 Federico Di Gregorio

SilentDefense Operational Guide



APPENDIX A. THIRD-PARTY LICENSING (OPEN SOURCE SOFTWARE) 157

py

License: MIT

Copyright 2019 Holger Krekel , Ronny Pfannschmidt , Benjamin Peterson and others

pyasn1

License: BSD-2-Clause

Copyright 2018 Ilya Etingof

pycparser

License: BSD-2-Clause

Copyright 2018 Eli Bendersky

PyJWT

License: MIT

Copyright 2018 Jose Padilla

PyNaCl

License: Apache-2.0

Copyright 2018 The PyNaCl developers

PyOpenSSL

License: Apache-2.0

Copyright 2019 The pyOpenSSL developers

pyrsistent

License: MIT

Copyright 2019 Tobias Gustafsson

python-dateutil

License: BSD 3-Clause and Apache-2.0

Copyright 2019 Gustavo Niemeyer

python-editor

License: Apache-2.0

Copyright 2019 Peter Ruibal
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python-snap7

License: MIT License

Copyright (c) 2013 Gijs Molenaar , Stephan Preeker

pytz

License: MIT

Copyright 2019 Stuart Bishop

PyYAML

License: MIT

Copyright 2019 Kirill Simonov

Quartz

License: Apache V2.0

Copyright 2001 -2009 Terracotta , Inc.

qs

License: BSD-3-Clause

Copyright 2014 Nathan LaFreniere

raf

License: MIT

Copyright 2013 Chris Dickinson

raf-schd

License: MIT

Copyright 2017 Alex Reardon

RDKafka

License: Custom license, listed in full below

librdkafka - Apache Kafka C driver library

Copyright (c) 2012, Magnus Edenhill

All rights reserved.

Redistribution and use in source and binary forms , with or without

modification , are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice ,

this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice ,

this list of conditions and the following disclaimer in the documentation

and/or other materials provided with the distribution.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ”AS IS”

AND ANY EXPRESS OR IMPLIED WARRANTIES , INCLUDING , BUT NOT LIMITED TO , THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE

ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE

LIABLE FOR ANY DIRECT , INDIRECT , INCIDENTAL , SPECIAL , EXEMPLARY , OR

CONSEQUENTIAL DAMAGES (INCLUDING , BUT NOT LIMITED TO, PROCUREMENT OF

SUBSTITUTE GOODS OR SERVICES; LOSS OF USE , DATA , OR PROFITS; OR BUSINESS

INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY , WHETHER IN

CONTRACT , STRICT LIABILITY , OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE , EVEN IF ADVISED OF THE

POSSIBILITY OF SUCH DAMAGE.

RE2

License: Custom license, listed in full below

// Copyright (c) 2009 The RE2 Authors. All rights reserved.

//

// Redistribution and use in source and binary forms , with or without

// modification , are permitted provided that the following conditions are

// met:

//

// * Redistributions of source code must retain the above copyright

// notice , this list of conditions and the following disclaimer.

// * Redistributions in binary form must reproduce the above

// copyright notice , this list of conditions and the following disclaimer

// in the documentation and/or other materials provided with the

// distribution.

// * Neither the name of Google Inc. nor the names of its

// contributors may be used to endorse or promote products derived from

// this software without specific prior written permission.

//

// THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS

// ”AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES , INCLUDING , BUT NOT

// LIMITED TO , THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR

// A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT

// OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT , INDIRECT , INCIDENTAL ,

// SPECIAL , EXEMPLARY , OR CONSEQUENTIAL DAMAGES (INCLUDING , BUT NOT

// LIMITED TO , PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE ,

// DATA , OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

// THEORY OF LIABILITY , WHETHER IN CONTRACT , STRICT LIABILITY , OR TORT

// (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE

// OF THIS SOFTWARE , EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

react

License: MIT

Copyright 2018 Facebook , Inc.

react-beautiful-dnd

License: Apache-2.0

Copyright 2019 Alex Reardon ¡@alexandereardon ¿

react-day-picker

License: MIT

Copyright 2014 Giampaolo Bellavite
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react-dom

License: MIT

Copyright 2018 Facebook , Inc.

react-fast-compare

License: MIT

Copyright 2017 Evgeny Poberezkin

Copyright 2018 Formidable Labs

react-fontawesome

License: MIT

Copyright 2018 Fonticons , Inc.

react-fullscreen-crossbrowser

License: MIT

Copyright 2017 Dominic St -Pierre

react-lifecycles-compat

License: MIT

Copyright X2013 -2019 Facebook , Inc.

react-motion

License: MIT

Copyright 2015 React Motion authors

react-popper

License: MIT

Copyright 2018 React Popper authors

react-redux

License: MIT

Copyright 2015 -2019 Dan Abramov

react-resize-detector

License: MIT

Copyright 2016 Denis Rul

SilentDefense Operational Guide



APPENDIX A. THIRD-PARTY LICENSING (OPEN SOURCE SOFTWARE) 161

react-router

License: MIT

Copyright 2016 -2018 React Training

react-smooth

License: MIT

Copyright 2016 JasonHzq (recharts)

react-table

License: MIT

Copyright 2016 Tanner Linsley

react-transition-group

License: BSD-3-Clause

Copyright 2018 Ieva S

react-virtualized

License: MIT

Copyright 2015 Brian Vaughn

readable-stream

License: custom: node.js

Copyright 2016 Joyent , Inc and contributors

Readline

License: GPLv3

recharts

License: MIT

Copyright X2015 recharts

recharts-scale

License: MIT

Copyright 2015 Sen Yang

reduce-css-calc

License: MIT

Copyright 2014 Maxime Thirouin , Joakim Bengtson
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reduce-function-call

License: MIT

Copyright 2014 Maxime Thirouin (MoOx)

redux

License: MIT

Copyright 2015 -2019 Dan Abramov

redux-saga

License: MIT

Copyright 2015 Yassine Elouafi

regenerator-runtime

License: MIT

Copyright 2014 Facebook , Inc., Ben Newman

requests

License: Apache-2.0

Copyright 2018 Kenneth Reitz

requests-toolbelt

License: Apache-2.0

Copyright 2019 Ian Cordasco , Cory Benfield

reselect

License: MIT

Copyright 2015 -2018 Reselect Contributors

resize-observer-polyfill

License: MIT

Copyright 2016 Denis Rul

resolve-pathname

License: MIT

Copyright 2016 -2018 Michael Jackson
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rw

License: BSD-3-Clause

Copyright 2014 -2016 Michael Bostock

safe-buffer

License: MIT

Copyright 2016 Feross Aboukhadijeh

safer-buffer

License: MIT

Copyright 2018 Nikita Skovoroda

setimmediate

License: MIT

Copyright 2012 Barnesandnoble.com , llc , Donavon West , and Domenic Denicola

Sigar

License: Apache V2.0

Copyright 2004 -2008 Hyperic , Inc.

six

License: MIT

Copyright 2018 Benjamin Peterson

SLF4J

License: MIT License

Copyright (c) 2004 -2013 QOS.ch

All rights reserved.

Snappy

License: Custom license, listed in full below

######################################################################

# LICENSE.snappy covers files: snappy.c, snappy.h, snappy˙compat.h #

# originally retrieved from http :// github.com/andikleen/snappy -c #

# git revision 711 c52b7ef94c8e5c600571987fbe5769070b884 #

######################################################################

The snappy -c code is under the same license as the original snappy source

Copyright 2011 Intel Corporation All Rights Reserved.

Redistribution and use in source and binary forms , with or without

modification , are permitted provided that the following conditions are

met:
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* Redistributions of source code must retain the above copyright

notice , this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above

copyright notice , this list of conditions and the following disclaimer

in the documentation and/or other materials provided with the

distribution.

* Neither the name of Intel Corporation nor the names of its

contributors may be used to endorse or promote products derived from

this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS

”AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES , INCLUDING , BUT NOT

LIMITED TO , THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR

A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT

OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT , INDIRECT , INCIDENTAL ,

SPECIAL , EXEMPLARY , OR CONSEQUENTIAL DAMAGES (INCLUDING , BUT NOT

LIMITED TO , PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE ,

DATA , OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

THEORY OF LIABILITY , WHETHER IN CONTRACT , STRICT LIABILITY , OR TORT

(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE

OF THIS SOFTWARE , EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Spring Framework

License: Apache V2.0

Copyright (c) 2002 -2013 SpringSource , a division of VMware , Inc.

SQLAlchemy

License: MIT

Copyright 2019 Mike Bayer

stlib

License: Apache-2.0

Copyright 2015 Ron Buckton for Microsoft Corp

string decoder

License: Custom: node.js

Copyright 2017 Joyent , Inc and contributors

superagent

License: MIT

Copyright 2014 -2016 TJ Holowaychuk

symbol-observable

License: MIT

Copyright 2016 Sindre Sorhus and Ben Lesh
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synchronous-promise

License: BSD-3-Clause

Copyright 2016 Davyd McColl

Syslog4J

License: LGPLv2.1

Copyright (c) 2011 Tom Spence

TAXII

License: Custom license, listed in full below

LICENSE

The MITRE Corporation (MITRE) hereby grants you a non -exclusive , royalty -free

license to use Trusted Automated Exchange of Indicator Information (TAXII (trademark

)) for research , development , and commercial purposes. Any copy you make for such

purposes is authorized provided that you reproduce MITRE ’s copyright designation and

this license in any such copy.

DISCLAIMERS

ALL DOCUMENTS AND THE INFORMATION CONTAINED THEREIN ARE PROVIDED ON AN

”AS IS” BASIS AND THE CONTRIBUTOR , THE ORGANIZATION HE/SHE REPRESENTS OR IS

SPONSORED BY (IF ANY), THE MITRE CORPORATION , ITS BOARD OF TRUSTEES , OFFICERS ,

AGENTS , AND EMPLOYEES , DISCLAIM ALL WARRANTIES , EXPRESS OR IMPLIED , INCLUDING BUT

NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION THEREIN WILL NOT

INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A

PARTICULAR PURPOSE.

tiny-invariant

License: MIT

Copyright 2019 Alexander Reardon

tiny-warning

License: MIT

Copyright 2018 Alex Reardon

toml

License: MIT

Copyright 2018 William Pearson

toposort

License: MIT

Copyright 2012 Marcel Klehr

tox

License: MIT

Copyright 2019 Holger Krekel , Oliver Bestwalter , Bernat Gabor and others
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typed-styles

License: MIT

Copyright 017 Artur Kenzhaev

typescript-fsa

License: MIT

Copyright 2016 Daniel Lytkin

tzlocal

License: MIT

Copyright 2017 Lennart Regebro

ua-parser-js

License: MIT

Copyright 2012 -2018 Faisal Salman

UnboundID LDAP

License: LGPLv2.1

Copyright (c) 2015 UnboundID. The LDAP SDK for Java is developed by UnboundID.

Underscore

License: MIT License

Copyright (c) 2009 -2016 Jeremy Ashkenas , DocumentCloud and Investigative Reporters &

Editors

urllib3

License: MIT License

Copyright 2008 -2016 Andrey Petrov and contributors

util-deprecate

License: MIT

Copyright 2014 Nathan Rajlich

value-equal

License: MIT

Copyright 2016 -2018 Michael Jackson
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VirusTotal Yara

License: BSD 3-Clause ”New” or ”Revised” License

Copyright (c) 2007 -2016. The YARA Authors. All Rights Reserved.

Redistribution and use in source and binary forms , with or without modification , are

permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice , this list

of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice , this

list of conditions and the following disclaimer in the documentation and/or other

materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be

used to endorse or promote products derived from this software without specific

prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ”AS IS” AND ANY

EXPRESS OR IMPLIED WARRANTIES , INCLUDING , BUT NOT LIMITED TO , THE IMPLIED WARRANTIES

OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT

SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT , INDIRECT ,

INCIDENTAL , SPECIAL , EXEMPLARY , OR CONSEQUENTIAL DAMAGES (INCLUDING , BUT NOT LIMITED

TO , PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE , DATA , OR PROFITS; OR

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY , WHETHER IN

CONTRACT , STRICT LIABILITY , OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE , EVEN IF ADVISED OF THE POSSIBILITY OF SUCH

DAMAGE.

warning

License: MIT

Copyright 2013 -2019 Berkeley Martinez for Facebook , Inc.

WebCola

License: MIT

Copyright 2013 Tim Dwyer

whatwg-fetch

License: MIT

Copyright 2014 -2016 GitHub , Inc

Xerces

License: Apache 1.1

Copyright (c) 1999 -2005 The Apache Software Foundation

yara-python

License: Apache V2.0 Author: Victor M. Alvarez
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yup

License: MIT

Copyright 2014 Jason Quense

ZkClient

License: Apache V2.0
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A.3 Listening ports and services used by SilentDefense

In this section we list the listening ports and services used by the SilentDefense Command Center and

Sensors. Entries denoted with an asterisk (*) can be configured, the default value is given.

Table A.1: Listening ports and services

Port Description Service used

22 System management OpenSSH 5.9p1 Debian-5ubuntu1.7

9999* SilentDefense event communication SilentDefense version 3.12

9092 SilentDefense network analytics stunnel 4.42 and Apache Kafka 0.8.2.1

443 SilentDefense web application Apache Tomcat 7.0.82

8444 SilentDefense update manager Apache Tomcat 7.0.82

8443 TAXII server Apache Tomcat 7.0.82
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