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Fortra Vulnerability Management

On-Premises

Scalable, Risk-based Vulnerability Management
Fortra Vulnerability Management (Fortra VM) provides on-premises risk-

based vulnerability management for organizations with strict data privacy
requirements or other conditions that prohibit the use of Saas$ solutions.

Offering the same enterprise-grade VM as our Saas solution, Fortra VM
on-premises is designed to streamline the identification and prioritization
of system weaknesses, so your team can maximize existing IT resources and
mitigate risks swiftly and effectively.

Fortra VM combines patented scanning technology with an easy-to-use GUI
and asset correlation to produce fast, accurate results (less than 1% false
positives). The robust feature set of Fortra VM includes:

+ Security GPA® security posture rating
+ Network Map asset visualization
+ Native reporting

« Connect API

Fortra VM Dashboard with Security GPA

PRODUCT SUMMARY

Some of Our Customers’
Favorite Features

Security GPA°®

Security GPA is an easily understood
metric that facilitates simpler security
conversations. It is based on an
algorithm that takes into account both
the network security posture rating
and the business risk associated with
discovered vulnerabilities.

Client-defined Risk Ratings

Set the business risk level of your IP
devices to a level based on the device’s
criticality to the organization. Easily
pinpoint areas of high risk and focus
efforts on defending your enterprise.

Dashboard and Reporting

Our intuitive Active View dashboard
makes it easy for your team to assess
and monitor vulnerabilities and their
remediation. Fortra VM also offers
customizable reports, so you can
create asset-specific vulnerability

and remediation reports and track the
metrics that are most important to your
organization

GET A QUOTE



https://www.fortra.com
https://www.digitaldefense.com/products/fortra-vulnerability-management/
https://www.fortra.com/products/fortra-vulnerability-management/pricing

Fortra VM Network Map Asset Visualization

Prioritize Security Threats for Faster Fortra Vulnerability Management
Remediation On-Premises Features

When vulnerabilities are detected, Fortra VM quickly provides
prioritization and remediation information so immediate
action can be taken.

» VM scanning and features
+ Unlimited users

Fortra's VM allows security teams to: + Quarterly/monthly/unlimited scan frequency

- Leverage Fortra's technical expertise and world-class * 24/7 support

customer support » Access to Active View Dashboard
- Focus on core business functions to save time, * User-friendly, aggregated scan results
money, and effort by reducing the administrative « Robust filtering and labeling capabilities

burden and tedium of performing vulnerability scans .
. . + Patented host correlation
with complicated tools or unmanaged open-source

solutions

. . . Organizations in a variety of industries trust Fortra VM on
« Demonstrate your commitment to information

security with comprehensive reporting on the security
posture of your network

premises to provide powerful, easy-to-use vulnerability
management while adhering to strict on-prem

requirements.
» Detect possible security vulnerabilities and respond

. . . . Need a hybrid approach? Learn about Fortra VM as a Saas
quickly with actions based on your pre-defined

. . subscription in this datasheet.
security policies

Join the thousands of customers who trust Fortra VM to protect their
business-critical assets.

GET A QUOTE

About Fortra

Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our

F O RT RA® customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and
control to organizations around the world. We're the positive changemakers and your relentless ally to

provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.
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