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1 Summary Of External Network

1.1 External Active Risks Breakdown

The active risk breakdown includes information for all vulnerabilities across the organization and their
associated active risk which is derived by vulnerability severity, threat rank, contextual exposure, and
asset criticality.
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Figure 1.1.1: Number and percentage of assets clustered Figure 1.1.2: Number of vulnerabilities active and fixed
by active risk. clustered by active risk.

1.2 Vulnerability Active Risk Trends
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Figure 1.2.2: Vulnerability active risk trending shows outstanding vulnerabilities over the past year.
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2 Summary Of Internal Network

2.1 Internal Active Risks Breakdown

The active risk breakdown includes information for all vulnerabilities across the organization and their
associated active risk which is derived by vulnerability severity, threat rank, contextual exposure, and
asset criticality.

2.1.2 Vulnerability Counts By Active
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Figure 2.1.1: Number and percentage of assets clustered Figure 2.1.2: Number of vulnerabilities active and fixed
by active risk. clustered by active risk.

2.2 Vulnerability Active Risk Trends
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Figure 2.2.2: Vulnerability active risk trending shows outstanding vulnerabilities over the past year.
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3 Overall Network State

3.1 Trending Information

Trending provides a quick and easy way to see how well you are doing over time.
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Figure 3.1: Active Risk Score trending graphs shows trends over the past year for all assets in this report.

3.2 Vulnerabilities by Active Risk Summary

This section provides a high level overview of unfixed vulnerabilites grouped by active risk discoverd and
active as of the past week, month, three months and year.

Outstanding Vulnerability Counts by Active Risk Above and Below the Fold Breakdown

Active Risk Critical (ARS High (ARS 80 Medium Low (ARS 20 Trivial (ARS 0
90 - 100) - 90) (ARS 70 - 80) -70) - 20)
0 0 0 1 0

One week old:

1 month old: 45 137 145 1890 8
3monthsold: 0 26 18 217 0
1 year old: 266 954 865 5893 62
Over 1 year 0 0 0 0 0
old:
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4 Vulnerability Statuses And Remediation Breakdown

4.1 Active Risks Vulnerability Status Breakdown

The active risk vulnerability Status breakdown includes information for all active and fixed vulnerabilities
across the organization and their associated active risk which is derived by vulnerability severity, threat
rank, contextual exposure, and asset criticality.
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Figure 4.1: Number of vulnerabilities active and fixed clustered by active risk.

4.2 Vulnerabilities by Active Risk Age Matrix

This section provides a high level overview of vulnerabilites grouped by active risk and their associated
age information statistics.

Outstanding Vulnerability Age Statistics by Active Risk Breakdown

Active Risk Critical (ARS High (ARS 80 Medium Low (ARS 20 Trivial (ARS 0
90 - 100) - 90) (ARS 70 - 80) -70) - 20)

Active  Fixed Active Fixed Active Fixed Active Fixed Active Fixed

Minimum Age: 15 0 15 0 15 0 4 0 10 0
Maxium Age: 108 0 108 0 98 0 108 0 98 0
Average Age: 84 0 85 0 84 0 76 0 85 0
Total 311 0 1117 0 1028 0 8001 0 70 0

Vulnerabilities:
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4.1 Vulnerability Active Risk Remediation
@ Critical ® High Medium ®Low @ Trivial
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Figure 4.1.2: Vulnerability active risk remediation trending shows outstanding vs fixed trends over the past year for all
vulnerabilities.

4.2 Fixed Vulnerabilities by Active Risk Summary

This section provides a high level overview of fixed vulnerabilites grouped by active risk discoverd and
active as of the past week, month, three months and year.

Fixed Vulnerability Counts by Active Risk Breakdown

Active Risk Critical (ARS High (ARS 80 Medium Low (ARS 20 Trivial (ARS 0
90 - 100) -90) (ARS 70 - 80) -70) - 20)
0 0 0 0 0

Fixed within
last week:

Fixed within 0 0 0 0 0
last month:

Fixed within3 0 0 0 0 0
months:

Fixed within 0 0 0 0 0
last year:

Fixed overall: 0 0 0 0 0
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